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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Signature Device Action Count
211.179. 56. 16 Korea, Republic of 147.237.76. 31 nakchal .idf.il B ack Li st drop 2
217.23.9.123 Net her | ands 147.237.76. 34 yohal an. i df .il B ack List drop 1
66. 240. 236. 119 Lhited Sates 147.237.76. 177 ncore.idf.il B ack List drop 1
123. 59. 59. 52 Chi na 147.237.72. 167 ishurimaka.idf.il bl ock-sp-traf 1 forward 1




09-04-2016-23:04:08 to 09-05-2016-00:04:08

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Addr ess |Site |Sgnature

207.178.197.44 |lhited Sates 147.237.77.226 |ww chamat z. aka. i df . i | |6134: HITP. SQ Injection Variable Declaration Bvasion  |B ock 12
50. 63.197. 9 Lhited Sates 147.237.77.74 |lawidf.il 5670 HTTP. SQ Injection (SALECT) B ock 6
81. 88. 48. 113 Italy 147.237.72.166 |aka.idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
194. 88. 154. 138 |Pol and 147.237.76.42 |refuah.idf.il 6134: HITP. SQ Injection Variable Declaration Bvasion  |B ock 6
62.149.132.252 [itay 147.237.77.74 |lawidf.il 5670 HTTP. SQ Injection (SALECT) B ock 6
177.12.172. 43 |Razil 147.237.72.166 |aka.idf.il 5670: HTTP. SQ Injection (SALECT) Bl ock 6
66.29.211.141 |wnited Sates 147.237.77.216 |dover.idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
177.12.172. 43 |Razil 147.237.77.74 |lawidf.il 5670 HTTP. SQ Injection (SALECT) B ock 6
66. 96. 128. 60 Lhited Sates 147.237.77.74 |(lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
194. 88. 154. 138 |Pol and 147.237.76.42 |refuah.idf.il 3808: HITP. SQ Injection Variable Declaration Bvasion  |B ock 6
207.178.197.44 |lhited Sates 147.237.77.226 |ww chamat z. aka. i df . i |5670: HTTP. SQ Injection (SALECT) B ock 6
194. 88. 154. 138 |Pol and 147.237.76.42 |refuah.idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
209.147.117.51 |whited Sates 147.237.77.74 |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 5
72.167.131.75 |lhited Sates 147.237.72.166 |aka.idf.il 5670 HTTP. SQ Injection (SALECT) B ock 5
199.58.86.211 |Lnited Sates 147.237.72. 166 |aka.idf.il C1000074: HTTP. maj estic bot Per nit 2
199.58.86.211 |[Lhited Sates 147.237.77.216 |dover.idf.il C1000074: HITP. naj estic bot Per nit 2
50. 63. 196. 47 Lhited Sates 147.237.76.42 |refuah.idf.il 5670 HTTP. SQ Injection (SALECT) B ock 1
50. 63. 196. 47 Lhited Sates 147.237.77.74 |(lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 1
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|Top Attackers In |D|

At acker

Target Address country Signature
194. 88. 154. 138 [147. 237. 76. 42 |Pol and refuah.idf.il S Injection - Select From 57
207.178.197. 44 [147.237. 77. 226 |Whited Sates |wwu chanatz.aka.idf.il |SQ Injection - Select From 20
66.29.211. 141 [147.237.77.216|Wited Sates |dover.idf.il A Injection - Select From 18
209. 147.117.51 [147.237.77. 74 |Whited Sates [lawidf.il SQ Injection - Select From 15
177.12.172. 43 |147.237.72. 166 |Brazil aka.idf.il SQ Injection - Select From 14
177.12.172. 43 |147.237.77. 74 |Brazil lawidf.il A Injection - Select From 14
66.96.128.60 |147.237.77.74 |lhited Sates [lawidf.il S Injection - Select From 8
62. 149. 132, 252 [147.237. 77. 74 |itay lawidf.il SQ Injection - Select From 8
81.88.48.113 |147.237.72.166|Itay aka.idf.il S Injection - Select From 8
50. 63.197. 9 147.237.77.74 |lhited Sates |[lawidf.il S Injection - Select From 8
50. 63.196. 47  [147.237.77.74 |Wited Sates [lawidf.il SQ Injection - Select From 3
50. 63.196.47 |147.237.76.42 |lhited Sates [refuah.idf.il A Injection - Select From 3
72.167.131. 75 |147.237.72.166|lhited Sates [aka.idf.il S Injection - Select From 2
921 175, 34. 145 |147. 237, 76. 31 |chi na vekehal i df i1 ET SI:AN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
50. 116. 123. 135 [147.237.0. 15 |Whited Sates |kosher-kravi.idf.il ET SCAN NVAP -sS wi ndow 1024 1
188, 27 238.91 |147. 237 76.30 |Formni a hivmsh i df | ET SCAN Behavi oral Lhusual Iy fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
46.227.67.172 |147.237.76. 202 |Sweden e halag.idf.il ET SCAN NVAP -sS w ndow 1024 1
122. 100. 245. 78 |147. 237. 76. 38 |Macau e.e.neitav.idf.il ET SCAN Behavi oral Lhusual ly fast inbound Telnet Connections, 1
Potential Scan or Brute Force
46. 19. 86. 4 147.237.77. 216 || srael dover.idf.il portscan: TCP D stributed Portscan 1
94.102.48.195 |147.237.0.17 |Netherlands mny-kosher-kravi.idf.il [ET SCAN NVAP -sS w ndow 1024 1
66.249.69.28 [147.237.77.74 |Wited Sates [lawidf.il ET SCAN NVAP -sA (2) 1
50.116. 123. 135 |147.237.0. 17 |lnhited Sates [mny-kosher-kravi.idf.il [ET SCAN NMAP -sS w ndow 1024 1
149. 56. 144. 220 [147. 237. 77. 216 |Whited Sates |dover.idf.il Tehila - Perl LW with fake user agent 1
46.172.71.251 |(147.237.8.50 |Wkraine e.tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
94.102.48.195 |147.237.76.86 |Netherlands navy. i df .il ET SCAN NVAP -sS w ndow 1024 1
94.102.48.195 |147.237.0.16 |Netherlands ny-kosher-kravi.idf.il |ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
85.130. 254. 75 |l srael 147.237.72. 166 |aka.i df .i 1 Bad TCP sequence I'nval i d ACK nunber nonitor |25
85.130.254. 75 |l srael 147.237. 72. 166 |aka.i df .i 1 SYN Att ack SYN -> SYN-ACK -> RST nonitor |24
50. 63. 196. 47 Wited Sates [147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Timeout [monitor (23
85.130.254.75 |lsrael 147.237.72. 166 |aka. i df il drop Frst packet isn't SN drop 20
109. 253. 220. 1501 sr ael 147. 237. 77. 243 |nobi l e.i df .i | Streamng Engi ne: TCP Inval id invalid segnent retransmission. | o 18
Ret ransnm ssi on Packet dr opped.
209.17.114.79 |Whited Sates |147.237.0.34 |tikshuv.idf.il drop SAMrul e drop 18
188.172. 244.59 |Austria 147.237.77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> Tineout [monitor |15
188. 172.244.59 |Austria 147.237.76. 200 |eitan. aka.idf . il SYN Att ack SYN -> SYN-ACK -> Ti nmeout noni t or 13
188.172. 244.59 |Austria 147.237.76.39 |mbileneitav.idf.il |SYN Attack SYN -> SYN-ACK -> Tinmeout [monitor  [13
2.53.134.115  |israel 147. 237.77. 243 |mobi l e. i f . i Streaning Engine: TCP Invalid finvalid segnent retransmssion. |, 12
Ret ransm ssi on Packet dr opped.
188.172. 244.59 |Austria 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Timeout [monitor |11
188.172. 244.59 |Austria 147.237.76.30 |hinush.idf.il SYN At t ack SYN -> SYN-ACK -> Tinmeout [monitor |11
188. 172.244.59 |Austria 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 11
188. 172.244.59 |Austria 147. 237. 76. 147 |chi nuch. aka. i df . i | SYN Att ack SYN -> SYN-ACK -> Ti nmeout noni t or 10
192. 187. 101. 170|Wnited Sates [147.237.72. 14 |[dover.idf.il (ol d) Bad TOP sequence mdﬁr:éz"r with different monitor |10
79. 188. 165. 62 Pol and 147.237.72. 156 |anan. i df .i | SYN Att ack SYN -> SYN-ACK -> Ti nmeout noni t or
46. 19. 85. 204 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
106.39.60. 189 |hi na 147.237.8.50 |e.tikshuv.idf.il Geo- | ocati on enf or cenent S;]?O'r gzi'nfn I nbound drop 8
188.172. 244.59 |Austria 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Timeout [monitor 8
188.172. 244.59 |Austria 147.237.0.15 |kosher-kravi.idf.il SYN At t ack SYN -> SYN-ACK -> Tineout [monitor |7
84.110.177. 160 |l srael 147.237. 72. 166 |aka.i df .i 1 SYN Att ack SYN -> SYN-ACK -> RST monitor |7
185. 112. 233. 187|Iraq 147.237.0.35 |akaws.idf.il dr op Frst packet isn't SN drop 7
188.172. 244.59 |Austria 147.237. 72. 156 |anan.i df .i | SYN At t ack SYN -> SYN-ACK -> Tineout [monitor |7
84.110.177. 160 |lIsrael 147.237.72. 166 [aka.i df .il Bad TCP sequence Invalid AGK nunber nonitor |7
79.188.165.62  |Pol and 147. 237. 72. 156 |anan.i df .i | Bad TCP sequence ﬂ;‘gﬁtﬁ;ggﬁ;&?th moni tor |7
45.32.5.215 Netherlands |147.237.77.74 |[lawidf.il SYN Att ack SYN -> SYN-ACK -> Tineout  |monitor
188. 172.244.59 |Austria 147.237.72. 166 |aka. i df.i | SYN Att ack SYN -> SYN-ACK -> Ti nmeout noni t or
83.168.250. 50 |Sweden 147.237.77.74 |lawidf.il drop SAMrul e drop
188.172.244.59 |Austria 147.237.77. 226 :"”‘WCha”mz'aka' Haf-TlsyN At ack SYN -> SYN-ACK -> Tineout |nonitor |6
66. 96. 128. 60 Lhited Sates |147.237.77.74 |lawidf.il dr op Frst packet isn't SN drop
79.188.165.62 |Pol and 147.237. 72. 156 |anan.i df .i | SYN At t ack SYN -> SYNACK -> Timeout |alert
176.13.224.36  |Israel 147.237.77. 243 |mubile.i o . i1 Streamng Engi ne: TCP Inval id invalid segnent retransmission. | o 6
Ret ransm ssi on Packet dr opped.
2.53.12. 174 I'srael 147.237.77. 243 |nobi l e. i df . i Streaning Engi ne: TCP Invalid |invalid segment retransnission. |, o, 6
Ret r ansni ssi on Packet dr opped.
66.249.66.6  |United Qates |147.237.76.86 |navy.idf.il Streamng Engi ne: TCP Inval id invalid segnent retransmission. | 6
Ret ransm ssi on Packet dr opped.
89.138.139.62 |israel 147.237.77. 243 |robi | e. i of .| Streaming Engi ne: TCP Inval id Jinvalid segnent retransnissi on drop 6
Ret r ansni ssi on Packet dr opped.
184. 168. 27. 116 |lhited Sates |147.237.72. 156 |anan.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 6
188.172.244.59 |Austria 147.237.0.17 [V kosher-kravi. 1d |qun At t ack SYN -> SYNACK -> Tineout |monitor |5
50. 63. 196. 47 Lhited Sates [147.237.77.74 |[lawidf.il SYN Att ack SYN -> SYN-ACK -> Tineout |monitor
188. 172.244.59 |Austria 147.237.0.19 |nadimatal.idf.il SYN Att ack SYN -> SYN-ACK -> Ti nmeout noni t or
188.172. 244.59 |Austria 147.237.77. 233 |atal .idf.il SYN At t ack SYN -> SYN-ACK -> Tinmeout [nonitor
106. 39. 60. 184  |hi na 147.237.8.27 |emadimatal.idf.il  |Geo-l ocation enf or cement S;]?O'r gziinfn I nbound drop 5
45, 32. 5. 215 Net her | ands 147. 237. 76. 147 |chi nuch. aka. i df . i | SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 5
188.172. 244.59 |Austria 147.237. 77. 170 |n@ar achot . i df . i | SYN At t ack SYN -> SYN-ACK -> Tineout [monitor |5
188. 172.244.59 |Austria 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 5
45, 32. 5. 215 Net her | ands 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 5
188.172. 244.59 |Austria 147.237.77. 234 |hal ag.idf il SYN At t ack SYN -> SYN-ACK -> Tineout [monitor |5
188.172.244.59 |Austria 147.237. 77. 176 |nat pash. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 5
66.249.81.179 |Europe 147.237.77.233|atal .idf.il dr op Frst packet isn't SN drop 5
188.172. 244.59 |Austria 147.237.77. 235 |svivaidf.il SYN At t ack SYN -> SYN-ACK -> Tineout [monitor |5
45, 32.5.215 Netherl ands  |147.237.0.15 |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 5
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address [Site Sgnature Acti on ‘Count
213.57.212.78 |Israel 147.237.0.19 |nmadimatal .idf.i |0 stributed Suspicious Response Code B ock 45
37.26.148.240 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 41
109. 253. 158. 221 ]I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 40
2.53.14.33 | srael 147.237.0.19 |nmadimatal .idf.i |0 stributed Suspicious Response Code B ock 8
37.26.149.150 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 3
141. 226. 161. 210]I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
5.29.74.190 | srael 147.237.72. 156 |anan. i df . i | Distributed Suspici ous Response Code B ock 2
66. 249. 76. 74 I srael 147.237.72. 156 |anman. i df . i | Lhaut hori zed URL Access to ww aman. i df.il/robots.txt B ock 1
176.13.224.36 |Israel 147.237.77.243|nobi l e.i df . il D stributed Suspici ous Response Code B ock 1
80. 246. 139. 252 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 1
46. 19. 85. 217 I srael 147.237.77. 216 |dover.idf . il Illegal HITP Version _pk_ses. 20. 8af c=* B ock 1
213.174.99. 140 |France 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method PCST for wwu aka. i df . i|/mai n/ gi yus/ pni ot . aspx B ock 1
109. 253. 193. 213|I srael 147.237.77.216|dover. i df . il SSL Untraceabl e Connection - Qpen Mde None 1
66. 249. 76. 77 I srael 147.237.72. 166 |aka. i df . i | D stributed Unauthori zed URL Access on 147.237. 72. 166/ B ock 1
192.198. 151. 43 |Eur ope 147.237.72. 166 |aka. i df . i | muizrii dﬁ‘f?lﬁtc:?gj m :T;;renpl at o5/ hore. asp Bock |1
89.138.139.62 |Israel 147.237.77.243|nobi l e. i df . i | Distributed Suspici ous Response Code B ock 1
Mal forned URL
46.19. 85. 217 I srael 147.237.77. 216 |dover.i df . il _pk_i d. 20. 8af c=18a6eac3d341f 203. 1471462269. 2. 1473020612. 1473020612 |B ock 1
2.53.12.174 I srael 147.237.77.243|nobi l e.i df . il D stributed Suspici ous Response Code B ock 1
66.249. 76. 115 |l srael 147.237.77.216|dover . i df . i Unaut hori zed URL Access to 147.237.77.216/ robot s. t xt Bl ock 1
37.142.222.10 |[Israel 147.237.77. 216 |dover.i df . il Uhaut hori zed URL Access to waw i df . i |/ hi mush/ si te/ he/ hi nush. asp B ock 1
207. 46. 13. 76 g];::: 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/mluinitenpl ates/ ww behazdaa. org.il  [B ock 1
93.172.204. 101 |Israel 147.237.72.166 |aka. i df . i | thriiz'/ : Bnﬁgis??iengpigggegb;:kﬁ_f/ el n/ kapat 2/ r es#012 Bock |1
Unknown HTTP Request Met hod
D7YAAYD79B5%D7 YRFYR6gs_| ¥8Dnobi | e- gws- serp. 1. 0. 0i 71k1l 5. 0. 0. 0. 1773.
46.19.85.217  |Israel 147.237.77. 216 |dover . i df . i | g.oi. r?‘&f‘ 0.0.0..0.0....0...1.. 64.nobi | e-gus-serp. . 0. 0. 0. QVi X0WDPI RIR2%6 | gy oy
_pk_i d. 20. 8af c=18a6eac3d341f 203. 1471462269. 2. 1473020612. 1473020612
171.48.122.40 |india 147.237. 72. 166 |aka. i df . i | Dstr buted Lraut horj zed At hod ;‘S’;XK”O"‘” R on Bock |1
67.225.24.91  |canada  [147.237.72. 166 |aka. i df .i| m;l'(:”f gfd. iﬂa#;ihnirr:oﬁ? dﬁ;ﬂ??. ';;’LXK”O"‘” R on Bock |1
40.77.167. 83 g‘;tt:: 147.237.72. 156 |anman. i df . i | Lhaut hori zed LRL Access to list.ips.gov.il/robots. txt B ock 1
213.57.204. 187 |Israel 147.237.72. 156 |anman. i df . i | Distributed Suspici ous Response Qode B ock 1
93.172.204. 101 [israel 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Qode Character in URL from93.172. 204. 101 B ock 1
63. 155. 175. 50 g;g: 147.237.77. 216 |dover.idf .l Unt raceabl e SSL Sessi ons: (pen Mbde None 1
176.13.21.254 |Israel 147.237.72. 166 |aka. i df . i | mn;’k“; e e Ncégfﬁiitgangicg;ﬁ;?phsaChar$°t'41 in None |1
79.178.33.57 I srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed Met hod HEAD for waw aka. i df . i |/ mai n/ gi yus/ general . aspx Bl ock 1
46. 19. 85. 217 I srael 147.237.77. 216 |dover.i df . il Abnornal |y Long Request et hod B ock 1
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