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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address  |Site |Signature  |Device Action  |Count |
213. 202. 233. 56 Ger many 147.237.76. 30 hi nush. i df . i | B ack Li st drop 1
213. 202. 233. 56 Ger many 147.237.76. 31 nakchal .idf.il B ack List drop 1
66. 240. 192. 138 Lhited Sates 147.237. 76. 39 nobi | e. nei tav.idf.il B ack List drop 1
123. 59. 59. 52 Chi na 147.237.77.233 atal .idf.il bl ock-sp-traf 1 forward 1




09-04-2016-22:04:03 to 09-04-2016-23:04:03

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry

Target Address

|Site

|Sgnature

Devi ce Action |Count |

178.20.235.164  |Russian Federation [147.237.77.74 lawidf.il |5670: HITP. SQ Injection (SELECT) B ock 6
178. 20. 235. 164 Russian Federation |147.237.77.74 lawidf.il |6134 HITP. SQ Injection Variable Declaration Bvasion B ock 6
97.74. 215. 165 Lhited Sates 147.237.72.166 |aka.idf.il 5670: HITP. SQ | njection (SALECT) B ock 6
45, 62. 248. 47 Canada 147.237.77.216 |dover.idf.il |24910: HITP. Python urllib User-Agent Header B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count\
178.20.235. 164 |147.237.77.74 |Russian Federation [lawidf.il SQ Injection - Select From 14
97.74.215.165 |147.237.72.166 |lLhited Sates aka.idf.il SQ Injection - Select Fom 8
91.121.75.9 147. 237. 72. 166 |France aka.idf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 5
72.167.131. 75 |147.237.72. 166 |Wited Sates aka.idf.il SQ Injection - Select From 3
104. 128. 144. 131|147. 237.0. 15 |Canada kosher-kravi.idf.i[ET SCAN NVAP -sS w ndow 2048 1
61.240. 144.66 |147.237.77.74 |China lawidf.il ET SCAN NMAP -sS wi ndow 1024 1
103. 255. 47. 41 |147.237.77. 234 |Hong Kong hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1
61.240.144. 65 |147.237.77.121|China e navy.idf.il ET SCAN Potential WNC Scan 5800- 5820 1
61.240. 144. 65 |147.237. 76. 147 |Chi na chinuch.aka.idf.il [ET SCAN Potential VWNC Scan 5800- 5820 1
94.156.128.25 |147.237.77.176|Bil garia mat pash. i df .il ET SCAN Potential SSH Scan 1
46. 19. 86. 224 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
211.141.78.56 |147.237.72.14 |China dover.idf.il(old) |ET SCAN Potential VNC Scan 5900- 5920 1
94.156.128.25 |147.237.8.28 |Bulgaria e.nobile-ks.idf.il |[ET SCAN Potential SSH Scan 1
208. 100. 26. 228 |[147.237.76. 177 |Wited Sates ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
91. 201. 236. 158 [147. 237. 76. 198 |Ukrai ne eyonaanidf.il |ET SCAN NVAP -sS wi ndow 4096 1
163. 172. 169. 150|147. 237. 76. 34 [United Ki ngdom |yohal an.idf.il ET SCAN NVAP -sS wi ndow 1024 1
163.172.51. 213 |147.237.76.44 |Wnited Kingdom |e.refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
77.127. 42. 67 147, 237. 72. 166 |I srael akaidf.il portscan: TCP DO stributed Portscan 1
109. 60. 153. 178 |147. 237. 77. 233 |Russi an Federation |atal .idf.il ET SCAN Potential WNC Scan 5900- 5920 1
64.137.171.55 |147.237.76.38 [Canada eeneitav.id.il [ET SCAN Potential SSH Scan 1
104, 128. 144, 131|147.237.0. 15 [Canada kosher-kravi.idf.i[ET SCAN NVAP -f -sS 1
61.240.144.65 |[147.237.77.170|Chi na naarachot.idf.il |ET SCAN Potential VNC Scan 5800- 5820 1
97.105.173. 114 |[147.237.76. 177 |Wited Sates ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
61.240. 144. 65 [147.237.76. 197 |Chi na e himush.idf.il ET SCAN Potential VWNC Scan 5800- 5820 1
94.156.128.25 |147.237.77.234|Bl garia hal ag. i df.il ET SCAN Potential SSH Scan 1
50,33 108 105|147 237 0.33 |chi na il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
94.156.128.25 |147.237.76.199|Rul garia e.nakchal .idf.il |ET SCAN Potential SSH Scan 1
i ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,

41. 253. 240. 226 |147.237.77.61 'jgﬁi’h""i”rf;:b e.cogat.idf.il Fotential Scan or Brute For?:/e 1
211.23.156. 152 |147.237.77.61 [Taiwan e.cogat.idf.il ET SCAN Potential SSH Scan 1
94.156.128.25 [147.237.8.24 |Bigaria elifestyleidf.il |ET SCAN Potential SSH Scan 1
91. 201. 236. 158 [147.237. 76. 198 |kr ai ne e.yohalan.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
163.172. 51. 213 |147.237.76. 44 |United Kingdom |e.refuah.idf.il ET SCAN NVAP -sS w ndow 2048 1
89.138.118. 186 |147.237.77.216|Israel dover.idf.il portscan: TCP O stributed Portscan 1
163.172.51. 213 [147.237.76.44 |United Kingdom |e.refuah.idf.il ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
190.228.7.3 Argentina 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 305
84.110.179. 181 |Israel 147.237.0.19 |nadi matal.idf.il Bad TCP sequence Inval i d ACGK nunber moni tor |46
84.110.179. 181 |[Israel 147.237.0.19 |nadi matal .idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 46
46. 19. 85. 209 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 21
46. 19. 85. 209 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber alert 18
o SWNretransmt wth different .
46.116.11.128 |[Israel 147.237.77.234 |halag.idf .il Bad TCP sequence vi ndow scal e noni t or 14
Sreamng Engine: TCP Invalid i i ssi
79.176.60.192 | srael 147. 237.77. 243 |mubi l e, i f . i1 9 =g Invalid segnent retransmssion. | 12
Ret r ansni ssi on Packet dropped.
5.22.134. 166 I srael 147.237.77. 234 |hal ag.idf. il Bad TCP sequence Inval i d ACK nunber nonitor |9
Sreaning Engine: TGP Invalid i i ssi
46.19.85.209 |Israel 147. 237. 77. 216 |dover. i of . i | 9 =g Invalid segnent retransmssion. g 9
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
2.53.134.115  |Israel 147. 237. 77. 243 |robi | e. i df . | 9 =9 Invalid segnent retransmssion. g 9
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi
77.139.125.94  |France 147.237.76. 200 |ei tan. aka.i of . i 9 =g Invalid segnent retransmssion. g 8
Ret r ansni ssi on Packet dropped.
85. 130. 255. 254 |l srael 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or
79. 180. 254. 145 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or
106. 39. 60. 186  |Chi na 147.237.8.28 |embile-ks.idf.il  |Geo-1ocation enfor cenent Ceo-I ocati on i nbound drop 8
enf or cenent
85. 130. 255. 254 |l srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber nonitor |8
106.39. 60. 184 |cni na 147.237.8.24 |elifestyleidf.il  |Geo-1ocation enf or cenent Geo-I ocati on i nbound drop 7
enf or cenent
79. 180. 254. 145 |l srael 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST noni t or
85. 130. 255. 254 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
Sreamng Engine: TCP Invalid i i ssi
87.68.19.146  |Israel 147. 237. 76. 200 |ei tan. aka.i of .| 9 =g Invalid segnent retransmssion. 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
176. 13. 234. 139 I srael 147. 237.72. 167 |i shuri maka. i f . i 9 =g Invalid segnent retransmssion. o 6
Ret r ansni ssi on Packet dr opped.
. ) SYNtAXK retransmt with .
109. 66.32.125 |Israel 147.237.72. 156 |anan.idf . il Bad TCP sequence di fferent i ndow scal noni t or 6
66. 102. 9. 157 Lhited Sates |147.237.0.34 |tikshuv.idf.il dr op First packet isn't SYN drop 6
Sreaning Engine: TGP Invalid i i ssi
46.120. 115. 177 |Israel 147.237. 77. 243 |nobi | e. i of . | 9 =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
188.172.244.59 |Austria 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or
2.53.176. 251 I srael 147.237.72. 156 |anan.i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or
46. 19. 85. 136 I srael 147.237.77. 216 |dover. i df . i1 Bad TCP sequence Invalid ACK nunber noni t or
106. 39. 60. 184  |hi na 147.237.8.27 |enadimatal.idf.il  |Geo-1ocation enforcenent Geo-Iocati on i nbound drop 5
enf or cenent
188.172.244.59 |Austria 147.237.77.74 [lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or
188.172.244.59 |Austria 147.237.77.233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or
79.180. 254. 145 |l srael 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop
106.39. 60. 189 |cni na 147.237.8.14 |e.orchot.idf.il Geo- | ocati on enf or cenent Geo-I ocati on i nbound drop 5
enf or cenent
46. 19. 85. 136 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber alert 5
188.172.244.59 |Austria 147.237.76.30 |himush.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 4
188.172.244.59 |Austria 147.237.77. 216 [dover.i df . i SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 4
188.172. 244.59 |Austria 147.237.0.15 |kosher-kravi.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 4
188.172. 244.59 |Austria 147.237.77. 226 "f"l"’“ha”atz' aka. 1df 1oy At ack SYN -> SYN-ACK -> Tinmeout  |monitor |4
84. 109. 9. 60 | srael 147.237.72. 167 |i shuri maka. i df il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 4
46.116.11.128 | srael 147.237.77. 233 |atal .i . i Bad TCP sequence SNretransmt with different monitor |4
w ndow scal e
188.172. 244.59 |Austria 147.237.0.19 |nadi matal .idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 4
188.172. 244.59 |Austria 147.237. 77. 170 |maar achot . i df . i | SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 4
188.172.244.59 |Austria 147.237.72. 167 |ishurimaka.i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 4
188.172.244.59 |Austria 147.237.77.234|hal ag.idf .i SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 4
188.172.244.59 |Austria 147.237.77.235|sviva.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 3
188.172.244.59 |Austria 147. 237. 76. 147 |chi nuch. aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 3
176.13.11. 142  |Israel 147.237.72. 156 |anan.i df . i SYN Attack SYN -> SYN-ACK -> RST noni t or 3
85. 130. 234. 154 |l srael 147.237. 72. 156 |anan.idf .il dr op First packet isn't SYN drop 3
Sreanming Engine: TGP Invalid i i ssi
109. 253. 214. 178|i srael 147.237.72. 167 |i shuri maka. i of . i 9 =g Invalid segnent retransmssion. g 3
Ret ransni ssi on Packet dropped.
141. 226. 218. 104l srael 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d AGK nunber noni t or
46.19. 85.114 | srael 147.237.76.42 |refuah.idf.il dr op First packet isn't SYN drop
188.172.244.59 |Austria 147. 237.76. 200 |ei tan. aka. i df . i SYN Attack SYN -> SYN-ACK -> Ti meout noni t or
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
176.13. 4. 224 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 103
84.110.179. 181 |[Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 34
109. 64. 80. 87 I srael 147.237.72. 156 |anan. i df . i | D stributed Suspici ous Response Code B ock 6
79.176.60.192 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 6
5. 29. 74. 190 I srael 147.237.72. 156 |anman. i df . i | Distributed Suspicious Response Code B ock 3
2.53.191. 15 I srael 147.237.72. 156 |anan. i df . i | D stributed Suspici ous Response Code B ock 3
84.109.105.52 [Israel 147.237.76.31 [nakchal .idf.il Unaut hor i zed HTTP Met hod B ock 3
66. 249. 76. 35 I srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 66. 249. 76. 35 B ock 2
46.120. 115. 177 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
95. 86. 71. 60 | srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to www aka. i df . i|/mai n/ sachar/undefined |B ock 1
79.183.39.228 |[Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod POST for wau aka. i df .il/mai n/ sachar/faqg. aspx |B ock 1
66. 249. 76. 35 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to aka.idf.il/appl e-app-site-association B ock 1
] . . Unaut hori zed URL Access to
192.243.55. 133 [nited Sates |147.237.72. 166 |aka. i df . i | v aka, i df i |/ mai r/ snal i rd smal i m aspx?cat i d=58639 B ock 1
www. chamat z. aka. i d
46. 19. 85. 98 | srael 147.237.77. 226 £l Mal forned URL Bl ock 1
2.53.176. 251 | srael 147.237.72. 156 |anan. i df . i | D stributed Suspici ous Response Gode Bl ock 1
72.37.140. 37 Italy 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut hori zed Method for Known URL from72.37.140.37  |B ock
62.217.51. 69 Ger many 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod PCST for v aka. i df.il/mai n/ sachar/kl ali.aspx [B ock
8.37.231.198  |Wnited Sates [147.237.72. 166 |aka. i df . i | Wnaut horj zed Method PCST for B ock 1
wwn aka. i df . i1/ mai n/ snal i ndsnal i m aspx
- . Unaut hori zed Met hod PCBT for
84.108. 5. 170 I srael 147.237.72. 166 |aka. i df . i | v aka. i df i |/ nai v sachar / about . aspx B ock 1
66.249. 76. 75 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to 147.237.72. 166/ B ock 1
192.243.55. 135 |Lhited Sates |147. 237.72. 166 |aka. i df . i | Unaut hori zed URL Access to ww aka. i df . il /giyus/ general B ock 1
wWww. chamat z. aka. i d )
46. 19. 85. 98 | srael 147.237.77. 226 £l Unknown HTTP Request Met hod dx55pfxtoad5 in URL B ock 1
87.69.204.218 |[lIsrael 147.237.77.216|dover . i df .i | Uhaut hori zed URL Access to waw idf.il/https:/wanidf.il/ Bl ock 1
72.37. 140. 37 Italy 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod PCST for waw aka. i df.il/ishurininain B ock 1
66.102. 9. 22 Uhited Sates |147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod PCST for aka.idf.il/mai n/ hone/ def aul t. aspx B ock 1
157.55.39. 227 |Uited Sates |147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robot s. t xt Bl ock 1
. - DO stributed Lhaut hori zed URL Access on
37.142.2.133 I srael 147.237.77.233|atal .idf.il 147, 237. 77. 233/ 1135- hel at al . aspx B ock 1
84.109. 105.52 |Israel 147.237.76.31 |nakchal .idf.il Mil ti pl e UWnaut hori zed URL Access from 84.109. 105. 52 Bl ock 1
. . DO stributed Whaut hori zed URL Access on
2.53.21.87 | sr ael 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. g f Bl ock 1
66.249.76.106 |[Israel 147.237.72. 166 |aka. i df . i | Unknown Paraneter catid in v aka.idf.il/giyus/ganda/default.asp [None 1
. . Unaut hori zed Met hod PCBT for
194. 242. 168. 227 |France 147.237.72. 166 |aka. i df . i | v aka. | df i |/ mai v i yus/ si t enap. aspx B ock 1
. - O stributed Whaut hori zed URL Access on
46.19.85.232  |Israel 147.237.77.233|atal .idf . il 147, 237.77. 233/ 1134- hel at al . aspx B ock 1
2.55.32.51 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
92.225.47.155  |Ger many 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
66.102.9.30  |United Sates [147.237. 72. 166 |aka. i df . i | Wnaut hor i zed Method PCST for Bl ock 1
wan aka. i df . i |/ mai n/ hone/ def aul t . aspx
. . DO stributed Whaut hori zed URL Access on
37.142.4.21 I srael 147.237.77.233|atal .i df . il 147, 237.77. 233/ 1134- hel at al . aspx B ock 1
2,53, 149. 12 I srael 147.237.72. 166 |aka. i df . i | llegal Byte (de Character in LR /mai nkapat 2/ /res012 Bl ock 1
our ces/ i nages/ i nner page/ goback. gi f
66.249.93.111 |[Israel 147.237.77. 216 |dover . i df .i | Distributed Waut hori zed URL Access on wwidf.il/error.htm B ock 1
. - O stributed Whaut hori zed URL Access on
46.116.11.128 |Israel 147.237.77.233|atal .idf . il 147, 237.77. 233/ 1134- hel at al . aspx B ock 1
. . Unhaut hori zed URL Access to
213.57.12.21 I srael 147.237.72. 166 [aka. i df . i | viw aka. i df . i | / nai n/ sachar/regi strati onw zard/ undefi ned Bl ock !
. . O stributed Whaut hori zed URL Access on
5.22.134. 166 I srael 147.237.77.234hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
. . Unhaut hori zed URL Access to
93.173. 174. 255 |l srael 147.237.77.234|hal ag. i df . i | 147. 237. 77. 2341 i nages/ shar ed/ bul | et 1. g f Bl ock 1
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
79.178.121. 211 |l srael 147.237.72. 166 |aka. i df . i | vaw aka. i df . i |/ rai r/ sachar/ pi r suneymof et . aspx None 1
178.36.36.228 |Pol and 147.237.77.216|dover . i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
41.137.57.101 |Morocco 147.237.77.216|dover. i df . il Lhaut hori zed URL Access to wawidf.il/arr/ B ock 1
2.53.149. 12 I srael 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Qode Character in URL from2.53.149. 12 B ock 1
84.109.105.52 |[Israel 147.237.76.31 |nakchal .idf.il Lhaut hori zed URL Access to nakhal .idf.il/sip storagel/files/2/ Bl ock 1
- . D stributed Unauthorized Method for Known URL on
72.37. 140. 37 Italy 147.237.72. 166 |aka. i df . i | e aka i df i 171 shuri rd i Bl ock 1
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