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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
204. 93. 154. 200 Lhited Sates 147.237.77. 74 lawidf.il TCAP Scan (vertical) drop 161
79.181. 183. 189 | srael 147.237.77.216 dover.idf.il |SYN Hood unverified cookie drop 10
79.178. 185. 28 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 7

85. 64. 161. 49 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 4

116. 30. 174. 251 Chi na 147.237.76. 34 yohal an.i df.il|B ack List drop 1

92.10. 214. 115 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il |TCP handshake viol ation, first packet not syn drop 1

113. 93. 53. 63 Chi na 147.237.76. 34 yohal an.idf.il|B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount

162. 210. 196. 97 Lhited Sates 147.237.77. 216 dover.idf.il C1000074: HITP. naj estic bot Per nit 3
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|Top Attackers In |D|

‘ Target Address

A tacker
Count ry

Signature

151.80.41. 178 [147.237.77.74 |Rance lawidf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 2
84.93.84. 77 147.237.77. 74 |United Kingdom [lawidf.il Tehila - Perl LWP with fake user agent 2
45.79.103. 178 |147.237.77.226 |Lnited Sates  |ww chamatz. aka.idf.il |VWEB- M SC Chunked- Encodi ng transfer attenpt 2
94.156.128.25 |147.237.76.200|Bul garia eitan. aka. idf.il ET SCAN Potential SSH Scan 1
94.102.48.195 [147.237.0.19 [Netherlands madi matal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
91.201. 236.50 [147.237.76. 197 |krai ne e hinush.idf.il ET SCAN NMAP -sS wi ndow 3072 1
185. 77.91. 109 |147.237.77. 74 |Turkey lawidf.il ET SCAN NMAP -sS wi ndow 1024 1
88.249.106. 23 [147.237. 77. 179 |Tur key e.nazi.idf.il ET SCAN NMAP -sS wi ndow 1024 1
116. 12. 175. 233 |147. 237. 77.19 |S ngapore | awforumidf.il ET SCAN NVAP -sS w ndow 2048 1
50. 116. 123. 135 |147. 237. 76. 148 |Lhited Sates gqcenter. aka. i df il ET SCAN NVAP -sS wi ndow 1024 1
109. 60. 153. 178 [147. 237. 77. 170 gz:::;on mear achot . i df .| ET SCAN NVAP -sS wi ndow 1024 1
45.79. 95. 64 147.237.77. 170 |Lhited Sates maar achot . i df . i | WEB- M SC Chunked- Encodi ng transfer attenpt 1
109. 60. 153. 178 [147. 237. 76. 86 :Zj:t’}on navy. i df il ET SCAN NVAP -sS wi ndow 1024 1
94.156.128.25 |147.237.77.226|Ril garia ww chanat z. aka. i df . i | [ET SCAN Potential SSH Scan 1
94.102. 48.195 |147.237. 76. 202 |Net her | ands e halag.idf.il ET SCAN NVAP -sS w ndow 1024 1
91.201.236.50 |147.237.77. 226 |lkrai ne wan chanat z. aka. i df . i | [ET SCAN Potential SSH Scan 1
208. 100. 26. 228 [147.237. 77. 179 |tnited Sates e nazi.idf.il ET SCAN Potential SSH Scan 1
91.201.236.50 |[147.237.76. 197 |kraine e. hi nush. i df il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
185, 40.4.200  |147. 237 0. 19 |RusSian vadimatal idf il ET SCAN Behavioral Lhusual |y fast Terminal Server Traffic, 1
Federati on Potential Scan or Infection
87.69. 103. 137 [147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
116. 12. 175. 233 |147. 237. 77.19 |S ngapore | awforumidf.il ET SCAN NVAP -sS w ndow 4096 1
66.249.64.55 [147.237.77.233|Wited Sates  |atal.idf.il ET SCAN NVAP -sSA (2) 1
116. 12. 175. 233 |147.237. 77. 19 |9 ngapore | awe forumidf il ET SCAN NVAP -f -sS 1
109. 60. 153. 178 [147. 237. 77. 61 :Zj:t’}on e cogat.idf.il ET SCAN NMAP -sS wi ndow 1024 1
106. 186. 20. 183 |147. 237. 77. 212 |Japan e. dover.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

dte

Signature

Country

S reanming Engi ne:

TP Invalid

Inval i d segnent retransnission.

79.182.61. 36 | srael 147.237.76. 200 |ei tan. aka. i df .i | Ret r ansni ssi on Packet dr opped. drop 66
46. 19. 85. 150 | srael 147.237.0.34  |tikshuv.idf.il drop First packet isn't SYN drop 20
79.182.61. 36 | srael 147.237.76. 200 |eitan. aka.idf.il [dr op First packet isn't SYN drop 13
46. 19. 86. 219 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber nmoni t or 12
77.126.7.211  |israel 147. 237, 76. 200 | tan. aka i of i1 |} €M NG Engine: TCP Invalid  imvalid segnent retransnission drop 12
Ret r ansni ssi on Packet dr opped.
46. 19. 86. 205 | srael 147.237.77. 216 |dover.idf.il drop SAMrul e drop 12
82. 80. 134. 211 | srael 147.237.72. 156 |anan.idf . il SYN Attack SYN -> SYN-ACK -> RST noni t or 11
82.80. 134. 211 | srael 147.237. 72. 156 |anan. i df .i | Bad TCP sequence Inval id ACK nunber noni t or 11
82. 145. 209. 8 Eur ope 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 10
46. 19. 86. 219 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 10
2.53.7.193 I'srael 147.237.77. 243 |mmbit i1 | 2MNG Engine: TP Invalid —invalid segnent retransmssi on. drop 9
Ret r ansni ssi on Packet dr opped.
46. 19. 86. 219 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber aert
46. 19. 86. 219 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence Inval i d ACK nunber noni t or
31.217.176. 223 |G eece 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
79.177.198.57 |israel 147, 237. 72. 167 [i shuri maka i o || €M NG Egine: TCP Invalid  invalid segnent retransnission. drop 6
Ret r ansni ssi on Packet dr opped.
2.53.134.115  |israel 147.237.77. 243 |mmbit i1 | S2MNG Engine: TP Invalid imvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
31.217.176.20 |Geece 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
147. 236. 232. 253|i srael 147. 237, 76. 200 |6 tan. aka i of 1 |} €M NG Engine: TCP Invalid  imvalid segnent retransnission drop 6
Ret r ansni ssi on Packet dr opped.
79. 182. 50. 4 I sr ael 147.237.77. 23 |mabite i1 | M NG Engine: TP Invalid —invalid segnent retransmssion drop 6
Ret r ansni ssi on Packet dr opped.
79.178.185.28 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
176.13.23.46 | srael 147.237.77. 23 |mmbit i1 | S2M NG Engine: TP Invalid —invalid segnent retransmssion drop 6
Ret r ansni ssi on Packet dr opped.
89.139.151.92 |lsrael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 6
5.22.134.73 I 'srael 147. 237.77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber moni t or 6
109. 65. 130. 19 | srael 147.237. 72. 166 |aka. i df .i | dr op Frst packet isn't SN drop 6
31.217.176.1 G eece 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 6
37.26.147.245 |israel 147. 237. 77. 216 |dover i df . Bad TCP sequence m’cﬁsg ;ans”“ wehdifferent | oitor |6
176. 13. 0. 205 | srael 147.237.77. 243 |nobi le.idf . i1 dr op Frst packet isn't SN drop 5
46. 19. 85. 169 | srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 5
37.142.193. 106 |lsrael 147.237. 72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 5
2.53.14.105 | srael 147.237. 72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 5
5.22.134.221 I srael 147.237.0.34 |tikshwv.idf.il [Bad TCP sequence I'nval i d ACK nunber noni t or 5
216. 30.201. 152 |lhited Sates [147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 5
31.217.176. 206 |G eece 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 5
46. 19. 86. 238 I srael 147.237.72. 166 [aka i df . i | Bad TCP sequence I'nval i d ACK nunber noni t or 4
46. 19. 85. 150 | srael 147.237. 72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 4
31.217.176.8 G eece 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
31.217.176. 123 |G eece 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
46. 19. 86. 238 | srael 147.237. 72. 166 |aka. i df .i | Bad TCP sequence I'nval i d sequence nunier noni t or 4
5.22.134. 166 | srael 147.237.77. 234 |hal ag.idf .il Bad TCP sequence Invalid ACK nunber noni t or 4
46. 19. 86. 180 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 4
46.120. 122. 219 |(Israel 147.237.72. 166 |aka.idf .il drop SAMrul e drop 4
79. 182. 28. 219 | srael 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> RST noni t or 4
79.177.198. 57 | srael 147.237.77. 216 |dover.idf .il SYN Att ack SYN -> SYN-ACK -> RST noni t or 4
46. 19. 86. 238 | srael 147.237. 72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout alert 4
106. 39. 60. 189  |Chi na 147.237.8.14 |e.orchot.idf.il |Geo-| ocati on enf or cenent Geo-l ocati on i nbound enf orcenent |drop 4
31.217.176. 181 |G eece 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
31.217.176.38 |G eece 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
31.217.176. 221 |Geece 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4
31.217.176. 128 |G eece 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
46. 19. 85. 46 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Action ‘Count
109. 253. 137. 90 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 20
46.19. 85. 132 I srael 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Code B ock 18
77.139.175.38  |France 147.237.72. 166 |aka. i df . i | m;i:l:t;éiw?gmﬂr;:g n'ft hod for Known URL on B ock 4
2.53.167.66 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 4
185. 27. 105. 66 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka. i df.il/sip_storagel/files/ 0O/ B ock 3
176.13.231. 192 |l srael 147.237.0.19 |nadimatal .idf.i|DOstributed Suspicious Response Code B ock 3
185.32.179.20 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
207. 46. 13. 90 Lhited Sates 147.237.77. 216 |dover.idf . il Ostributed Wnaut horized URL Access on waw idf.il/error.htm B ock 2
31.217.176.1 G eece 147.237.77.216|dover . i df . i | Ostributed Uaut hori zed URL Access on waw i df.il/error.htm B ock 2
2.53.7.193 | srael 147.237.77.243|nobi | e.i df . i | D stributed Suspici ous Response CQode Bl ock 2
217.132.17. 241 |israel 147.237.77. 243 |nobi | e. i df . i | nng‘iult :?r(;fz'ff' , tg‘eggrcﬁim;esll et | ddocunent s/ 1071 Bl ock 2
31.217.176.206 |G eece 147.237.77. 216 |dover. i df . i | Distributed Uhauthorized UR. Access on waw idf.il/error.htm B ock 2
31.217.176.17 |Geece 147.237.77. 216 |dover . i df . i | O stributed Lhauthori zed URL Access on waw i df.il/error.htm B ock 2
109. 64. 80. 87 I srael 147.237.72. 156 [anan. i df . i | D stributed Suspici ous Response Code B ock 2
2.53.173. 202 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
45.79. 95. 64 Lhited Sates  |147.237.77. 170 |n@ar achot . i df . il |Distributed Unknown HTTP Request Met hod B ock 1
178.207. 148. 97 :3::;’} o 147.237.72. 166 |aka. i df . i | m;sﬂt;’ﬁ iﬂa:;jhn(;rrioﬁ(; dl;?;r;??;;xmom R on B ock 1
31.217.176.92 [Geece 147.237.77. 216 |dover.i df . i | Distributed Lhaut horized UR. Access on waw idf.il/error.htm B ock 1
79.178.65.103 [Israel 147.237.77. 216 |dover.idf . il SSL Untraceabl e Connection - Cpen Mde None 1
46.19. 85. 213 I srael 147.237.72. 166 |aka. i df . i | Lhknown Paraneter doc in www aka.idf.il/main/giyus/ general . aspx None 1
157.55.39. 115 |Uhited Sates 147.237.77.216|dover. i df .i | Dstributed Uhaut hori zed URL Access on waidf.il/error.htm B ock 1
31.217.176.199 |G eece 147.237.77. 216 |dover.idf . il Ostributed Wnaut horized URL Access on waw idf.il/error.htm B ock 1
31.217.176.0 G eece 147.237.77.216|dover . i df . il Ostributed Whaut hori zed URL Access on waw i df.il/error. htm Bl ock 1
87.71.8.206 I srael 147.237.76.31 |nakchal .idf.il |Miltiple Unauthorized UR. Access from87.71. 8. 206 B ock 1
77.139.122.67 |France 147.237.72.166 |aka. i df . i | m”;gri' ;é?l')e;a?ﬂ?rﬁu: ot aCt us. asix Bl ock 1
45.79. 95. 64 Lhited Sates 147.237.77. 170 |maar achot . i df . i | |Mal forned HTTP Header Line 1 B ock

185. 27.105.66 |lsrael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed URL Access from 185. 27. 105. 66 B ock 1
109. 253. 209. 78 |Israel 147.237.72. 166 |aka. i df . i | ;,arwa'a%ef f??,g;ﬁ!a?hii/‘:zgiigr b onwi zard e st aspx None 1
31.217.176.97 [Geece 147.237.77. 216 |dover.i df . i | Distributed Lhaut horized UR. Access on waw idf.il/error.htm B ock 1
79.179.160. 170 |[israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1135- he/ at al . aspx B ock
213.57.85.170 [Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1407-he/ at al . aspx Bl ock
66.102.9.8 Wited Sates  [147. 237. 72. 166 [aka. i df . i | m“;grii;?‘?ltb;a?ﬁgm ;r:’irot ansver . asp Bl ock 1
176. 13. 228. 8 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx B ock
31.217.176. 205 |G eece 147.237.77.216|dover . i df .i | Dstributed Uhaut hori zed URL Access on wawidf.il/error.htm B ock
87.71.8.206 I srael 147.237.76.31 |nakchal .idf.il |Uauthorized LRL Access to wwwu nakhal .idf.il/894-he/ nakhal . aspx) B ock 1
77.139.132.239 |France 147.237.72. 166 |aka. i df . i | m”;?;riidszl'/wn;hﬁfgiﬁifn?;maﬂ on. asp Bl ock 1
147.236.32.59 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mde None 1
31.217.176.128 |G eece 147.237.77. 216 |dover.idf . il Ostributed Wnaut horized URL Access on waw idf.il/error.htm B ock
79.182.42.150 |l srael 147.237.77. 216 |dover . i df . i | PHP At t enpt B ock
77.124.13.216 |israel 147.237.72. 166 |aka. i df . i | mmm:vn;’kv‘; iF;"’f‘r_?Tftn:jr nf;;g?;c/t;aggﬁcBQ%;S?CPhsaChar$°t' 09 in None 1
89. 138. 118. 186 |l srael 147.237.77. 233 atal . i df . | e Mot horized W peesiet B ock 1
46. 19. 85. 213 | srael 147.237.72. 166 |aka. i df . i | Lhknown Paraneter d in w aka.idf.il/main/giyus/general . aspx None 1
148. 251. 231. 209|Ger nany 147.237.77. 216 |dover.idf . il Dstributed Ml fornmed HTTP Header Line B ock 1
31.217.176. 153 |G eece 147.237.77.216|dover. i df . i | Ostributed Waut hori zed URL Access on waw i df.il/error. htm Bl ock 1
79.182.42.150 |lIsrael 147.237.77.216|dover.idf .i | Unaut hori zed URL Access to wa i df.il/wp-1ogin. php B ock 1
77.139.16.46  |France 147.237.72.166 |aka. i df . i | m;&:‘fd‘:‘?iw;"zagﬁrﬁg n'ft hod for Known LRL on Bl ock 1
45.79. 95. 64 Lhited Sates 147.237.77. 170 |maar achot . i df . i | |Dstributed Ml formed URL B ock 1
178.121.26.31 |Belarus 147.237.72.166 |aka. i df . i | m;:(:’it gfd. illj}arf;hnc/’uozr;c/‘ dﬁ;ﬁfflgéxm’m UL on B ock 1
31.217.176.38 |G eece 147.237.77.216|dover. i df . i | Ostributed Waut hori zed URL Access on waw i df.il/error. htm Bl ock 1
77.139.175.38  |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCBT for waw aka. i df.il/ishurindnain/ B ock 1

09-04-2016-21:04:08 to

09-04-2016-22:04:08




