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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
123. 59. 59. 52 Chi na 147.237.76. 86 navy.idf.il bl ock-sp-traf 1l forward 2
66. 108. 67. 84 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
134.147. 203. 115 Ger nany 147.237. 76. 202 e halag.idf.il B ack List drop 2
114.79.9.139 | ndonesi a 147.237.76. 39 nobi | e. nei tav.idf.il|B ack List drop 2
52.16.5. 197 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
79.176. 6. 113 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Oount

162. 210. 196. 129 Lhited Sates 147. 237.72. 166 aka.idf.il CL000074: HTTP. naj estic bot Per mit 2
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|Top Attackers In |D|

Target Address ‘Attacker Qountry |Ste

Signature

151.80.41. 176 [147.237.77.74 |Fance lawidf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 8
91.121. 144.42 |147.237.77.74 |France lawidf.il ET WEB SERVER Fake oogl ebot UA 1 | nbound 2
208. 100. 26. 228 |147. 237.76. 177 |Lhited S ates ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
50. 116. 123. 135 [147. 237. 76. 42 |Uited Sates refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
162.243.85.34 |147.237.0.200 |lhited Sates . i df il ET SCAN NVAP -sS wi ndow 1024 1
46. 120. 122. 219 (147. 237. 77. 216 |I srael dover.idf.il Xenu Link Seuth User Agent 1
109. 253. 129. 37 |147. 237. 77. 216 |I srael dover.idf.il ET D05 Large anount of TGP ZeroWndow - Possible Neiller2 Chos 1
attack
109. 60. 153. 178 |147. 237. 76. 39 gjg::ﬂon nobi | e. nei tav. i df.i [ET SCAN NVAP -sS wi ndow 1024 1
94.156.128.25 |147.237.72.217 |Rulgaria eidf.il ET SCAN Potential SSH Scan 1
91. 201. 236. 155 [147. 237. 77. 121 |kr ai ne e navy.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
72.252.24.133 |147.237. 77. 212 |Janai ca e dover.idf.il ET SCAN NVAP -sS w ndow 4096 1
219.87.191. 219 [147. 237. 76. 39 |Tai wan nobi | e.nei tav. i df.i [ET SCAN Potential SSH Scan 1
72.252.24. 133 |147.237. 77. 212 |Jami ca e. dover.idf.il ET SCAN NVAP -f -sS 1
212.116. 72. 226 |147. 237. 0. 200 |Sweden mu.idf il ET SCAN NMAP -sS wi ndow 3072 1
50. 116. 123. 135 [147. 237. 76. 197 |Uited Sates e hinush.idf.il ET SCAN NMAP -sS wi ndow 1024 1
203. 86. 3. 66 147.237.72. 14 |Chi na dover.idf.il(old) |ET SCAN NVAP -sS w ndow 1024 1
46.227.67.172 |147.237.72.14 |Sweden dover.idf.il(old) |[ET SCAN NVAP -sS w ndow 1024 1
8.37.237.174  |147.237.77.216|lnited Sates dover.idf.il portscan: TCP O stributed Portscan 1
109.67.29.89 [147.237.0.34 |[israel ti kshuv.idf.il ET SCAN NVAP -sA (2) 1
94.156.128.25 |[147.237.77.179|Rl garia e mazi.idf.il ET SCAN Potential SSH Scan 1
91. 201. 236. 155 |147. 237. 77. 121 |krai ne e navy.idf.il ET SCAN NVAP -sS w ndow 3072 1
219. 87. 191. 219 [147. 237. 76. 177 |Tai wan ncore.idf.il ET SCAN Potential SSH Scan 1
72.252.24.133 |147.237. 77. 212 |Janai ca e dover.idf.il ET SCAN NVAP -sS w ndow 2048 1
212.116. 72. 226 |147.237.0. 200 |Sweden rdu. i df il ET SCAN NMAP -sS wi ndow 4096 1
50. 116. 123. 135 [147. 237. 76. 201 |Lhited Sates eatal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Devi ce

‘Attacker Qountry ‘Target Address [Ste Signature Action ‘Count
109. 66. 18. 208 |l srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 51
83.42.76.144 |Spain 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |monitor (43
66. 249. 93. 111 |Eur ope 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 37
reamn ine: T i i SSi
46.19.85.141 |israel 147. 237. 77. 243 |robi l e i of . i | Streamng Engi ne: TCP Invalid segnent retransmssion. |, 21
Inval i d Retransnission Packet dr opped.
66.249. 93. 111 |Eur ope 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 20
reamng Engi ne: T i i Ssi
77.139.19.254 |France 147.237.0.19 |nadimatal .idf.il Streamng Engine: TCP Invalid segnent retransmssion. | ., 14
Inval i d Retransnission Packet dr opped.
5.22.134.166 |[lIsrael 147.237.77. 234 |hal ag.i df il Bad TCP sequence Invalid AGK nunber noni tor |14
213. 152. 161. 35 |Net her | ands 147.237.77. 121 |e. navy. i f .i Geo-l ocation enforcement | 0! ocation inbound drop 14
enf or cenent
i S reanming Engi ne: TCP i i ssi
46. 19. 86. 254 | srael 147 237. 77. 226 | chanat z. aka. i df . g g > ! Inval i d segnent retransnission. drop 10
il Inval i d Retransnission Packet dr opped.

o SYN+ACXK retransmt wth .
46.19.85.232 [l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence di fferent vi ndow scal e monitor |10
141.0.13.176  |Nor way 147.237.77.233|atal .idf.il drop First packet isn't SN drop
46.19.85.132 [l srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber noni t or
46. 19. 85. 87 I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or
213. 152. 161. 35 |Net her| ands 147.237.77. 178 |e. nat pash. i of . i | Geo- | ocati on enf or cenent ﬁ?;}:ggﬁ;ﬁn I nbound drop 7
213. 152. 161. 35 |Net her | ands 147. 237.77. 227 |e. hanaz. i df .| Geo- | ocati on enf or cenent i?;;lrggiln?n I nbound drop 7
46.19.85.132 |Israel 147.237.77.233|atal .idf.il SYN At t ack SYN -> SYN-ACK -> RST nonitor |7
46. 43. 118. 233 2’5’5&':&6‘” Territory, 47 237.77. 216 |dover. i of . il drop Frst packet isn't SIN drop 6
109. 253. 198. 81 |l srael 147.237.77. 243 |nobi le.idf . il dr op Frst packet isn't SN drop
46.19.85.123 |Israel 147.237.77. 216 |dover.idf .il dr op SAMrule drop

Sreamng BEngi ne: TCP i i sSi
37.26.149. 135 |Israel 147.237.77. 243 |nobile. i of . mng tngihe- 1 Invalid segnent retransmssion. . 6
Inval i d Retransnission Packet dropped.
46.19. 85.173 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or
37.26.146. 237 |[Israel 147. 237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Timeout |nonitor
46. 19. 86. 27 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
S reanming Engi ne: TCP i i ssi
176.13.0.205 |Israel 147. 237. 77. 243 |nubi 1 e.i df . i mng tngine. 1 Invalid segnent retransmssion. | 6
Inval i d Retransnission Packet dr opped.
89. 139. 143. 124 | srael 147.237.0.34 [tikshuv.idf.il SYN Att ack SYN -> SYN-ACK -> RST mnitor |6
46.19.85.173  |[Israel 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 5
84.110. 177. 160 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid AGK nunber monitor |5
46. 19. 86. 27 I srael 147.237.77. 216 |dover.idf. | Bad TCP sequence Inval i d ACK nunber alert 5
46.19.85.132 |Israel 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST nmoni t or 5
66.249.93. 111 |[Israel 147.237.77. 216 |dover.idf .il dr op SAMrule drop 5
84.110. 177. 160 |l srael 147.237.72. 166 |aka.i df i SYN Att ack SYN -> SYN-ACK -> RST mnitor |5
46. 19. 86. 205 I srael 147.237.77. 176 |nat pash. i df .i | drop SAMrul e drop 5
84.110.177.20 |[Israel 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST monitor |4
185.3.147.80 |Israel 147.237.0.34  |tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |4
46. 19. 86. 63 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
5.22.134.166 |[lIsrael 147.237.77. 234 |hal ag.i df il Bad TCP sequence Invalid AGK nunber aert 4
46. 19. 86. 63 I srael 147.237.77. 216 |dover.idf il SYN Att ack SYN -> SYN-ACK -> RST mnitor |4
46.19. 85. 87 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert 4
S reaming Engi ne: TCP i i ssi
66.108.67.84 |lnited Sates 147. 237. 76. 200 |ei tan. aka.i of . il mng tngine. 1 Invalid segnent retransmssion. |, 4
Inval i d Retransmi ssi on Packet dr opped.
149.56.0. 24 Lhited Sates 147.237.77.233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> Tinmeout |nonitor |4
79.179.108. 87 |[lIsrael 147.237.72. 156 |aman. i df .i | SYN At t ack SYN -> SYN-ACK -> RST nonitor |4
84.110.177.20 |l srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |4
213. 152. 161. 35 |Net her| ands 147.237.76.196 |e.sviva. i df . il Geo-l ocation enforcement |01 ocation inbound drop 3
enf or cenent
5.22.134.207 |[Israel 147.237.76.42 [refuah.idf.il Bad TCP sequence Invalid AGK nunber monitor |3
213. 152. 161. 35 |Net her | ands 147. 237.76. 197 |e. hi nush. i df . i Geo-l ocation enforcement | 0! ocation inbound drop 3
enf or cenent
46. 43. 118, 233 ?Cis;i'e”('jan Territony 47 237.77. 216 |dover. i of . il SYN Att ack SYN -> SYN-ACK -> Timeout |monitor |3
84.109.232.94 |l srael 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d ACK nunber monitor |3
212.143. 142. 56 |l srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
185.20.5.157 |United K ngdom 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Tineout |monitor |3
46.19.86.127 |Israel 147.237.72. 166 |aka. i df i SYN Att ack SYN -> SYN-ACK -> Tineout |alert 3
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|Top Attackers In V\AF|

A tacker

Devi ce

count ry Target Address |Site Sgnature Acti on ‘Count
87.68. 40. 43 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 281
109. 253. 210. 49 [l srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 89
84.111.102. 219 |l srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock 32
46. 19. 85. 28 | srael 147.237.77.243|nobi | e. i df . i | Mil tiple Unauthorized URL Access from46. 19. 85. 28 B ock 8
. . - Unaut hori zed URL Access to
46. 19. 85. 28 I 'srael 147.237.77.243|nobi l e. i df . i | nobi l e, i o . i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1362 B ock 5
46.19.85.141 |Israel 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Qode B ock 5
190. 102. 56. 99 |Pananma 147.237.72. 166 |aka. i df . i | Uhaut hor i zed Met hod PCST for wwy aka. idf.il/ishuriniexanpcert/ Bl ock 4
77.127.7.184  |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to waww aka. idf.il/main/ guyus B ock 3
213.57.176. 125 |l srael 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Gode Character in URL from213.57. 176. 125 B ock 3
2.53.58.76 I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response ode B ock 3
46.117.7.183 [Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to waw aka. idf.il/wantikshuv.idf.il B ock 2
77.139.19. 254 |France 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Gode B ock 2
192.243.55. 134 |Lhited Sates |147.237.72.166|aka.idf.il Lhaut hori zed URL Access to waw aka.idf.il/giyus/kadat z B ock 2
] . . D stributed Unaut hori zed Method for Known URL on
100. 11.192. 21 |lhited States [147.237.72.166|aka. i df.i | vaw aka. i dff i 1/ mai n/ hone/ def aul t . aspx B ock 2
46.19.86.118 |lIsrael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
79.176. 109. 239 [l srael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Qode Character in LR B ock 2
66.249.76.83 |lIsrael 147.237.77.216|dover.idf . il Unaut hori zed URL Access to www i df.il/consol e/ core/ doc_myr/nazi.idf.il  |Bl ock 1
207.46.13.45 |Uhited Sates |147.237.77.216|dover.idf.il Lhaut hori zed URL Access to wwidf.il/tenpl ates/article/watch Bl ock 1
. . - D stributed Lhaut hori zed URL Access on
46. 19. 85. 28 I 'srael 147.237.77.243|nobi l e. i df . i | nobi l e, i o i 1/ cat egoryt enpl at es/ 1 st chi | ddocunent s/ 1381 B ock 1
’ . . Unaut hori zed URL Access to
192.243.55. 133 |Wnited Sates |147.237.72.166|aka.idf.i | vow aka i f . i 1/ mai 1/ i yus/ gener al . aspx?cat | d=59390 B ock 1
] - . Unaut hori zed Met hod PCST for
66. 102. 6. 27 Whited Sates [147.237.72.166|aka.idf.il voww aka. i o i |/ rai v sachar/vi ewpays! i p. aspx B ock 1
46.19.86.141 |[Israel 147.237.77.216|dover . i df .i | Abnormal |y Long Request request version B ock 1
. . D stributed Lhaut horized URL Access on
93. 173. 174. 255 |I srael 147.237.77.234|hal ag. i df . i | 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
. . D stributed Lhaut hori zed URL Access on
5.22.134.166 |Israel 147.237.77.234hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
79.177. 146. 219 |I srael 147.237.77.216|dover . i df .i | Lhaut hori zed URL Access to v idf.il/https:/waidf.il/ Bl ock 1
. . Unaut hori zed URL Access to
66.249. 76. 115 [l srael 147.237.77. 216 (dover. i df .i | 147, 237. 7. 216/ 1133- 19480- he/ i df gdover . aspx B ock 1
213.57.176. 125 |I srael 147.237.72. 166 |aka. i df . i | llegal Byte Qe Character in WAL /mai 1 kapat2//resi012 B ock 1
our ces/ i nages/ i nner page/ goback. gi f
157.55.39. 167 |Wited Sates |147.237.77.176|nat pash.idf.il [Unauthorized URL Access to wan cogat.idf.il/english/pages/default.aspx |Bl ock 1
46.120.61.121 [Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
85. 64.251. 174 |l srael 147.237.72. 156 |anan. i df . i | Lhtraceabl e SSL Sessi ons: (pen Mde None 1
77.139.87.52  |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod POST for www aka.idf.il/mai n/ hone/ def aul t. aspx B ock 1
66.102.9.30  |United Sates [147.237.72.166|aka. i df .i | Ostributed Whauthori zed Mthod for Known LR on B ock 1
waw aka. i df . i |/ mai n/ hone/ def aul t . aspx
46.19.86.141 |Israel 147.237.77. 216 |dover . i df .i | Illegal HTTP Version 04 Sep 2016 17:16:24 G\ B ock 1
. . D stributed Lhaut hori zed URL Access on
79.180.212. 14 |israel 147.237.77.234hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f B ock 1
. . Unhaut hori zed URL Access to
5.22.134.207 |[Israel 147.237.76.42 [refuah.idf.il 147. 237. 76. 42/ appl e- t ouch- i con- pr econposed. png Bl ock 1
176.13.0.205 |Israel 147.237.77.243|nobi | e. i df . i | O stributed Suspicious Response Code B ock 1
46. 120. 122. 219 |l srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut horized Method for Known URL from 46. 120. 122. 219 Bl ock 1
85. 65. 107. 228 [l srael 147.237.0.34 |tikshuv.idf.il |Uhauthorized LRL Access to tikshuv.idf.il/901-8008- he B ock 1
79.176.25.83  |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to waw aka. i df . il /sip_storage B ock 1
66.249.65.49 |lIsrael 147.237.76.200|ei t an. aka. i df . i | [Lhknown Paraneter PageNumin eitan. aka.idf.il/938-en/ eitan. aspx None 1
] - . Unaut hori zed URL Access to
192.243.55. 135 |Lhited Sates [147.237.72.166|aka. i df.i | vaww aka, i o . i 1/ mai n/ hone/ def aul t . aspx2pop=sadi 1 B ock 1
46.19.86.141 [israel 147.237.77.216|dover. i df . il Mal f ormed URL sun, B ock 1
109. 64.82.24  |Israel 147.237.72. 156 |anan. i df . i | D stributed Suspici ous Response Code B ock 1
84.108. 65. 111 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCST for v aka. i df .il/mai n/ sachar/f ag. aspx B ock 1
37.26.149. 135 |[lsrael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Qode B ock 1
77.127.66.102 |Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: pen Mde None 1
46.121.119.75 [Israel 147.237.72. 166 |aka. i df . i | Unknown Paraneter catld in ww aka.idf.il/nain/giyus/ general . aspx None 1
. . O stributed Unaut hori zed URL Access on
79.176. 100. 133 |I srael 147.237.77.234hal ag. i df . i | 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f B ock 1
- . Unaut hori zed URL Access to
66. 249.76. 47 | srael 147.237.72. 166 [aka. i df . i | aka.idf.il/cgi-bin/shitur/bookpagel00598/i t urfi ndpageexact . pl Bl ock !
199. 30. 25. 148 |Lhited Sates [147.237.77.216|dover.idf.il D stributed Uhaut hori zed URL Access on wawidf.il/error.htm B ock 1
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