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09-04-2016-19:04:02 to 09-04-2016-20:04:02

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |[Count |
8.37.237.174 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 86
0.0.0.0 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 38
79. 180. 168. 49 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 12
79.177. 34. 82 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 6
79.178. 147. 153 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
109. 226. 40. 40 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
109. 65. 113. 50 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
109. 66. 61. 189 | srael 147.237.77. 216 dover.idf.il B ack List dr op 3
8.37.237.174 Lhited Sates 147.237.77. 216 dover.idf.il JLM Under Attack Con Htp drop 2
180. 97. 106. 161 Chi na 147.237.76. 148 gocenter. aka.idf.il B ack List drop 1
180. 97. 106. 161 Chi na 147.237.76. 200 eitan. aka. idf.il B ack List drop 1
217.23.9.123 Net her | ands 147.237.76. 177 ncore.idf.il B ack List drop 1
179. 99. 200. 39 Brazil 147.237.0. 17 m ny- kosher -kravi .idf.il bl ock-sp-trafl forward 1
37.48.93. 217 Net her | ands 147.237.76. 44 e.refuah.idf.il B ack List dr op 1




09-04-2016-19:04:02 to 09-04-2016-20:04:02

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site ‘Sgnaiure |Devi ce Action |Oount |

79.134.218. 13 Russi an Federation |147.237.72.166 |aka.idf.il[5119: HTTP. Qoss Ste Scripting (HTM. in HITP Headers) Bl ock 1




09-04-2016-19:04:02 to 09-04-2016-20:04:02

|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

46.120.122. 219 |147.237.72. 166 (I srael akaidf.il Xenu Link Seuth User Agent 7
91.121.135.78 |147.237.72. 166 |France aka.idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 6
46.120.122. 219 |147.237.77. 216 I srael dover.idf.il Xenu Link Seuth User Agent 4
45.79.71. 122 147.237.72. 166 |Uhited Sates |akaidf.il WEB- M SC Chunked- Encodi ng transfer attenpt 2
94.156.128.25 [147.237.76.34 |Rigaria yohalan.idf.il [ET SCAN Potential SSH Scan 1
94.102.48.195 |[147.237.0.33 |[Netherlands idf.il ET SCAN NMAP -sS wi ndow 1024 1
77.124.23.63 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
211.23.156. 152 |147.237.72.14 |Taiwan dover.idf.il (o dET SCAN Potential SSH Scan 1
64.137.171.55 |147.237.76.31 [Canada nakchal .idf.il |ET SCAN Potential SSH Scan 1
192.114.3.241 [147.237.0.34 |Israel tikshuv.idf.il SER\/ER APAO—E.Apache mod_ss| non-SSL connection to SSL port 1
deni al of service attenpt
114 233 54.8 147 237.76. 30 |cni na i rush i i | ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
103. 207. 36. 84  |147.237. 76. 196 |M et nam esvivaidf.il |ET SCAN NMAP -sS wi ndow 2048 1
94.156.128.25 [147.237.77.19 |Bugaria lawforumidf.il[ET SCAN Potential SSH Scan 1
94.102.52. 71 147. 237.76. 44 |Nether| ands erefuah.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
91.201. 236. 158 |[147.237.8.45 |lkraine eetanid.il |ET SCAN NMVAP -sS wi ndow 1024 1
79.177.6. 77 147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
64.137.171.55 |147.237.77.19 [Canada lawforumidf.il1|ET SCAN Potential SSH Scan 1
208. 100. 26. 228 |[147.237.77.233|lnited Sates |atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
186. 170. 213, 1351147 237 0.34 0ol onbi & Cikshuvidh il ET SCN\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
103. 207. 36. 84  |147. 237. 76. 196 |M et nam esvivaidf.il |ET SCAN NMAP -sS wi ndow 3072 1
103. 207. 36. 84  |147.237. 76. 196 [\ et nam esvivaidf.il |ET SCAN NVAP -f -sS 1




09-04-2016-19:04:02 to 09-04-2016-20:04:02

|Top Attackers In FW |

A tacker

Attacker Address | . ry Target Address |Ste Signature
8.37.237.174 Lhited Sates |147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 75
84.110. 232. 232 |[lIsrael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Invalid ACK nunber noni t or 37
84.110. 232. 232 |l srael 147.237.72. 167 |ishurimaka. i df .i[SYN At t ack SYN -> SYN-ACK -> RST noni t or 36
8.37.237.174 Lhited Sates |147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 23
89.138.234.55 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 22
79.178. 254. 24 | srael 147.237.72. 166 |aka.idf .il Bad TCP sequence Inval id ACK nunber noni t or 19
79.178. 254. 24 | srael 147.237. 72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 19
176.13.236.18 |Israel 147.237.77. 243 |mbit e ior i1 | ©2MNG Bngine: TP Invalid invalid segnent retransmssi on. drop 15
Ret r ansni ssi on Packet dr opped.
176.13. 233. 155 |l srael 147.237.77. 176 |nat pash. i df .i | drop First packet isn't SN drop 15
46. 19. 86. 144 | srael 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence Invalid ACK nunber noni t or 14
176. 228. 136. 1291 sr ael 147.237.76.42 |refuah.idfi.il  |[Bad TOP sequence mdze\:,rsaé;rit wth different monitor |14
46. 19. 86. 144 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 13
109. 65. 183. 177 |Israel 147.237.76.42 |refuahidf.il  |Bad TCP sequence mdﬁvrin;n;t Wth different moni tor (13
62.0.234.1 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SN drop 12
46. 19. 86. 144 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber aert 12
46. 19. 86. 220 I srael 147.237.77. 216 |dover. i df.il Bad TCP sequence Invalid ACK nunber aert 11
46. 19. 86. 220 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 11
46. 19. 86. 144 | srael 147.237. 77. 176 |nat pash. i df . i1 Bad TCP sequence Invalid ACK nunber aert 11
176. 13. 233. 155 |l srael 147.237.77. 176 |nat pash. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 11
46. 19. 86. 166 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber moni t or 11
79.178. 254. 24 | srael 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 10
37.26.149.151 |[lIsrael 147.237.0.19 |nadimatal.idf.il|Bad TCP sequence noni t or 10
176.13. 246.160 |l srael 147.237.77. 243 |mati i1 || S NG Engine: TGP Invalid invalid segnent retransmssion drop 9
Ret r ansni ssi on Packet dr opped.
109. 243. 194. 244|Pol and 147.237.72. 166 |aka.i df .il SYN At t ack SYN -> SYN-ACK -> RST noni t or 8
89. 138. 234. 55 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 8
109. 253. 143. 73 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
83.42.76. 144 Spai n 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 8
37.26.149.151 |Israel 147.237.0.19 [madimatal.idf.il[Bad TCP sequence alert 8
46. 19. 85. 244 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
46. 133.98.5 Wkrai ne 147.237.72. 166 |aka. i df .il drop Frst packet isn't SN drop 8
46. 19. 85. 96 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
195. 60. 235.57 |l srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or 7
46. 19. 85. 99 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 7
177.72.17.91  |mrazil 147. 237. 77. 216 |dover i df . Bad TCP sequence m’gﬁsg ;ansm't wehdifferent | onitor |7
46. 19. 85. 206 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 7
46. 19. 85. 185 | srael 147.237.76.86 |navy.idf.il drop SAMrul e drop 6
37. 26. 146. 192 | srael 147.237.77. 176 |nat pash.i df . i1 SYN Attack SYN -> SYN-ACK -> RST noni t or 6
89. 138. 234. 55 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence noni t or 6
46. 19. 85. 206 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval i d ACK nunber alert 6
176.13.16.118 [Israel 147.237.76.86 |navy.idf.il Streaning Engine: TCP Invalid  |imvalid segnent retransnissi on drop 6
Ret r ansni ssi on Packet dr opped.
141. 226.217.96 |Israel 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 5
37.26.149.151 |[lIsrael 147.237.0.19 |nadimatal.idf.il|Bad TCP sequence Inval i d ACK nunber nmoni t or 5
46. 19. 85. 185 | srael 147.237.77. 216 |dover.idf.il drop SAMrul e drop 5
77.127.32.39 | srael 147.237.72. 166 |aka.idf .il drop Frst packet isn't SN drop 5
46. 19. 86. 166 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber alert 5
46. 19. 85. 109 I srael 147.237.77.74 |[lawidf.il Bad TCP sequence Invalid ACK nunber alert 5
89.139.151.92 |lsrael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 5
2.53.143. 90 | srael 147.237. 72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 5
46.19. 85. 109 I srael 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d AGK nunber noni t or 5
46.19. 85. 123 I srael 147.237.77. 216 |dover.idf.il dr op SAMrule drop 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
37.26.149.151 |[lIsrael 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Code B ock 86
80.246.130.24 |[Israel 147.237.77.216|dover . i df .i | D stributed Uhaut hori zed URL Access on waidf.il/error. htm B ock 6
46.120. 122. 219 |Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 46.120. 122. 219 B ock 4
77.138.134.62 |France 147.237.72. 166 |aka. i df . i | Unhaut hori zed Met hod POST for wwn aka. i df.il/main/smalinismali maspx |B ock 3
109. 253. 147. 32 |l srael 147.237.0.19 |nadimatal .idf.il| |Dstributed Suspicious Response Code B ock 3
109. 253. 215. 244 sr ael 147.237.77. 243 |nobi | e. i df . i | nmo;ﬂtgﬁrc;fz_??/tz‘eggrcﬁsem‘;es“ <t ohi 1 ddocunent s/ 1361 Bl ock 3
2.55.5.170 I srael 147.237.0.19 |nadimatal .idf.i| |[Dstributed Suspicious Response Code B ock 3
77.126. 33. 55 I srael 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Qode B ock 3
176. 13. 246. 160 |l srael 147.237.0.19 |nadi matal .idf.il |Dstributed Suspicious Response Code B ock 3
109. 64. 135. 40 |l srael 147.237.0.19 |nadimatal .idf.il| |Dstributed Suspicious Response Code B ock 3
213.57.165.51 | srael 147.237.72. 166 |aka. i df . i | m”;gri'df’?l /'\ﬁ;ihn(;‘;i%} Su\tsh;r::rl cat onservi ce. asm! get aut huser Bl ock 3
2.53.13.230 I srael 147.237.0.19 |madimatal .idf.il |[Dstributed Suspicious Response Code B ock 2
217.153. 185. 109|Pol and 147.237.0.19 |nadimatal .idf.il| |Dstributed Suspicious Response Code B ock 2
207. 46. 13. 90 Lhited Sates|147.237.77.216|dover.idf.il D stributed Lhauthori zed URL Access on waw i df.il/error. htm B ock 2
37.46.41.132 I srael 147. 237.76. 147 |chi nuch. aka. i df . i ||Unaut hori zed URL Access to wwwy chi nuch. aka. i df . il/404. htm B ock 2
212.199.57.202 |Israel 147.237.72. 167 i shuri maka. i df . i ||untraceabl e SSL Sessions: (pen Mde None 2
79.180. 250. 232 |[Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
2.55.176. 170 I srael 147.237.0.19 |madimatal .idf.il |[Dstributed Suspicious Response Code B ock 2
109. 65. 129. 245 |l srael 147. 237. 72. 156 |anman. i df . i | D stributed Suspicious Response Code B ock 2
192.114.3.241 |israel 147.237.0.34 |tikshuv.idf.il Untraceabl e SSL Sessi ons: Protocol violation (SSL_GONN QLI ENT_HALLQ None 2
80.74.101.10  [israel 147.237.72. 166 |aka. i df . i | mnﬂi :falri?r}en;?;/ Qfaﬁ?fma;? on. asp None 1
68.180.229.49 |lnited Sates|147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/robots. t xt B ock
207.46.13.78  |lhited Sates|147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to 147.237. 76. 86/ robot s. t xt B ock
157.55.39.111  [Uhited Sates(147.237.0.15  |kosher-kravi.idf. i g:rt:(terh—olirlzfvic.' ilgi?._i‘lb(/:fzrsns)l ;toes/shar ed/ user cont r ol s/ navnenu/ undef i ned Bl ock !
46.19. 86. 166 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx B ock 1
93.173.166.19 |lsrael  147. 237. 72 166 aka. i f . i1 w2k 11/ 18 1 g ! 2k hont | cat oot vi o e gt s Bock |1
66.249. 64. 223 [Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1462- he/ at al . aspx B ock 1
180. 76. 15. 144  |China 147.237.77. 216 |dover . i df . i | Lhaut hori zed URL Access to wawidf.il/english B ock
45.79.71.122 Lhited Sates|147.237.72. 166 |aka. i df . i | Mil tiple Ml formed URL from45.79.71. 122 B ock
2.53.146. 57 I srael 147.237.77. 234|hal ag. i df . | ?4? ;';;”;‘;dZg;?ftn:;:;iiat’:a/ﬁf'fsef fr;i . B ock 1
68. 180. 229. 153 |lhited Sates|147.237.76.31 |nakchal .idf.il Paraneter Type M ol ati on PageNumin nakhal .idf.il/1073-he/ nakhal . aspx  |B ock 1
176. 13. 233. 155 |l srael 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed LRL Access to www cogat . i df . il/894-ar B ock 1
46.116.64.142 I srael 147.237.72. 166 [aka. i df . i | m ;L:uutdefd i T’??;t :/O;ii ;ues a'\lﬁthzcr)]?i ::Ztr i g:soev::n Lcj:_agrr]rx/ get aut huser Bl ock !
95. 86. 86. 3 I'srael 147. 237. 72. 156 |anan. i df . i | m ;:T:;’.tiegf Lﬂ?“ﬁt'logs'ﬁ@wﬁmﬁcfﬁfs. o B ock 1
79.176. 25. 83 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to waw aka. i df . il/sip_storage B ock 1
Lhaut hori zed URL Access to
66.249. 76. 106 |l srael 147.237.72. 166 |aka. i df . i | v aka. i df . i 1/rights/asplinfo. asp?nodul ei d=2&cat i d=22703&doci d=227 |B ock 1
21
192.114.3.241 |Israel 147.237.0.15 |kosher-kravi . idf.i|Wauthorized URL Access to 147.237.0. 15/ B ock 1
45.79.71.122 Lhited Sates|147.237.72. 166 |aka. i df . i | Mil tipl e Unknown HTTP Request Method from 45. 79, 71. 122 B ock 1
80. 246. 138. 133 |[Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
45.79.71.122 Lhited Sates|147.237.72. 166 |aka. i df . i | Ml for med HTTP Header Line 2 Bl ock 1
66.249.79.21 | srael 147.237.76.31 [nakchal . i df .il nu;]alil;:;]h.oiréfz.eixlj/?:_npf(;fzzls stg;)r ed/ user cont r ol s/ navnenu/ undef i ned Bl ock !
192.114.3.241 [ srael 147.237.0.19 |nadi matal .idf.il (Si‘stnor;j\iag_leEﬁTnfecﬂufg - Protocol violation None 1
131. 253.24. 157 |Uhited Sates|147.237. 77. 216 |dover.idf . il D stributed Lhauthori zed URL Access on waw i df.il/error. htm B ock 1
45.79.71.122 Lhited Sates|147.237.72. 166 |aka. i df . i | Unknown HTTP Request Method 1 in URL B ock 1
82.166. 158. 124 |l srael 147.237.72. 156 |anan. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
77.127.0. 244 I srael 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut horized URL Access from 77.127.0. 244 B ock 1
176. 13. 246. 160 |l srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Gode B ock 1
46.120.122. 219 |israel 147. 237.72. 166 |aka. i df . i | mu;kg?; idfzici /'\p'%tr?;dmﬁ?mig;pl st s/ e asp B ock 1
45.79.71. 122 Lhited Sates|147.237.72. 166 |aka. i df . i | Mal for med URL B ock 1
Unhknown Par anet er
79.181. 251. 139 |l srael 147.237.72. 166 |aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenPl aceHol der $passwor dUpdat e$hi ddenUpdat eP [None 1

assword in ww aka. i df.il/nain/giyus/fag. aspx
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