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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country |Target Address |Site |Signature |Device Action |Count |
0.0.0.0 147.237.77. 216 dover.idf.il SYN H ood out of context drop 50
93.173. 174. 255 | srael 147.237.77. 234 hal ag.i df .il Invalid TGP H ags drop 28
109. 226. 40. 40 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 10
176. 13. 8. 209 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 9
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 8
157. 55. 39. 36 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 7
54.72.0.55 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 6
77.139. 23. 153 France 147.237.77. 216 dover.idf.il SYN H ood out of context drop 6
66. 249. 93. 111 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 6
66. 249. 93. 111 | srael 147.237.77. 216 dover.idf.il SYN H ood unverified cooki e drop 4
37.40. 10. 50 Oman 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
2.53.184.121 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
68. 180. 230. 47 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
80. 246. 133. 108 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
52.16.5.197 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
217.23.9.123 Net her | ands 147.237.76. 44 e.refuah.idf.il B ack List drop 1
141.212. 122. 107 Lhited Sates 147.237. 76. 202 e.halag.idf.il B ack List dr op 1
80. 82. 65. 168 Net her | ands 147.237.76. 176 test.ncore.idf.il |Back List drop 1
109. 236. 84. 10 Net her | ands 147.237.76. 44 e.refuah.idf.il B ack List drop 1
2.55.32.22 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
109. 253. 144. 211 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
132. 64. 207. 41 | srael 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 1
79.177.135. 251 | srael 147.237.77. 216 dover.idf.il B ack List drop 1
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Attacker Address
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At acker
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Signature

46.120.122.219 |147.237.77. 216 (I srael dover.idf.il Xenu Link Seuth User Agent 2
208. 100. 26. 228 |147.237.77.19 |lLhited Sates |laxforumidf.il |ET SCAN Potential SSH Scan 1
46.120.122.219 |147.237. 72. 166 I srael aka.idf.il Xenu Link Seuth User Agent 1
179, 32. 103. 202 147 237 0.33  |col onbi & il ET SC‘AN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
118.40.71.107 |147.237.76.197 Okfrea RepUDIIC o himushich.il  |ET SCAN Potential SSH Scan 1
91.224.161.69 |147.237.76.42 [Netherlands refuah.idf.il ET SCAN Potential SSH Scan 1
84.93.84.77 147.237.77. 176 LKJ?i;:gom nat pash. i df . i | Tehila - Perl LW with fake user agent 1
66.249. 64.226 |147.237.77.170|Wited Sates |maarachot.idf.il |ET SCAN NVAP -sA (2) 1
65.23.114. 140 |147.237.77.176|Whited Sates  |natpash.idf.il ET SCAN NMAP -sS wi ndow 2048 1
211.141.78.56 [147.237.76.39 [China nobi | e. nei tav. i df.i |[ET SCAN NVAP -sS wi ndow 1024 1
46.227.67.172 |147.237.77. 170 [Sweden maarachot.idf.il  [ET SCAN NVAP -sS wi ndow 1024 1
211.141.78.56 [147.237.76.30 [China hi nush. i df i | ET SCAN NMAP -sS wi ndow 1024 1
185.77.91. 109 |147.237.8.46 [Turkey echinuwch.idf.il |ET SCAN NVAP -sS w ndow 1024 1
2.53.56.29 147.237. 77. 216 I srael dover.idf.il portscan: TCP DO stri buted Portscan 1
163. 172. 169. 150(147. 237. 76. 39 E;ir:;cci]om nobi  e.nei tav.idf.i|[ET SCAN NVAP -sS wi ndow 1024 1
91.224.161.69 |147.237.76.86 |Netherlands navy. i df.il ET SCAN Potential SSH Scan 1
91.224.161.69 |147.237.0.35 [Netherlands akavs. i df i ET SCAN Potential SSH Scan 1
66.249.76. 117  |147.237.72.166 |tited Sates |akaidf.il SERVER APACFE Apache mod_ss| non-SS. connection to SS. port 1
deni al of service attenpt
65.23.114. 140 [147.237.77.176|thited Sates |natpash.idf.il ET SCAN NVAP -sS w ndow 3072 1
219.127.49. 142 |147.237.76.31 |Japan nakchal .idf.il ET SCAN NVAP -sS w ndow 4096 1
65.23.114.140 |147.237.77.176|lnited Sates |matpash.idf.il ET SCAN NVAP -f -sS 1
211.141.78.56 |147.237.76.34 |thina yohal an.idf.il ET SCAN NVAP -sS w ndow 1024 1
46.172.71.251 |147.237.0.35 |Wkraine akavs. i df .i | ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country Target Address |[Ste Signature Action ‘Count
66.249.93.111 |Europe 147.237. 77. 216 |dover.i df .il dr op drop 211
66.249.93. 111  |Europe 147.237.77. 216 |dover.idf.il drop SAMrul e drop 140
87.71.10. 176 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 76
66.249.93. 111 |Europe 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 63
87.70.25.141 [Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence mdroif,r;n;nlt Wth different moni tor |61
193. 43. 246. 250 |l srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 56
2.53.56. 104 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 41
109. 65. 183. 177 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence mdge\:,rsaé;rit Wth different monitor |34
46.117.217.28 |israel 147.237.72. 166 |aka. i of .i | drop SAMrul e drop 32
5.22.134. 166 I srael 147.237.77. 234 |hal ag.i of .i | Bad TCP sequence Invalid ACK nunber noni t or 32
46. 19. 86. 201 | srael 147.237.72. 166 |aka.idf .il dr op SAMrul e drop 26
80. 179. 9. 115 | srael 147.237.76.42 |refuah.idf.il dr op First packet isn't SN drop 24
80.179.9.7 | srael 147.237.76. 42 |refuah.idf.il drop Frst packet isn't SN drop 24
46.19. 85. 26 I'srael 147.237.77. 216 |dover. i df . Streamng Engi ne: TCP Invalid  finvalid segnent retransnission. drop 23
Ret r ansni ssi on Packet dropped.
79.178.254.24 |Israel 147. 237. 72. 166 |aka.i df . | Bad TCP sequence I'nvalid ACK nunber monitor |21
107. 167. 107. 124|Indi a 147. 237. 77. 216 |dover. i df .i | SYN Attack SYN -> SYN-ACK -> RST monitor |19
79.178.254.24  |Israel 147. 237. 72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST nonitor  [18
91.134.178.216 |[Rulgaria 147. 237. 77. 216 |dover. i df .i | SYN At t ack SYN - > SYN-ACK -> Ti meout monitor |16
91.134.178.216 |Bulgaria 147.237.76.31 |[nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 16
91.134.178.216 |Rugaria 147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout monitor |15
79.178. 254. 24 | srael 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 15
93.173.174. 255 |Israel 147.237.77. 234 |nal ag. i o . i | Bad TCP sequence mdge\:,rsaé;rit Wth different aert 15
93.173.174. 255 |Israel 147.237.77. 234 |hal ag. i . i Bad TCP sequence mdﬁrsacr;rit Wth different monitor |15
91.134.178.216 |Bulgaria 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 14
91.134.178.216 |Rugaria 147.237.76.30 |hinush.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout nonitor |14
91.134.178.216 |Rulgaria 147. 237. 76. 147 [chinuch. aka. i df .11 |SYN At t ack SYN - > SYN-ACK -> Ti meout monitor |14
77.138.106. 113 |Fance 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 14
91.134.178.216 |Rugaria 147.237.76.200 |eitan. aka.idf.il |SYN At tack SYN -> SYN-ACK -> Ti meout nonitor |14
91.134.178.216 |Rulgaria 147.237.76.39 |nobile. neitav.idf.i|SYN At tack SYN - > SYN-ACK -> Ti meout monitor |14
46.19.86.3 | srael 147.237.76.42 |refuah.idf.il dr op SAMrul e drop 13
66.249.93.111 |lsrael 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 12
2.53.4. 254 I srael 147. 237. 72. 156 |anan. i of .i | Bad TCP sequence Smwaaerel reansm wehdifferent |onitor |12
46. 19. 86. 84 I sr ael 147. 237. 72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> RST monitor |11
82.81.128.44  [Israel 147.237.77. 234 |hal ag. i . i Bad TCP sequence mdﬁrsacr;rit Wth different monitor |11
213.57.185. 112 | srael 147.237.72. 166 |aka.i df . Streamng Engine: TCP Invalid finvalid segnent retransmissi on drop 10
Ret ransni ssi on Packet dr opped.
82.102.169. 113 |[Israel 147.237.76. 42 |refuah.idf.il dr op First packet isn't SN drop
89. 139. 151. 92 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN - > SYN-ACK -> Ti neout noni t or
185. 20. 5. 157 LK?ir::gom 147.237.72. 166 |aka.idf . il SYN At tack SYN -> SYN-ACK -> Ti neout aert 8
80. 246. 133. 108 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
46.19. 85. 191 I srael 147.237.77. 234 |nal ag.idf .il Bad TCP sequence Invalid ACK nunber noni t or
46.19. 85. 108 | srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or
46.19.85.108 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Smwae el reansm wehdifferent | onitor |7
109. 253. 129. 1961 srael 147, 237.76. 200 [ei tan aka i .11 | €3N NG Enginer TP Invalid  Jinval i segnent retransmssi on drop 6
Ret r ansni ssi on Packet dropped.
213.8.204. 28 I srael 147. 237. 72. 166 |aka.i df . | drop SAMrul e drop
46.117.217.28 |Israel 147.237.72. 156 |anan.idf .il dr op SAMrul e drop
37.26.147.223 |israel 147. 237. 72. 156 [anan. i df . i | SYN At t ack SYN -> SYN-ACK -> RST noni t or
176. 13. 236. 150 |l srael 147. 237.77. 243 |mbi l e, i f . i Streaning Engine: TCP Invalid invalid segnent retransmission. | 6
Ret r ansni ssi on Packet dr opped.
89.139. 224. 117 |Israel 147. 237. 72. 156 [anan. i df . | SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or
77.138.52. 97 France 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop
185. 20. 5. 157 Wi ted 147.237. 72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 6

Ki ngdom
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Devi ce

‘Attacker Qount ry ‘Target Address |Site Sgnature Action ‘Count
79.179.21.160 |[lIsrael 147.237.72. 156 |anan. i df . i | Distributed Suspici ous Response Code Bl ock 29
2.53.13. 230 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 27
85.65.127.79 |Israel 147.237.72. 166 |aka. i df . i | Miltiple Unauthorized Mthod for Known UR. from B ock 11
85. 65. 127. 79
2.55. 166. 59 | srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 2. 55. 166. 59 B ock 8
Pal estini an Territor Uhaut hori zed URL Access to
5.11.40. 173 Gecupi ed Y|147. 237. 77. 176 |nat pash.idf.il vy cogat . i df . il /tenpl at es/ homepage/ waw. yout ube. cond v/ 3g |B ock 3
P 51ei 5nuhg
. . Ml ti pl e Whaut hori zed Method for Known URL from
109. 66. 182. 104 |l srael 147.237.72. 166 |aka. i df . i | 109. 66. 182. 104 B ock 3
87.68. 40. 43 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
2.53.47.85 I srael 147.237.0.19 [madimatal .idf.il D stributed Suspici ous Response Code B ock 2
82.81.101.179 |[Israel 147.237.77. 216 |dover.i df . il Distributed Whaut horized URL Access on waw idf.il/error.htm |B ock 2
37.26.146. 255 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
109. 186. 68. 200 [l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
2.53.6.127 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
217.132.4.129 |[lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
85.65.127.79 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod HEAD for www aka. i df.il/main/sachar/ |B ock 2
108. 63. 124. 13 |Canada 147.237.72. 166 [aka. i df . i | Unaut hor i zed Met hod POST for ww aka. i df.il/main/kapat z/ Bl ock 2
82.81.101.178 |[Israel 147.237.77.216|dover. i df .i | D stributed Unaut hori zed LRL Access on wawnidf.il/error.htm |B ock 2
. . Unaut hori zed Met hod PCST for
77.139.51.10 |Fance 147.237.72. 166 [aka. i df . i | v aka, i o i 1/ shuri d exanpert/ Bl ock 2
. . DO stributed Unaut hori zed URL Access on
79.180.212. 14 |lIsrael 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. g f Bl ock 1
160. 39. 33. 240 |Lhited Sates 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to wan aka.idf.il/glyus B ock
77.138.195. 104 |France 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
. . D stributed Uhauthorized URL Access on
5.102.222.222 |Israel 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. g f Bl ock 1
. . D stributed Lhauthori zed URL Access on
109. 65. 67. 14  [Israel 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
. . Unaut hori zed Met hod HEAD f or
78.46.42. 235 Cer many 147.237.72. 166 |aka. i df . i | ww aka. i df .i |/ brot her s/ ski raf def aul t . asp Bl ock 1
192. 243.55. 135 |Lhited Sates 147.237.72. 166 [aka. i df . i | Mil ti pl e Unaut horized LRL Access from 192. 243. 55, 135 B ock 1
109. 66. 182. 104 |I srael 147.237.72. 166 |aka. i df . i | Lhaut hor i zed Met hod HEAD f or B ock 1
v aka. i df . i1/ nmai n/ gi yus/ | ogi n. aspx
. . Mil ti pl e Unhaut hori zed Method for Known URL from
46.120. 122. 219 |l srael 147.237.72. 166 [aka. i df . i | 46.120. 122. 219 Bl ock 1
. . Uhaut hori zed URL Access to
87.70.25.141 |[lIsrael 147.237.76.42 |refuah.idf.il 147 237.76. 42 styl el shar ed/ r eset . css Bl ock 1
. . D stributed Lhauthorized URL Access on
79.181. 8. 40 I srael 147.237.77.216|dover.i df .i | wwi o i1/t tps: /v df i1/ Bl ock 1
www. chamat z. aka. i d .
192.114. 3. 241 |lsrael 147.237.77. 226 £l Unhaut hori zed URL Access to 147.237.77.226/ Bl ock 1
. . D stributed Unaut hori zed Method for Known URL on
77.138.209. 14 |France 147.237.72. 166 [aka. i df . i | vow aka i df . i 1/ mai n/ home/ def aul t . aspx Bl ock 1
109. 65. 74. 187 |l srael 147.237.72. 156 |anan. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
. . D stributed Lhauthorized URL Access on
82.81.128.44 |lIsrael 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. g f Bl ock 1
79.176.31. 4 lsrael 147.237.72. 166 |aka. i df .i | Unknown _Par gmet er ctl 00sct | 00$_cphMa| n$cphSachar $ct 179 in None 1
wwn aka. i df . i | / mai n/ sachar/ paysl i ps. aspx
200. 76.91. 156 [Mexi co 147.237.77. 216 |dover.i df .i | D stributed Unaut hori zed URL Access on wawidf.il/error.htm |B ock 1
. . S Uhtraceabl e Gonnection - Protocol violation
66. 249. 76. 117 |lIsrael 147.237.72. 166 |aka. i df . i | (SSL CONN CLI ENT HELLO) None 1
89 139. 98. 221 |israel 147.237.72. 166 |aka. i df . i | Unknown 'Par qnet er ctl 00$ct | 00$9phl\/h| n$cphSachar $ct 109 in None 1
wan aka. i df . i |/ nai n/ sachar/ paysl i ps. aspx
. . Uhaut hori zed URL Access to
2.55. 166. 59 I srael 147.237.72. 166 |aka. i df . i | v aka. i df i |/ rai / gi yus/ f or ns. asp B ock 1
80.246.130.6 |[lsrael 147.237.77.216|dover. i df .i | D stributed Unaut hori zed LRL Access on waww idf.il/error.htm |B ock 1
77.139.5.142 |France 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method POST for aka.idf.il/giyus/ B ock 1
192. 243.55. 129 |Lhited Sates 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to wwv aka. idf.il/npm B ock 1
. . D stributed ULhauthorized URL Access on
37.26.147.223 |Israel 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. g f Bl ock 1
. . D stributed Lhauthori zed URL Access on
109. 65. 183. 177 || sr ael 147.237.76.42 [refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
112.134.32.129 |Si Lanka 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
66. 249. 93. 107 |l srael 147.237.77.216|dover. i df . i | Distributed Whaut hori zed URL Access on waw idf.il/error.htm |B ock 1
. . DO stributed Unaut hori zed URL Access on
93. 173. 174. 255 |l srael 147.237.77.234|hal ag. i df . il 147. 237. 77. 234] i nages/ shar ed/ bul | et 1. gi f Bl ock 1
82.81.101. 177 |Israel 147.237.77. 216 |dover.i df .i | D stributed Unaut hori zed URL Access on wawidf.il/error.htm |B ock 1
77.139.32.12  |France 147.237.72. 166 |aka. i df . i | Distributed thauthorized Method for Known LRL on Bl ock 1
wan aka. i df il /mil ui nd
192. 243.55. 133 |Lhited Sates 147.237.72. 166 |aka. i df . i | Mil ti pl e Uhaut hori zed URL Access from 192.243.55. 133 B ock 1
37.26.148.185 |Israel 147.237.77.243|nobi | e.i df . i | D stributed Suspici ous Response Code B ock 1
109.66.4.57  |israel 147.237. 72. 156 |anan. i df . i | Whaut hori zed UL Access to B ock 1
wan anan. i df i |/ https:/vww aman.idf.il/
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