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|Top Attackers | n DDoS- Def ence |

Attacker Address \Attacker Country |Target Address Site Signature Device Action |Count
134. 147. 203. 115 Ger nany 147.237.76. 39 nobi | e.neitav.idf.il |Back List drop 2
38.229.1.13 Lhited Sates 147.237.76. 44 e.refuah.idf.il B ack List dr op 1
115. 230. 125. 146 Chi na 147.237.77.176 nat pash. i df . i | JLIMPurple Gon Linit _Tcp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry rget Address |Site |Sgnature Devi ce Action ‘Count
51. 255, 162. 166 France 147.237.76.200 |eitan.aka.idf.il| [Cl000074: HITP. najestic bot Per nit 40
51. 255. 162. 166 France 147.237.72.166 |aka.idf.il C1000074: HITP. maj estic bot Per nirt 18
51. 255. 162. 166 France 147.237.77.74 lawidf.il C1000074: HTTP. naj estic bot Per nirt 6
51. 255, 162. 166 France 147.237.77.216 |dover.idf.il C1000074: HITP. naj estic bot Per nit 5
197. 35. 68. 128 Egypt 147.237.77.216 |dover.idf.il 3886. HITP. Qross Ste Scripting in POST Request B ock 4
198. 134. 125. 78 Lhited Sates 147.237.77.216 |dover.idf.il 24910: HITP. Python urllib User-Agent Header Bl ock 1
41.187. 94. 250 Egypt 147.237.77.216 |dover.idf.il 24910: HITP. Python urllib User-Agent Header B ock 1
89. 138. 185. 186 I srael 147.237.72.166 |aka.idf.il 13840: TLS (penSSL Heartbeat Packet B ock 1
148. 163. 73. 86 Lhited Sates 147.237.77.216 |dover.idf.il 24910: HITP: Python urllib User-Agent Header B ock 1
198. 20. 87. 98 Lhited Sates 147.237.72.156 |anman.idf.il 13840: TLS QpenSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
197.35.68.128 |147.237. 77. 216 |Egypt dover.idf.il QA Injection - Select From 4
46.120.122.219 |147.237.77. 216 I srael dover.idf.il Xenu Link Seuth User Agent 4
197.35.68. 128  |147.237. 77. 216 |Egypt dover.idf.il GPL WEB SERVER /et ¢/ passwd 4
91.121.78.198 |147.237.77.74 |Rance lawidf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 2
104. 197. 206. 193|147. 237. 77. 121 |Uhited Sates |e. navy.idf.il ET SCAN NVAP -sS w ndow 3072 1
50. 116. 123. 135 |147.237.77.179|W0ited Sates e nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
46. 19. 86. 108 147.237.77. 216 (I srael dover.idf.il portscan: TCP O stributed Portscan 1
219.87.191.219 [147.237.76.34 |Taiwan yohal an.idf.il ET SCAN Potential SSH Scan 1
87.71.52. 226 147.237.77. 233 |I srael atal.idf.il ET SCAN NVAP -sA (2) 1
12. 68. 215. 78 147.237.0.33 |Uhited Sates |[idf.il ET SCAN NVAP -sS wi ndow 1024 1
218.161.112.80 |147.237.0.17 |[Taiwan mny-kosher-kravi .idf.il ET SCAN Behavioral Uhusual | y fast inbound Tel net Connecti ons, 1
Potential Scan or Brute Force
87.70.45.10 147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
5. 255. 90. 133 147.237.8.27 |Netherlands  |e.madi matal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
212.150. 120. 194147. 237. 77. 216 || srael dover . idf.il portscan: TCP DO stributed Portscan 1
85. 64. 105. 23 147.237. 77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
2.53.167. 159 147.237. 72. 166 |I srael aka idf.il portscan: TCP O stributed Portscan 1
208. 100. 26. 228 |147.237.77.243|Wited Sates |nobile.idf.il ET SCAN NVAP -sS w ndow 1024 1
79.176. 100. 166 |[147. 237. 72. 166 || srael aka.idf.il portscan: TCP O stributed Portscan 1
77.139.216.38 [147.237.72. 166 |France aka idf.il portscan: TCP O stributed Portscan 1
193. 251. 4. 99 147.237. 77. 216 |France dover . idf.il portscan: TCP DO stributed Portscan 1
77.124.50.221 |147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
104. 197. 206. 193|147. 237. 77. 121 |Lhited Sates e navy.idf.il ET SCAN NVAP -sS wi ndow 4096 1
62.128.48.130 |[147.237.77. 216l srael dover . idf.il portscan: TCP DO stributed Portscan 1
94. 230. 86. 71 147.237. 77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
219. 87.191. 219 |147.237.76. 148 |Tai wan gocenter. aka.i df i ET SCAN Potential SSH Scan 1
89. 139. 127. 154 |147.237.72. 166 |l srael aka.idf.il portscan: TCP DO stributed Portscan 1
37.26.147.255 |147.237.77. 216l srael dover.idf.il portscan: TCP O stributed Portscan 1
219.87.191.219 [147.237.0.35 |Taiwan akaws. i df .i | ET SCAN Potential SSH Scan 1
87.71.19. 105 147.237.77. 216 |I srael dover . idf.il portscan: TCP DO stributed Portscan 1
5. 255. 90. 133 147.237.8.28 |Netherlands  |e. nobile-ks.idf.il ET SCAN NVAP -sS w ndow 1024 1
213.57.206.23 |[147.237.72. 166 |l srael aka idf.il portscan: TCP O stributed Portscan 1
87.70.6. 135 147, 237. 72. 166 |I srael aka.idf.il portscan: TCP DO stributed Portscan 1
5.102.222.172 |147.237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
209. 88. 157. 149 |147.237. 77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
79.179. 108. 249 |147.237. 72. 166 || srael aka.idf.il portscan: TCP DO stributed Portscan 1
2.53.58.33 147.237. 77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
208. 100. 26. 228 |147.237.77.235|Wited Sates |[svivaidf.il ET SCAN NVAP -sS wi ndow 1024 1
79.176.56.101  [147.237.72. 166 |l srael aka.idf.il portscan: TCP DO stributed Portscan 1
77.126.16.241 |147.237.77. 216l srael dover.idf.il portscan: TCP O stributed Portscan 1
173. 252. 120. 115|147, 237. 72. 166 |Lhited Sates |aka.idf.il portscan: TCP O stributed Portscan 1
77.124.9. 214 147.237.77. 216 |I srael dover . idf.il portscan: TCP DO stributed Portscan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country Target Address |Ste Signature Acti on ‘Count
23.27.248. 33 Lhited Sates |147.237.77.216 |dover.idf.il dr op Frst packet isn't SWN drop 70
217.132.99.86 | srael 147. 237. 76. 200 |6 tan. aka i of . i Streamng Engi ne: TCP Inval id invalid segnent retransmssion. |, 24
Ret r ansmi ssi on Packet dr opped.
109. 253. 135. 241|i srael 147.237.77. 243 |robi | e. i of . i1 Streamng Engine: TCP Invalid finvalid segnent retransnissi on drop 24
Ret ransni ssi on Packet dr opped.
66.249.93.111 |Europe 147.237.77. 216 |dover.idf.il drop SAMrul e drop 23
46. 19. 86. 201 | srael 147.237.72. 166 |aka. i df . il dr op SAMrul e drop 20
37.142.10.233 |Israel 147.237.77. 216 |dover.i df .i SYN Attack SYN -> SYN-ACK -> RST noni t or 18
46. 19. 86. 108 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d AGK nunber noni t or 14
46.19.86.134  |Israel 147.237.77. 243 |nobi l e. i of .1 Streamng Engine: TCP Invalid finvalid segnent retransmssi on drop 12
Ret ransni ssi on Packet dr opped.
46.19. 85. 72 I'srael 147. 237.77. 243 |mobi l e. i i Streaning Engine: TCP Invalid |invalid segnent retransmission. [, . 12
Ret r ansni ssi on Packet dr opped.
195. 60. 235. 57 |l srael 147.237.72. 166 |aka.i df .i | SYN At tack SYN -> SYN-ACK -> RST monitor |9
93.104. 215. 125 |Ger many 147.237. 77. 216 |dover.i df .i SYN Attack SYN -> SYN-ACK -> Ti neout monitor |8
46. 19. 86. 108 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Invalid AGK nunber aert 8
89.139.151.92 |Israel 147.237.77. 216 |dover. i df i SYN At tack SYN -> SYN-ACK -> Ti meout monitor |7
46.19. 85. 43 I'srael 147.237.77. 226 "} chanatz.aka. 1df 1paq TOP sequence Inval i d ACK nurber moni tor |7
197. 35.68.128  |Hgypt 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 7
217.132.21.51 |Israel 147.237. 72. 166 |aka.i df .i | SYN Attack SYN -> SYN-ACK -> RST nonitor |7
2.55.59.91 I srael 147. 237. 72. 156 |aman. i df .i SYN Attack SYN -> SYN-ACK -> RST monitor |7
213.8.204. 28 | srael 147.237.72. 156 |anan.i df .i | dr op SAMrul e drop 7
95. 35.133.23 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 7
46.121.12.93  |Israel 147.237.0.34  |tikshwv.idf.il Bad TCP sequence ﬂﬁtrs\;;ggﬂ%:‘th moni tor 6
81.218. 106. 146 |l srael 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 6
82.81.46. 104 I srael 147.237. 72. 166 [aka.i df .i | Bad TCP sequence Invalid AGK nunber monitor |6
176.13.229.55 |Israel 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d AGK nunber nonitor (6
46. 19. 86. 108 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d ACK nunber alert 5
46. 19. 86. 108 I srael 147.237. 77. 216 |dover.i df .i Bad TCP sequence Inval i d AGK nunber nonitor  [5
46. 19. 86. 247 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d AGK nunber nonitor |5
66. 249. 93. 111 | srael 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 5
1.175.140. 159  [Tai van 147.237.76.86 [navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout monitor |5
176.13.229.55 |Israel 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d AGK nunber aert 5
2.53.54.244 | srael 147. 237. 72. 156 |aman. i df .i SYN At tack SYN -> SYN-ACK -> RST monitor |5
109. 253. 245, 2451 srael 147. 237. 77. 216 |dover i df .i Bad TCP sequence wﬁtrs\;;jgzi;gm moni tor |5
62. 90. 215. 116 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
46. 19. 85. 84 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
82.81.46. 104 I srael 147.237. 72. 166 |aka i df .i SYN Attack SYN -> SYN-ACK -> RST monitor |4
89.138.98. 117 [Israel 147.237.72. 167 [i shurimaka. i df . i | Bad TCP sequence Invalid ACK nunber noni t or 4
1.175.140.159  |Tai vn 147.237.76.86 |navy.idf.il Bad TCP sequence i’:J:;é:nsmt with different moni tor |4
100. 92. 20. 194 147.237. 72. 156 |aman.i df .i | drop First packet isn't SN drop 4
1.175.140. 159  [Tai wan 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout alert 4
194. 9. 252. 237 LKJ?i;gegom 147.237.77. 74 [lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout monitor |4
80. 246. 133. 10 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
5.22.134. 207 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 3
176.13.243.29 |Israel 147.237.77. 216 |dover.i df i SYN Attack SYN -> SYN-ACK -> Ti neout monitor |3
212.179. 215. 221|l srael 147.237.0.34  |tikshuv.idf.il Bad TCP sequence I'nval i d ACK nunber nonitor 3
46.121.12.93 | srael 147.237.0.34  |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 3
109. 253. 245. 245]l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 3
37.26.146.153 |Israel 147. 237.72. 156 |aman. i df .i SYN At tack SYN -> SYN-ACK -> RST monitor |3
176.13.243.29  |Israel 147. 237.77. 216 |dover i df .1 Bad TCP sequence ﬂe}ﬁtr;’;;sx?&gm moni tor (3
46. 19. 85. 123 | srael 147.237.72. 166 |aka. i df .i | dr op SAMrul e drop
109. 253. 245, 245! srael 147.237.77. 216 |dover.idf i SYN At tack SYN -> SYN-ACK -> RST noni t or
193. 251. 4. 99 France 147.237. 77. 216 |dover.i df .i SYN Attack SYN -> SYN-ACK -> Ti neout noni t or
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
80. 246. 137. 121 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 52
2.53.138. 29 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 50
46.19.85. 72 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 9
109. 253. 135. 241 |l srael 147.237.77.243|mobi l e. i df . i | D stributed Suspici ous Response Code Bl ock 6
80.246.139.18 |[Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 6
98. 223. 23. 29 Lhited Sates [147.237.72.166|aka.idf .il Ml ti pl e Unaut hori zed Method for Known URL from 98.223.23.29  |B ock 5
2.53.52.172 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 4
66. 249. 76. 83 I srael 147.237.77.216|dover . i df . il Ostributed Whaut hori zed URL Access on ww i df.il/error. htm B ock 3
37.26.146.139 |[Israel 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code B ock 3
176. 13. 227. 142 |Israel 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Code Bl ock 3
66.249. 88.142 [Israel 147.237.77.216|dover.i df .i | Ostributed Whaut hori zed URL Access on ww i df.il/error. htm Bl ock 2
. - D stributed Unaut hori zed Method for Known URL on
185. 46. 137. 18  |Ger many 147.237.72. 166 [aka. i df . i | vown aka. i df .|/ rai vV kapat 2/ B ock 2
. ] D stributed Unaut hori zed Met hod for Known URL on
77.139.203.85 |France 147.237.72. 166 |aka. i df . i | wavaka i df i1/ishuri mma B ock 2
37.26.147.129 [israel 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Code B ock
109. 66. 126. 123 |Israel 147.237.72. 156 [arman. i df . i | D stributed Suspicious Response Code B ock
. - D stributed Unaut hori zed Method for Known URL on
5.22.134.245 I srael 147.237.72. 166 |aka. i df . i | wan aka i o i1/ i sachar/ B ock 2
212.179. 247. 232|lI srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Qode B ock 2
46. 19. 86. 134 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code Bl ock 2
66.249. 88. 144 |[Israel 147.237.77.216|dover.idf .il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 2
46.19. 86. 138 I srael 147.237.72. 166 [aka. i df . i | Ostributed I11egal Byte Qode Character in URL Bl ock 2
85. 65. 149. 230 |l srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed Method for Known URL from 85.65.149. 230 |B ock 2
46.19. 85. 224 I srael 147.237.76.42 |refuah.idf.il Distributed Ml formed UR B ock 1
31.174.238.232 |Poland 147.237.72. 156 [aman. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
79.182.37.139 |Israel 147.237.72. 156 |anan. i df . i | D stributed Suspici ous Response Code Bl ock 1
217.132.99.86 | srael 147. 237.76. 200 |ei tan. aka. i df . i | thauthori zed LR Access to v ei tan. aka. idf. 11/1093-7963-he/ M 1g o\ 1
aspx. NNy
. . O stributed Uhaut hori zed URL Access on
176.13.234.11  |Israel 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
46.117.152. 114 |Israel 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Code Character in LR from46.117. 152, 114 B ock 1
85.65.149. 230 I srael 147. 237.72. 166 |aka. i df . i | thaut hori zed Met hod HEAD f or Bl ock 1
wan aka. i df . i |/ nai n/ gi yus/ general . aspx
. . . Unaut hori zed URL Access to
46. 19. 85. 68 I srael 147.237.77.243|nobi l e. i df . i | nobi | e, i o . i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1071 B ock 1
77 125.52.237  |israel 147. 237, 72. 166 |aka. i df . i | Unknown _Par gmet er ctl 00sct | 00$(;phMm n$cphSachar $ct154. x in None 1
wan aka. i df . i | / mai n/ sachar/ paysl i ps. aspx
192, 243.55. 135 |lhited Sates [147.237.72.166|aka.idf.il Lhaut hori zed URL Access to waw aka. i df . il/giyus/ kadat z B ock 1
- . Unaut hori zed URL Access to
66.249.66.241 I srael 147.237.76.31 |nakchal . i df.i| nakhal .idf.il/tenpl at es/ shared/ user cont r ol s/ navnenu/ Bl ock !
46. 19. 85. 224 | srael 147.237.76.42 |refuah.idf.il Distributed Unknown HTTP Request Met hod Bl ock 1
. . Unaut hori zed URL Access to
109. 253. 141. 27 |l srael 147.237.77.234|hal ag. i df . i | 147. 237. 77. 234/ i nages! shar ed/ bul | et 1. gi f Bl ock 1
46.120.38.133 |[Israel 147.237.72. 156 [aman. i df . i | D stributed Suspicious Response Code B ock 1
. . Unaut hori zed URL Access to
5.22.134. 207 I srael 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ appl e~ ouch- i con- pr econposed. png B ock 1
212.143.90.173 [Israel 147.237.77. 216 |dover.i df . i Unaut hori zed URL Access to www i df.il/inmages/ 1. he/ sear chback. png |B ock 1
. . . Unaut hori zed URL Access to
66.249.76. 2 I srael 147.237.77. 243 [nobi | e. i df . i | nobi | e.idf.il/consol e/ core/ doc_ngr/tel : 03- 7379500 Bl ock !
46.19. 85. 224 I srael 147.237.76.42 |refuah.idf.il Il1egal HITP \ersion defl ate B ock 1
157. 55. 39. 36 Wited Sates |147. 237. 77. 216 |dover . i df . i | /u;s;l;txhorl zed URL Access to waw idf.il/1283-16782-en/ dover. a<br B ock 1
66.249. 88. 143  [Israel 147.237.77.216|dover.idf .l Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 1
192.243.55.129 |lhited Sates [147.237.72.166|aka.idf .il Mil tipl e Unauthorized URL Access from 192. 243. 55. 129 Bl ock 1
] . . D stributed Unaut hori zed Met hod for Known URL on
66. 102. 9. 2 Lhited Sates |147.237.72.166|aka.idf.il wa aka, i df . i | / mai n/ hone/ def aul t . aspx Bl ock 1
46.19. 85. 200 I srael 147.237.76.42 |refuah.idf.il Dstributed I11egal HITP \ersion B ock 1
79.181.3.234 | srael 147.237.77.216|dover. i df . il Unhaut hori zed URL Access to waw i df.il/hi nush Bl ock 1
. . D stributed Lhaut hori zed URL Access on
66.249. 76. 77 I srael 147.237.72. 166 |aka. i df . i | 147.237. 72. 166/ gi yus/ f or urd asp/ showf or um asp B ock 1
_ ny- kosher - kravi . i df _ o
157.55.39. 111 |lhited Sates [147.237.0. 16 i| Unhaut hori zed URL Access to waw ny-kosher-kravi.idf.il/robots.txt |B ock 1
. - D stributed Lhaut hori zed URL Access on
84.108. 70. 15 I srael 147.237.77.233|atal .idf.il 147, 237. 77. 233/ 1134- he/ at al . aspx B ock 1
37.26.149.208 |[Israel 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 1
192. 243.55.132 |Uhited Sates [147.237.72.166|aka. i df.il Mil ti pl e Uhaut hori zed UR. Access from 192.243.55. 132 B ock 1
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