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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
77.139. 156. 151 France 147.237.77. 216 dover.idf.il |TGP handshake violation, first packet not syn drop 4
134. 147. 203. 115 Ger many 147.237.76. 201 e.atal.idf.il |Back List dr op 2
31.168. 133. 226 | srael 147.237.77.216 dover.idf.il B ack List dr op 1
199. 203. 37. 52 | srael 147.237.76. 42 refuah.idf.il |Back List drop 1
82.81. 37. 46 | srael 147.237.77. 216 dover.idf.il B ack List drop 1
123. 56. 204. 28 Chi na 147.237.76. 44 e.refuah.idf.il|B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount

199. 58. 86. 206 Lhited Sates 147.237.77. 216 dover.idf.il C1000074: HITP. naj estic bot Per nit 2




09-04-2016-15:04:08 to 09-04-2016-16:04:08

|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

64.233.172.135 |147.237.77.216|W0ited Sates  [dover.idf.il  [ET SCAN NVAP -sA (2) 35
66.249. 66. 238  |147.237.77.74 |lhited Sates lawidf.il ET SCAN NVAP -sA (2) 34
84.93.84.77 147.237.77. 176 |Uni ted Ki ngdom [natpash.idf.il [Tehila - Perl LW wth fake user agent 2
195. 54. 210. 203 |147. 237. 72. 166 gZSia”. aka.idf.il ET SCAN NVAP -sA (2) 2
lerat i on
163. 172. 238. 38 |147.237.8.46 |United Ki ngdom |e.chinuch.idf.i[ET SCAN NVAP -sS w ndow 1024 1
124.83.33.119 |147.237. 76. 196 |Phi | i ppi nes e.svivaidf.il ET SCAN Behavi oral Lhusual ly fast inbound Telnet Connections, 1
Potential Scan or Brute Force
46.19. 86. 113 147.237.77. 216 |I srael dover.idf.il  |portscan: TCP Distributed Portscan 1
109. 253. 211. 114|147, 237. 72. 166 |I srael akaidf.il portscan: TCP O stributed Portscan 1
31.168.197. 233 |147.237.77. 216 |I srael dover.idf.il  |portscan: TCP D stributed Portscan 1
94.102.48.195 |147.237.0.34 |Netherl ands tikshuv.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
31.154.81. 29 147.237.77. 216 |I srael dover.idf.il  |portscan: TCP D stributed Portscan 1
221.226.31.210 |147.237.8.24 |China elifestyleidf |ET SCAN NVAP -sS wi ndow 2048 1
87.71.52.18 147.237.77. 216 |I srael dover.idf.il  |portscan: TCP Distributed Portscan 1
221.6.32.82 147.237.8.24 |China elifestyle.idf |ET SCAN NVAP -sS wi ndow 2048 1
5.29. 150. 244 147.237.72. 166 I srael aka.idf.il portscan: TCP Distributed Portscan 1
85. 132. 18. 62 147.237.8.46 |Azerbaijan e.chinuch.idf.il[ET SCAN NVAP -sS wi ndow 1024 1
217.132.53.222 |147.237.77. 216l srael dover.idf.il  |portscan: TCP D stributed Portscan 1
2.53.153. 157 147.237.77. 216 (I srael dover.idf.il  |portscan: TCP D stributed Portscan 1
79. 180. 32. 23 147.237. 72. 166 |I srael aka.idf.il portscan: TCP Distributed Portscan 1
198.52.97.91 147.237.77.74 |Wited Sates  [lawidf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 1
79.178.52.182  |147.237.77. 216 |I srael dover.idf.il  |portscan: TCP D stributed Portscan 1
185. 87. 160. 1 147.237.77. 216 |I srael dover.idf.il  |portscan: TCP Distributed Portscan 1
146. 185. 56. 162 |147.237. 77. 216 |I srael dover.idf.il  |portscan: TCP D stributed Portscan 1
50. 116. 123. 135 |147.237.77.176|lhited Sates natpash.idf.il [ET SCAN NVAP -sS w ndow 1024 1
115 72 188.60  |147. 237 76. 38 M et nam o o ngtanid ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
45.79.103.178 |147.237.72. 156 |lLhited Sates aman.idf.il WEB- M SC Chunked- Encodi ng transfer attenpt 1
109. 64. 38. 110  |147.237. 72. 166 |I srael aka.idf.il portscan: TCP Distributed Portscan 1
31.168.104.85 |[147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
91.121.78.198 |147.237.77.74 |Fance lawidf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 1
5.102.253.136  [147.237.77. 216 |l srael dover.idf.il  |portscan: TCP Distributed Portscan 1
221.226.31.210 |147.237.8.24 |China elifestyleid |ET SCAN NVAP -f -sS 1
85.132. 18. 62 147.237.8.46 |Azerbaijan e.chinuch.idf.ilET SCAN NVAP -sS wi ndow 4096 1
221.6.32.82 147.237.8.24 |China elifestyleid [ET SCAN NVAP -f -sS 1
5.28.153. 215 147, 237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
208.100. 26. 228 [147.237.76.198|thited Sates e.yohal an.idf.il|ET SCAN NVAP -sS wi ndow 1024 1
2.53. 40. 241 147.237. 72. 166 |I srael aka.idf.il portscan: TCP Distributed Portscan 1
79.179.205.36  [147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
77.139.25.164 |147.237.77. 216 |France dover.idf.il  |portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry ‘Target Address |Ste Signature Action ‘Count
66.249.93.111  |Europe 147. 237. 77. 216 |dover.i df .i | drop SMMrule drop 40
45. 56. 90. 49 Lhited Sates [147.237.76.86 |[navy.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |20
82.176. 200. 133 |Net her| ands 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 18
45.56.90.49  |Uited Sates [147.237.76.86 |navy.idf.il Bad TCP sequence iz'l;eetncr:”sn“ wth dfferent monitor |18
45.56. 90. 49 Lhited Sates [147.237.76.86 |[navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout nmoni t or 17
45.56. 90. 49 Wited Sates [147.237.76.86 |navy.idf.il Bad TCP sequence i’&ﬁ:ﬁég"sm wth different aert 17
66.249.93.111 |Europe 147.237.77. 216 |dover.idf.il dr op drop 15
45, 56. 90. 49 Lhited Sates [147.237.76.86 |[navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout alert 12
46.19.86. 3 | srael 147.237.76. 31 |nakchal .idf.il dr op SAMrul e drop 12
46.117. 215. 217 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 12
R SYN+tACK retransnmit wth .
79.181. 252. 214 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence di fferent vindow scal & monitor |10
80. 178. 163. 140 |lIsrael 147. 237.77. 216 |dover.i df .i | drop First packet isn't SWN drop 10
79.181.252. 214 [Israel 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 10
66.249.93. 111  |Europe 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 9
89.139.151.92 |Israel 147. 237.77. 216 |dover.i df .i | SYN At tack SYN -> SYN-ACK -> Ti neout roni t or 9
66. 249. 93. 111 | srael 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 8
85. 65. 176. 193 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 8
212.235.98. 139 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
46.19. 86. 89 I'srael 147.237.77. 226 [} chanatz. aka. 1df 1paq TOP sequence Invalid ACK nurber moni tor |7
89. 139. 180. 182 |lIsrael 147. 237.72. 166 |aka. i df .i | drop First packet isn't SWN drop 7
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
s SYN+tACK retransnmit wth .
46. 19. 85. 243 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence di fferent vi ndow scal & monitor (6
46.19. 86. 12 I srael 147. 237.77. 216 |dover.i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 6
Sreamng Engine: TCP Invalid i i ssi
79.178.198. 242 |Israel 147.237. 77. 243 |robi | e. i df . i | 9 =g Invalid segnent retransmssion. g 6
Ret ransni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i SSi
2.53.52, 172 I'srael 147.237.77. 243 |nobi l e i df . 9 =g Invalid segnent retransmssion. |, 6
Ret ransni ssi on Packet dropped.
46. 19. 86. 107 | srael 147.237.72. 166 |aka.idf . il dr op SAMrul e drop 6
Sreanming Engine: TCP Invalid i i ssi
66.249.76.106 |Wnited Sates |147.237.72. 166 |aka.idf.il 9 =g Invalid segnent retransmssion. | o 6
Ret r ansni ssi on Packet dropped.
46. 19. 86. 12 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber aert 6
195. 60. 232. 57 |l srael 147. 237. 72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST roni t or 5
80. 178. 163. 140 |lIsrael 147.237.77. 216 |dover.i df i Bad TCP sequence rmoni t or 5
46. 19. 85. 153 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d ACK nunber monitor |5
109. 253. 199. 73 |l srael 147. 237. 77. 216 |dover.i df .i | SYN Attack SYN -> SYN-ACK -> RST roni t or 5
37.26.147.146 | srael 147.237.72. 166 |aka. i df .| Bad TCP sequence SINGACKC retransmt with monitor |5
di fferent w ndow scal e
46.117. 215. 217 | srael 147.237.77. 226 V‘?’f"“:ha”atz' aka.1df |4 op First packet isnt SN drop 5
46. 19. 85. 139 I srael 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 5
46. 19. 86. 205 I srael 147.237.76.42 |refuah.idf.il drop SAMrul e drop 4
176.13.241. 114 |l srael 147.237.0.19 |nadimatal.idf.il Bad TCP sequence Inval i d ACK nunber alert 4
46. 19. 85. 65 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
80.178. 163. 140 [lIsrael 147.237. 77. 216 [dover. i df . i SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 4
46. 19. 85. 154 I srael 147. 237. 72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST monitor |4
46. 19. 85. 139 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence I'nval i d ACK nunber alert 4
80. 178. 163. 140 |lIsrael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber monitor (4
R SYN+tACK retransnmit wth .
80. 246. 136. 216 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence di fferent vindow scal & monitor 3
212.117. 150. 179|l srael 147.237.77. 176 |nat pash. i df .i | Bad TCP sequence Inval i d sequence nunier noni t or 3
80. 178. 163. 140 |l srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber alert 3
46. 19. 85. 185 | srael 147.237.76.42 |refuah.idf.il dr op SAMrul e drop 2
109. 253. 158. 39 |l srael 147.237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> RST noni t or 2
176. 13. 22. 120 | srael 147.237.72. 166 |aka.idf . il dr op First packet isn't SYN drop 2
176. 13. 232. 237 |Israel 147. 237. 72. 156 |anan. i df . i SYN Attack SYN -> SYN-ACK -> RST noni t or 2
46. 19. 85. 65 I srael 147. 237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber aert 2
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Attacker Address Qount ry Target Address [Site Sgnature Action ‘Count
46. 19. 86. 189 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode B ock 134
109. 253. 242. 92 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 127
80. 246. 137. 236 [Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 125
46.19.85.4 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 34
176. 13.241. 114 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 11
192.116. 233.90 |Israel 147.237.76.31 |nakchal .idf . il pstri buted dfuf’ﬁ“/t;ol;_i:tifa;’;‘f focess on Bl ock 10
192. 116. 233. 90 |l srael 147.237.76.31 |nakchal .idf.il Distributed Wauthorized HTTP Met hod B ock 10
84.94.235.121 [Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unhaut hori zed URL Access from 84.94. 235. 121 B ock 7
199. 203. 173. 198|I srael 147.237.76.31 |nakchal .idf.il O stributed Lhaut horized HTTP Met hod B ock 5
176.13.228. 219 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 5
157. 55. 39. 36 Uhited Sates |147.237.77.216|dover.idf.il Distributed Waut horized URL Access on waw idf.il/error. htm B ock 4
176. 13. 235. 148 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Gode B ock 4
109. 253. 216. 195|I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
79.178.184.133 [Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock 3
194.177.16.3 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed LRL Access to wan aka. idf.il/sip storagelfiles/ 4/ B ock 3
80. 246. 130. 221 |Israel 147.237.77. 216 |dover . i df . i | D stributed Unaut horized URL Access on waw idf.il/error.htm B ock 3
66.249.81.212 |[Israel 147.237.77.216|dover.idf .il Distributed Waut horized URL Access on waw idf.il/error. htm B ock 2
88. 202. 218. 246 z‘i;;gom 147. 237. 72. 156 [anan. i df . i | Uhaut hor i zed HTTP Met hod B ock 2
159, 122.159. 28 |lhited Sates [147.237.77.216|dover.idf.i | Ml tiple Unhauthorized URL Access from 159. 122. 159. 28 B ock 2
2.53.13. 230 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
94. 230. 86. 41 I srael 147.237.77. 216 |dover.i df . il D stributed Unaut horized LRL Access on www idf.il/error. htm Bl ock 2
5.29.120. 2 I srael 147.237.72. 156 |anman. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 2
2.53.51. 242 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
185. 46.137.18 |Ger many 147.237.72. 166 |aka. i df . i | Unhaut hori zed Met hod PCST for wawv aka. i df . il/mai n/ kapat z/ B ock 2
2.53.52.172 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 2
66. 249. 76. 83 I srael 147.237.77.216|dover.idf .l Uhaut hori zed URL Access to waw idf.il/tenpl ates/articl e/ vatch B ock 1
2.53.13.8 | srael 147.237.76.42 |refuah.idf.il Mil tiple Uaut hori zed URL Access from2.53.13.8 B ock 1
84.94.235.121 |[Israel 147.237.72. 166 |aka. i df . i | PHP Attenpt B ock 1
46.19.86.5 I srael 147.237.76.42 |refuah.idf.il Distributed Unknown HTTP Request Met hod B ock 1
192.243.55. 132 |Lhited Sates |147.237.72.166|aka.idf.il Unaut hori zed URL Access to waw aka. i df . i|/chi nuch/ cont act Bl ock 1
31.168.49.178 |[Israel 147.237.72. 166 |aka. i df . i | Unknown Paraneter doc in vwwy aka. i df.il/main/giyus/ general . aspx |None 1
2.55.17. 250 I srael 147.237.72. 156 [aman. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
66.249. 64. 141 |l srael 147.237.77. 226 ::“A:Al/ chanat z. aka. i d Uhaut hori zed URL Access to waww chamat z. aka. i df .il/mni B ock 1
45.79.111.169 |Lhited Sates [147.237.77.216|dover.idf.il Mil tipl e Unknown HTTP Request Method from 45.79. 111. 169 B ock 1
77.125.13.104 |[israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx |Bl ock 1
31.168.49.178 |[lIsrael 147.237.72. 166 |aka. i df . i | Unknown Paraneter ca in ww aka.idf.il/nain/giyus/general.aspx [None 1
66.249.76.106 [Israel 147.237.72. 166 [aka. i df . i | Unknown Par aneter newsltemin www aka. i df.il/megurim news/ None 1
84.94.235.121 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka. i df .i|/mai n/ gi yus/ i ndex. php |Bl ock 1
46.19.86. 111 I srael 147.237.72. 156 [anan. i df . i | mu;:;;.l izci‘d. |Lll:/a_nmfj(|:(|:?175r‘ ets(cJ)ur ces/ i mages/ f avi con/ f avi con. png Bl ock !
192.243.55.134 |Uhited Sates |147.237.72.166|aka. i df.i | Uhaut hori zed URL Access to waw aka. i df .il/chinuch/gal | ery B ock
79.180. 211. 240 |l srael 147.237.72. 156 |anan. i df . i | Suspi ci ous Response Code B ock
31.168.49.178 |[Israel 147.237.72. 166 |aka. i df . i | Unknown Paraneter doci in v aka. i df.il/main/giyus/general . aspx [None 1
185.3.147.254 |Israel 147. 237. 72. 156 |anan. i df . i | mu;‘:;_iizd?éiﬁtfggffmom_i gl B ock 1
2.55.189. 125 I srael 147.237.72.166|aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
157.55.39.36  |[Lited Sates [147.237.77.216|dover.idf . il m”it;o_ri'lzﬁdenﬁt’:;fgffi (t:loe/ pal w BV B ock 1
66.249.81.215 |[Israel 147.237.77. 216 |dover . i df . i | Ostributed Lhauthorized UR. Access on ww idf.il/error. htm B ock 1
66. 249. 76. 47 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed LRL Access to aka.idf.il/iturimasp/list.asp B ock 1
199. 203. 173. 198 srael 147.237.76.31 |nakchal .idf.il pstri buted dfuf’ﬁ“/t;ol;_i:tifa;’;‘f focess on Bl ock 1
Uhaut hori zed URL Access to
192.243.55.129 |Uhited Sates |147.237.72.166|aka. i df.il ww aka. i df . i |/ mai n/ gi yus/ gener al . aspx?cat i d=59334&doci d=6803 |Bl ock 1
3
82. 166. 76. 90 I srael 147.237.77.216|dover . i df . i Mil tipl e Unaut hori zed URL Access from 82. 166. 76. 90 B ock 1
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