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|Top Attackers | n DDoS- Def ence |

Attacker Attacker Country ‘Target

‘Site ‘Signature

Address Address

207. 232. 36. 181 | srael 147.237. 72. 167 i shuri maka.i df.i|Anonal y- TLS-renegotiation-d i dest - reset 131

46. 19. 86. 88 | srael 147.237.77. 216 dover.idf.il network flood | Pv4 TCP- FI N ACK drop 36

176. 106. 41. 217 Pal est_| nian Territory, 147 237. 77. 216 dover idf.il TCP handshake vi ol ation, first packet not drop 25
Qceupi ed syn

46. 117. 58. 255 I srael 147. 237.77. 216 dover.idf.il Z;J; handshake violation, first packet mot . 7

0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack f orward 4

134.147. 203. 115 CGer many 147.237. 76. 197 e hinush.idf.il |Back List drop 2

66. 240. 192. 138 Lhited Sates 147.237.76. 176 test.ncore.idf.il|B ack List drop 1

119. 142. 214. 147 Chi na 147.237.77.121 e.navy.idf.il JLMPurple Con Linit_Tcp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgna1 ure Devi ce Action

41.187. 94. 250 Egypt 147.237.77.216  |dover.idf.il [24910: HITP. Python urllib User-Agent Header B ock 3
162. 210. 196. 98 Lhited Sates 147.237.77.216 |dover.idf.il |CL000074: HTTP. najestic bot Per nit 2
162. 210. 196. 100 Lhited Sates 147.237.77. 216 dover.idf.il |[CL000074: HTTP. najestic bot Permit 2
123. 126. 68. 101 Chi na 147.237.76. 42 refuah.idf.il [CL000071: HTTP: User Agent Sogou+web+spi der Per nit 1
188.138. 1. 119 Ger many 147.237.77.216 |dover.idf.il ]13840: TLS (penSSL Heartbeat Packet Bl ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry Ste |Signature

82. 80. 196. 44 147.237.77. 216 I srael dover.idf.il portscan: TCP O stri buted Portscan 2
45.79.71.122 147.237.77. 234 Wited Sates hal ag.i df.il WEB- M SC Chunked- Encodi ng transfer attenpt 2
92. 29. 68. 241 147. 237. 8. 50 Uhi ted Ki ngdom etikshuv.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
31.168. 118. 90 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
91. 201. 236. 50 147.237.72. 156 krai ne anan. i of .| ET SCAN NVAP -sS w ndow 1024 1
87.68. 2. 255 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
84.94. 55, 105 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
80. 246. 136. 43 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
192, 117. 182. 46 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
66. 249. 64. 124 147. 237. 72. 166 Lhited Sates aka.idf.il portscan: TCP O stri buted Portscan 1
185. 72.177. 20 147.237. 8. 45 Rormani a e.eitanidf.il ET SCAN NVAP -sS wi ndow 3072 1
50. 116. 123. 135 147.237.8. 14 Wited Sates e.orchot.idf.il [ET SCAN NVAP -sS w ndow 1024 1
107. 15. 44. 175 147.237.77. 216 Lhited Sates dover.idf.il portscan: TCP O stri buted Portscan 1
31.168. 217. 227 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
91. 201. 236. 50 147.237.72. 156 kr ai ne aman.idf.il ET SCAN NVAP -sS w ndow 4096 1
2.53. 30. 68 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
91.194. 4.2 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
84.108. 251. 203 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
84.93.84. 77 147. 237.77. 216 Uhi ted Ki ngdom dover.idf.il Tehila - Perl LWP with fake user agent 1
81.218. 68. 234 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
213.8. 241, 234 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
79. 180. 107. 78 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
192. 114. 23. 209 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
64.137.171. 55 147. 237.76. 42 Canada refuah.idf.il ET SCAN Potential SSH Scan 1
109. 65. 80. 165 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
213.8.118.14 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d sequence nunber noni tor |21
45.56. 90. 49 Lhited Sates [147.237.76.86 [navy.idf.il Bad TOP sequence i’(\;l;ee;cr:”s"“ wth different alert 18
45. 56. 90. 49 Lhited Sates |147.237.76.86 [navy.idf.il Bad TCP sequence I'nval i d AGK nunber monitor |17
45.56.90.49  [nited Sates [147.237.76.86 [navy.idf.il Bad TCP sequence i’;'l:eer:é:m"“ vith different monitor |16
Sreanming Engine: TCP Invalid i i ssi
46.19.86.225  |Israel 147.237.76. 42 |refuah.idf.il 9 =g Invalid segnent retransmssion. o 12
Ret ransnm ssi on Packet dropped.
46.19. 85. 123 I srael 147. 237.72. 166 |aka. i df .i | drop SMrule drop 12
45.56. 90. 49 Lhited Sates |147. 237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout alert 10
Sreanming Engine: TCP Invalid i i Ssi
37.26.148.233 | srael 147.237.77. 243 |nobil e.i of . i1 9 =g Invalid segnent retransmssion. g 9
Ret ransm ssi on Packet dropped.
Sreaming Engine: TP Invalid i i ssi
89. 139. 105. 222 I srael 147.237.77. 243 |nobi 1 e.i o i 9 =g Invalid segnent retransmssion. 9
Ret ransm ssi on Packet dropped.
46. 19. 85. 215 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber alert 9
45.56. 90. 49 Lhited Sates |147. 237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout moni t or 8
46. 19. 85. 243 I srael 147.237.77. 234 |hal ag.idf . il Bad TCP sequence I'nval i d AGK nunber nonitor (8
46. 19. 85. 215 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 8
104. 207. 144. 185|United Sates |147. 237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST moni t or 8
5.29. 94. 49 I srael 147.237.76. 42 |refuah.idf.il SYN At tack SYN -> SYN-ACK -> RST noni t or 7
2.54.88.113 | srael 147.237.76.42 |refuah.idf.il drop First packet isn't SN drop 7
5.29. 94. 49 I srael 147. 237.77. 216 |dover.idf il SYN At tack SYN -> SYN-ACK -> RST noni t or 7
Sreaming Engine: TCP Invalid i i ssi
109. 253. 130. 69 I srael 147. 237. 77. 243 |robi 1 e. i of . i 9 =g Invalid segnent retransmssion. g 6
Ret ransni ssi on Packet dr opped.
176.13.17.117 |Israel 147.237.72. 166 |aka. i df . i SYN At tack SYN -> SYN-ACK -> Ti meout nmoni t or 6
. . SYNtACK retransmt wth .
46. 19. 85. 95 I srael 147. 237.77. 216 |dover.idf.il Bad TCP sequence di fferent vi ndow scal 6 noni t or 6
193.106.52.34 |l srael 147.237.77. 216 [dover.idf. il Bad TCP sequence I'nval i d AGK nunber alert 5
46.19.85.105  |[israel 147.237.77. 226 ;AMWCha"atz' aka it 114 op SAVrule drop 5
89. 139. 151. 92 I srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 5
213.8.118. 14 | srael 147.237.72. 167 |i shuri maka. i df .il Bad TCP sequence Invalid sequence nunier noni t or 5
193.106.52.34 |l srael 147.237.77. 216 |dover. i df . il Bad TCP sequence Inval i d AGK nunber monitor 5
212.117. 150. 188|l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid sequence nunber monitor  [5
213.8.118. 14 | srael 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence Invalid sequence nurnier noni t or 5
46. 19. 86. 68 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d AGK nunber aert 5
s SYN+tACK retransnmt wth .
79. 181. 155. 237 |l srael 147.237.72. 166 [aka.i df . i | Bad TCP sequence di fferent vi ndow scal & monitor |5
46. 19. 86. 68 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d AGK nunber noni t or 5
84.110.54.211 |l srael 147.237.72. 166 [aka i df . i | Bad TCP sequence I'nval i d AGK nunber nonitor (4
46. 19. 85. 54 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
94. 69. 87. 85 QG eece 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
46. 19. 85. 180 | srael 147.237.72. 166 |aka. i df .i | dr op SAMrul e drop 3
176.13.17. 117  |Israel 147. 237. 72. 166 |aka.i df . i1 SYN At tack SYN -> SYN-ACK -> Ti neout alert 3
46.19. 85. 193 I srael 147.237.0.34  |tikshuv.idf.il Bad TCP sequence Inval i d AGK nunber noni t or 3
Sreaming Engine: TCP Invalid i i ssi
176.13. 246.34  |Israel 147. 237. 77. 243 |robi 1 e. i of . i 9 =g Invalid segnent retransmssion. o 3
Ret ransni ssi on Packet dr opped.
212.179.218.87 |Israel 147.237.72. 166 |aka. i df .il Bad TCP sequence I'nvalid ACK nunber noni t or
80.179.114.11 |Israel 147.237.77. 216 |dover. i df . il Bad TCP sequence Inval i d AGK nunber aert
Sreanming Engine: TCP Invalid i i ssi
46.19.86.179  |Israel 147. 237.77. 243 |nobi le.i df . i1 9 =g Invalid segnent retransmssion. o 3
Ret ransni ssi on Packet dropped.
. ) SYNtACK retransmt wth .
176.13.17.117 |Israel 147.237.72. 166 |aka.idf.il Bad TCP sequence di fferent w ndow scal e noni t or 3
80.179.114.11 |l srael 147.237.77. 216 [dover.idf. il Bad TCP sequence I'nval i d AGK nunber noni t or
2.55.61. 62 | srael 147.237.0.19 |madimatal .idf.il drop First packet isn't SWN drop
Sreamng Engine: TCP Invalid i i ssi
2.53.5.72 I'srael 147.237. 77. 243 |nobi l e. i of . 9 =g Invalid segnent retransmssion. 3
Ret ransnm ssi on Packet dropped.
37.26.148.199 |lsrael 147.237.77. 216 |dover.idf.il drop SAMrul e drop 3
Sreamng Engine: TCP Invalid i i ssi
66.249.76.106  |United Sates |147. 237. 72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. 3
Ret ransnm ssi on Packet dropped.
31.154.19.5 I srael 147. 237.72. 166 |aka. i df i | SYN At tack SYN -> SYN-ACK -> RST roni t or
77.211.44.4 Sain 147. 237.72. 166 |aka. i df il SYN At tack SYN -> SYN-ACK -> RST noni t or
46.19. 86. 172 I 'srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or
176.13.2.147  [Israel 147.237.0.17 [V kosher-kravi.1d g2 TOP sequence monitor  [2
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|Top Attackers In V\AF|

A tacker

Devi ce

Count ry Target Address |[Site S gnature Action ‘Count
2.53.5.72 | srael 147.237.0.19 |madimatal .idf.il|{DOstributed Suspicious Response Code B ock 118
2.53.129.189 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 90
46.19. 85. 96 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 79
176.13.12.27  |[Israel 147.237.0.19 |madimatal .idf.il|{DOstributed Suspicious Response Code B ock 68
176. 13. 241. 114 [l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 49
2.53.173.202 [israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 34
2.53.58.78 | srael 147.237.0.19 |madimatal .idf.il|{DOstributed Suspicious Response Code B ock 19
2.55.59. 67 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 13
77.125.49.64  [israel 147.237.72. 166 |aka. i df . i | Unaut hor i zed Method CPTI QNS for wan aka. i df .il/ B ock 11
80.246.138.3  |Israel 147.237.0.19 |madimatal .idf.il|{DOstributed Suspicious Response Code B ock 8
62.0.73.78 | srael 147.237.77. 216 |dover.i df . i | D stributed Unaut hori zed HTTP Met hod B ock 5
192. 116. 233. 90 |l srael 147.237.76.31 |nakchal .idf.il Distributed Wnauthorized HTTP Met hod B ock 5
46.19.85.163 |[Israel 147.237.0.19 |madimatal .idf.il|{DOstributed Suspicious Response Code B ock 4
213.8.110.17 |Israel 147.237.72. 166 |aka. i df . i | O stributed Whaut hori zed Method for Known LRL on aka.idf.il/ B ock 4
77.139.102. 34 |France 147.237.72. 166 |aka. i df . i | m“;?g riid?_aﬁ ;wn;jhr?/dsaﬁr]—/]:/io;v\paysl i p. aspx Bl ock 3
37.26.147.161 |lIsrael 147.237.0.19 |nadimatal .idf.il|{Dstributed Suspicious Response Code B ock 3
207.46.13.45 |wited Sates [147.237.77.216|dover.idf.il Ostributed Wnaut hori zed URL Access on waw idf.il/error.htm B ock 3
89. 139. 105. 222 | srael 147.237.77.243|nobi | e. i df . i | O stribut ed Suspicious Response Gode B ock 3
192. 198. 151. 43 |Eur ope 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from 192.198. 151. 43 B ock 3
2.55. 61. 62 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
37.26.146. 162 |Israel 147.237.0.19 |nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
66.249.76.83 |Israel 147.237.77.216|dover. i df . i | Mil tipl e Unaut hori zed URL Access from 66. 249. 76. 83 B ock 3
46.19.86.116 |Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
131. 253. 25. 216 |Lhited Sates |147.237.77.216|dover.idf.il Dstributed Lhaut hori zed URL Access on waw idf.il/error.htm B ock 2
162. 216. 224. 38 |Lhited Sates [147.237.72.166|aka.idf.il Unaut hori zed LRL Access to ww aka. i df . il/mai n/ sachar/undefi ned B ock 2
132. 74. 145. 215 |l srael 147.237.72. 156 [aman. i df . i | D stributed Suspicious Response Code B ock 2
77.139. 208. 160 |France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod PCST for waww aka. i df.il/main/kapat z/ Bl ock 2
37.26.147.219 |lsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
2.53.135. 36 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 2
37.26.148.233 |Israel 147.237.77.243|nobi l e. i df . i | O stributed Suspicious Response Gode B ock 2
192. 115. 64. 250 |I srael 147.237.72. 166 |[aka. i df . i | Unaut hori zed Met hod HEAD for v aka. i df . il/mai n/ sachar/ B ock 2
62.0.73.78 I srael 147.237.77. 216 |dover.i df .i | Ml tipl e Unaut horized URL Access from 62.0.73. 78 B ock 2
213.8.115.6 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to ww aka. i df . i |/ gi yus/ general . aspx B ock 2
84.108. 232. 100 (I srael 147.237.77. 216 |dover. i df . i | Distributed Lhauthorized URL Access on waw idf.il/error.htm B ock 2
157.55.39. 221 [Wited Sates [147.237.77.216|dover.idf.il Ostributed Wnaut horized URL Access on waw idf.il/error.htm B ock 2
79.181.222. 176 [I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 2
2.55.39.173 | srael 147.237.72. 156 |anan. i df . i | Uhtraceabl e SSL Sessi ons: Qpen Mde None 1
68.180.230.47 |lLnited Sates [147.237.77.216|dover.idf.il Paraneter Type Mol ati on PageNumin vww i df . i|/1779- he/ dover. aspx B ock 1
46.19.86.225 |Israel 147.237.76.42 |refuah.idf.il Dstributed I11egal HITP \ersion B ock 1
95.59.136. 118 |Kazakst an 147.237.76. 147 |chi nuch. aka. i df . i[Mitiple I11egal Byte Code Character in Method from95.59. 136. 118 B ock 1
46. 19. 85. 50 I srael 147.237.76.42 |refuah.idf.il Abnormal |y Long Request net hod B ock 1
192. 116. 233. 90 |l srael 147.237.76.31 |nakchal .idf.il Unaut hori zed LRL Access to waw nakhal .idf.il/sip_storagel/files/2/ B ock 1
87.69.16.75 I srael 147.237.72. 166 |[aka. i df . i | Dstributed Il1egal Byte Qxde Character in URL Bl ock 1
100.15.94.30 [Wiited Sates [147.237.77.216|dover.idf.il Distributed Wauthorized HTTP Met hod B ock 1
66.249. 64. 219 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1234-he/ at al . aspx B ock 1
95.59. 136. 118 |Kazakst an 147.237.76. 147 |chi nuch. aka. i df . i|l11egal Byte Qode Character in Header Nane B ock 1
45.79.71.122 [lhited Sates |147.237.77.234|hal ag.idf.il Mil tipl e Mal formed HTTP Header Line from45.79.71.122 Bl ock 1
188. 120. 148. 38 |l srael 147.237.72. 166 |aka. i df . i | m";kfi Z?Tﬁr;er:aﬂlgxmﬁm:i;& None 1
79.182.115.34 |Israel 147.237.72. 156 |anman. i df . i | Suspi ci ous Response Code B ock
77.125.49. 64 [Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 77.125. 49. 64 B ock 1
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