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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
2.53.51. 44 | srael 147.237. 72. 166 aka.idf.il |Anonal y-TLS renegotiation-di dest - r eset 109
8.37.225.71 Lhited Sates 147.237.77. 216 dover.idf.il|JLM Under Attack Con Htp dr op 6
109. 67. 167. 157 | srael 147.237.77. 216 dover.idf.i||TQP handshake viol ation, first packet not syn drop 5
46.116. 197. 11 | srael 147.237.77. 216 dover.idf.il|TQP handshake viol ation, first packet not syn drop 4
79.178. 187. 208 | srael 147.237.77. 216 dover.idf.il|SYN Hood out of context drop 4
68. 180. 230. 47 Lhited Sates 147.237.77. 216 dover.idf.il|SYN FH ood out of context drop 3
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 1
217.23.9.123 Net her | ands 147.237.76. 177 ncore.idf.il|B ack List dr op 1
37.142.81.108 | srael 147.237.77. 216 dover.idf.il|SYN Hood out of context drop 1
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il|SYNH ood del ete reset drop 1




09-04-2016-13:04:01 to 09-04-2016-14:04:01

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site Sgnature Devi ce Action ‘Oount
69. 30. 211. 2 Lhited Sates 147.237.77. 216 dover.idf.il C1000074: HITP. naj estic bot Per mit 12
69. 30. 211. 2 Lhited Sates 147.237.77.74 lawidf.il C1000074: HITP. maj estic bot Per nit 3
162. 210. 196. 100 Lhited Sates 147.237.77. 216 dover.idf.il C1000074: HTTP. maj estic bot Permit 2
69. 30. 211. 2 Wited Sates 147.237. 76. 86 navy.idf.il C1000074: HTTP: naj estic bot Pernit 2
199. 58. 86. 211 Lhited Sates 147.237.77. 170 nmaar achot . i df . i | C1000074: HITP. maj estic bot Per nit 2
69. 30.211. 2 Lhited Sates 147. 237. 76. 147 chi nuch. aka.i df .il C1000074: HTTP. maj estic bot Per nirt 2
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

‘Ste

Signature

Gountry
89.138.148.55 |147.237.77.216|Israel dover.idf.il portscan: TCP D stributed Portscan 1
208. 100. 26. 228 |147.237.77.227 |Wited Sates |e hanaz.idf.il ET SCAN NVAP -sS w ndow 1024 1
79.183.24.220 |[147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
192. 116. 245. 213(147. 237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
46.172.71.251 |147.237.0.16 |Wkraine ny-kosher-kravi.idf.il [ET SCAN NMAP -sS wi ndow 1024 1
176.13.229.5 147.237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
46. 19. 86. 185 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
116. 12. 175. 233 |147. 237. 76. 38 |9 ngapore eeneitav.idf.il ET SCAN NMAP -sS wi ndow 2048 1
37.142.226. 208 |147.237.72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
116.12. 175. 233 |147.237. 76. 38 |S ngapore eeneitav.idf.il ET SCAN NVAP -f -sS 1
37.26.146.229 |[147.237.72. 166 |l srael aka.idf.il portscan: TP Distributed Portscan 1
104. 128. 144. 131|147. 237.8.24 |Canada elifestyle idf.il ET SCAN NVAP -sS wi ndow 4096 1
2.55.129. 191 147.237.77. 216 (I srael dover.idf.il portscan: TCP Distributed Portscan 1
91.201. 236. 155 |147.237.0.15 |lkraine kosher-kravi.idf.il  |ET SCAN NVAP -sS w ndow 2048 1
219.87.191. 219 |[147.237.76.31 |Taiwan nakchal .idf.il ET SCAN Potential SSH Scan 1
91.201.236.50 |147.237.76.34 |lkraine yohal an. i df .i | ET SCAN NVAP -sS w ndow 4096 1
212.179.21. 194 |147.237.72. 166 |l srael aka.idf.il portscan: TP Distributed Portscan 1
82. 80. 44. 250 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
208. 100. 26. 228 |147.237.72.14 |lhited Sates |dover.idf.il (ol d) ET SCAN NVAP -sS w ndow 1024 1
62.219.35.111 |[147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
178. 220. 165. 231|147. 237. 76. 30 hi nush. i df . i | ET SCAN NVAP -sS wi ndow 1024 1
46.117.82. 39 147.237.77. 216 (I srael dover.idf.il portscan: TCP D stributed Portscan 1
16118 48,241 |147. 237 77. 243 |col onbi & i le i df i ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
45.79.111.169 |147.237.77.170|United Sates |nmarachot.idf.il WEB- M SC Chunked- Encodi ng transfer attenpt 1
116. 12. 175. 233 |147. 237. 76. 38 |S ngapore eeneitav.idf.il ET SCAN NVAP -sS w ndow 1024 1
37.26.149.179  |147.237.77. 216l srael dover . idf.il portscan: TCP D stributed Portscan 1
109. 253. 228. 153|147. 237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
5.102.195.220 |[147.237.77.216 |l srael dover.idf.il portscan: TCP Distributed Portscan 1
94.159. 255. 109 |[147.237.77. 216 |l srael dover . idf.il portscan: TCP D stributed Portscan 1
91.201.236. 155 |147.237.0.15 |lkraine kosher-kravi .idf.il ET SCAN NVAP -f -sS 1
212.179.21. 194 |147.237.77.216 |l srael dover.idf.il portscan: TCP Distributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Address |Ste Signature
8.37.225.71 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 219
8.37.225.71 Lhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 147
79.178.187. 208 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 57
82.241. 20. 28 France 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 22
62.0.42.2 I srael 147.237.72.167 |ishurimaka. i df .i[Bad TCP sequence I'nval i d AGK nunber noni t or 22
64.233.172. 135 |Whited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 22
62.0.42.2 | srael 147.237.72. 167 |ishurimaka.idf.i|Bad TCP sequence Invalid ACK nunber alert 19
46.19.86.8 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence I'nval i d AGK nunber alert 14
46.19. 86. 8 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber noni t or 14
2.53.169.146 [l srael 147.237. 77, 243 |t e i1 | €8N ng Engl ne: TGP Invalid finvalid segnent retransnission drop 12
Ret r ansm ssi on Packet dr opped.
46. 19. 85. 239 | srael 147.237. 72. 166 |aka. i df . il dr op SAMrul e drop 12
62.0.251. 1 | srael 147.237.72. 166 |aka. i df . il dr op First packet isn't SN drop 12
46. 19. 85. 105 | srael 147.237.72. 166 |aka. i df .il drop SAMrul e drop 11
5.82.233. 68 Saudi Arabia 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 10
217.194. 197. 154 |l srael 147.237. 72. 156 |anan.i df .i | dr op First packet isn't SN drop 10
46. 19. 86. 75 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 10
176.13.227.55 |lsrael 147.237. 72. 156 |anan.i df .i| dr op First packet isn't SN drop 10
109. 67. 167. 157 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 9
62.90.81.186  |Israel 147, 237.76. 200 [ei tan aka i o 1 | €AM NG Engine: TCP Invalid - invalid segment retransmssion. |, o 8
Ret r ansni ssi on Packet dr opped.
81.218.197.176 |[lsrael 147.237.77. 216 |dover. i df .i Bad TCP sequence Invalid sequence nunber noni t or
46. 19. 85. 233 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Inval i d AGK nunber noni t or
46.19. 86. 43 I'srael 147.237.77. 233 |atal i df il Bad TCP sequence mdroitvr:éz”lt wth dfferent aert 7
46.19. 86. 43 I srael 147.237.77. 233 |atal i df i Bad TCP sequence mdgitvrsa::lnlt wth different monitor |7
109. 253. 240. 21 |Israel 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 7
2.53.128.199  |israel 147.237.77. 243 |mvi e i1 | €AM NG Engine: TQP Invalid invalid segnent retransmssi on, drop 6
Ret r ansni ssi on Packet dr opped.
2.55. 20. 252 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber alert
46. 19. 85. 227 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber noni t or
2.55.140. 20 I srael 147.237.76.42 |refuah.idf.il  |Bad TCP sequence mﬁsg reansm wthditterent | onitor |6
46. 19. 86. 201 I srael 147.237.76.31 |nakchal.idf.il  [drop SAMrule drop 6
109. 64. 34. 102 | srael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN- ACK -> Ti meout noni t or 6
109. 253. 218. 24 |l srael 147.237.72. 166 |aka.idf . il dr op Frst packet isn't SN drop 6
193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
82.241. 20. 28 France 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 6
213. 8. 204. 28 | srael 147.237.72. 166 |aka.idf . il dr op SAMrul e drop 6
46. 19. 85. 227 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Inval i d AGK nunber alert 5
77.239.224.35 :32::3 on 147.237.72. 166 |aka.i df .il SYN Att ack SYN -> SYN-ACK -> RST noni t or 5
46.19.85.233  |israel 147. 237. 77. 216 |dover. i of .| Streaning Engine: TCP Invalid  finvalid segnent retransmssion. |, ) 5
Ret r ansni ssi on Packet dr opped.
46.19.85.233  |[israel 147. 237.77. 216 |dover i df .| Bad TCP sequence mﬁsg ;ansmt wthdifferent | onitor s
37. 26. 148. 169 | srael 147.237.72. 156 |anan.idf . il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or
100. 92. 57. 67 147.237. 77. 176 |nat pash. i df .i | dr op First packet isn't SYN drop
46. 19. 86. 75 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert
109.64.34.102  |Israel 147.237.72. 166 |aka. i df i Bad TCP sequence SR e Lansmt wthdifferent | onitor s
77.138.52.97 France 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 5
31.154. 81. 22 | srael 147.237.72. 166 |aka.idf . il dr op SAMrul e drop 5
46. 19. 85. 233 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence I'nval i d AGK nunber alert 5
46. 19. 86. 75 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
46. 19. 86. 43 | srael 147.237.77.233|atal .idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 4
148.177.168. 117|lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
46. 19. 86. 228 | srael 147.237. 72. 156 |anan.i df . il SYN At t ack SYN -> SYN-ACK -> RST noni t or 4
2.55.20. 252 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval id ACK nunber noni t or 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
77.125.28.211 |lIsrael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 85
46. 19. 85. 53 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 78
37.26.148.170 [Israel 147.237.0.19 |madimatal .idf.i|Ostributed Suspicious Response Code B ock 51
2.53.13.21 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 21
2.55.59. 67 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 13
46.19. 85. 222 I srael 147.237.0.19 |[madimatal .idf.i|Ostributed Suspicious Response Code B ock 6
46. 19. 85. 189 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 6
46.19. 86. 116 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspici ous Response Qode B ock 6
109. 253. 194. 164]I srael 147.237.77.243|nobi l e.i df . i | Ml tipl e Unhaut hori zed URL Access from 109. 253. 194. 164 B ock 4
82.241.20. 28 France 147.237.72. 166 aka. i df . i | \';\qu\x;a\lu;l?a?ri Id???l /,\':Taataihn(;(;i (;ng z(a)L\ltShefriri cat i onser vi ce. asnx/ get aut huser Bl ock 4
46.19. 86. 37 I srael 147.237.0.19 |[nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
2.53.170. 54 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 3
37.26.148.187 |[Israel 147.237.0.19 |[nadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
185.32.179.86 |Israel 147.237.0.19 |[nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
77.138.196.78 |France 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method PCST for aka.idf.il/giyus/ B ock 3
46. 19. 85. 201 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
212.179.21.194 [israel 147.237.77.233|atal .idf.il Paraneter Type Mol ation search in atal.idf.il/1440-he/atal . aspx B ock 2
77.138.21.142  |France 147.237.76.42 |refuah.idf.il \;Pjrwa':tfi;g‘: '\i"d'}' ."’;tli /056§§ﬁ12?:zﬁhafhﬁaspx Bl ock 2
2.53. 169. 146 I srael 147.237.77.243|nobi l e.i df . i | DO stribut ed Suspici ous Response Qode B ock

66. 249. 76. 83 I srael 147.237.77.216|dover.idf .l Ml tiple Unaut horized URL Access from 66.249. 76. 83 B ock
131.253.27.32 |Uhited Sates |147.237.77.216|dover.idf.il Distributed Waut horized LRL Access on waw idf.il/error.htm B ock

109. 253. 194. 164 sr ael 147.237.77. 243 |nobi | e. i df . i | ﬁ;“lt ;?réf%??/g;eggfﬁim O e/ 1 st chi | ddocument s/ 1452 Bl ock 2
212. 235. 62.200 |Israel 147.237.77.216|dover . i df . i D stributed Unaut horized HTTP Met hod B ock 2
109. 253. 209. 200! srael 147.237.77.216|dover. i df . il D stributed Lhaut hori zed UR. Access on waww i df.il/error. htm B ock 2
212.235.62.200 |[Israel 147.237.77.216|dover.idf .l Uhaut hori zed URL Access to ww i df . il/hebrew organi zat i on/ nakhal B ock 2
65.55.210.180 [lhited Sates |147.237.77.216|dover.idf.il O stributed Lhaut hori zed URL Access on waw idf.il/error.htm B ock 2
109. 253. 194. 1641 srael 147.237.77. 243 |nobi | e. i df . i | E;D;t Irielbi“;fe.(: Ilf::aaltnegg:iytzggpllg_espﬁciesstsc R Bl ock 2
131. 253.25. 178 |thited Sates |147.237.77.216|dover.idf.il Dstributed Lhaut hori zed UR. Access on waww i df.il/error.htm B ock 1
82.80.198. 164 |lIsrael 147.237.72. 166 |aka. i df . i | Lhaut hori zed Method CPTIONS for aka.idf.il/ B ock 1
2.55.157. 116 I srael 147.237.77.216|dover . i df . il Untraceabl e SSL Sessi ons: Qpen Mbde None

192. 115.97. 253 [Israel 147. 237.72. 166 |aka. i df . i | Iolulr?:?aill i?’;geeg’?inz:a;:g;féoibgcﬁi/ f"aj W kapat 2/ res012 B ock 1
66.249.64.219 |lsrael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1486- he/ at al . aspx Bl ock 1
45.79.111.169 |hited Sates |147.237.77.170(nmaar achot . idf. il |unknown HTTP Request Method 1 in URL B ock 1
77.139.224.21 |France 147.237.72. 166 [aka. i df . i | Uhaut hori zed Mt hod PCST for waw aka. i df.il/ishurindcityofficers/ B ock 1
199.30.25.3 Lhited Sates |147.237.77.216|dover.idf.il D stributed Lhauthori zed UR. Access on waww i df.il/error. htm B ock 1
212.179. 155. 129|i srael 147.237.72. 166 |aka. i df . i | mn;?i?TﬁT;L/QX%ATEEmED in None 1
77.138.102. 230 |France 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
66.249. 64.248 | srael 147.237.77.233|atal .idf il :;‘;J(t gc;béecj LR Access to ww atal .idf.i1/1316-hef ANl NADIDON "X B ock 1
192. 115. 97. 253 |l srael 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Gode Character in URL from192. 115. 97. 253 B ock 1
79.178.118. 110 |lsrael 147.237.72.166|aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
66.249.76.115 |[Israel 147.237.77.216|dover.idf .i Unaut hori zed URL Access to 147.237.77. 216/ 1129- he/ dover . aspx B ock 1
207. 46. 13. 90 Lhited Sates [147.237.77.216|dover.idf.il O stributed Lhaut hori zed URL Access on waw idf.il/error.htm B ock 1
157. 55. 39. 36 Lhited Sates |147.237.77.216|dover.idf.il D stributed Lhaut hori zed UR. Access on www i df.il/error. htm B ock 1
46.19.86.43  |[Israel 147.237.77.233|atal . i df . i | e Jhaut horized R _Aggs)fs on Bl ock 1
84.94.97.137  [Israel 147.237.77. 234|hal ag. i df . i | multor;;?rsltfig LR fecess sti‘:)_st oragel {1 es/ 711 263360 1777, b Bl ock 1
77.138.111. 230 |France 147.237.72. 166 |aka. i df . i | m“;;‘;’_ riid?ﬂ ;\kn;jh:/dsaﬁr/]:/io;v\paysl i p. aspx B ock 1
66. 249. 66. 24 | srael 147.237.77.74 |lawidf.il Unhaut hori zed URL Access to 147.237.77. 74/ robots. t xt B ock 1
192.115.248.2 |lIsrael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237. 77. 233/ 1247-he/ at al . aspx B ock 1
79.178.178.118 [Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237. 76. 42/ styl e/ shared/ reset . css B ock 1
2.53.170. 196 | srael 147.237.77.216|dover. i df . il Untraceabl e SSL Sessi ons: Qpen Mvde None 1
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