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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
46. 19. 86. 76 | srael 147.237.77. 216 dover.idf.il network flood | Pv4 TCP- FI N ACK drop 34

2.53. 37. 167 | srael 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 8

120. 132. 50. 135 Chi na 147.237.0. 19 nadi matal .idf.il|bl ock-sp-trafl forward 1

199. 203. 179. 99 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
212.143. 40. 198 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1

46.19. 86. 238 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnat ure Devi ce Action |Oount

162. 210. 196. 100 Lhited Sates 147.237.77. 216 dover.idf.il C1000074: HTTP. naj estic bot Per nit 4
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
80.246. 130. 35  [147.237. 77. 233 |l srael aal.idf.il ;gﬁt It_zrcie anount of TGP ZeroWndow - Possibl e Niller2 8
45.79.111.169 |147.237.0.34 |lhited Sates |[tikshuv.idf.il WEB- M SC Chunked- Encodi ng transfer attenpt 2
185. 32. 179. 159 [147.237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
212.116.72.226 |[147.237.76.39 |Sweden nobi le.nei tav.idf.il |ET SCAN NVAP -f -sS 1
46. 19. 86. 178 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
176. 228. 178. 105(147. 237. 77. 216 |I srael dover.idf.il portscan: TQP D stributed Portscan 1
192. 116. 166. 242|147. 237. 77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1
37.26.148.210 |[147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
148. 251. 236. 237|147. 237. 0. 16  |Ger many ny- kosher-kravi .idf .il Flit ﬁ\la]Beg‘?;\a/‘:qO;?] | ?gztjlalolny fast Termnal Server Traffic, 1
185. 110. 132. 201|147. 237. 77. 178 |Wkrai ne e. mat pash. i df . i ET SCAN Potential SSH Scan 1
31.168.135.94 |[147.237.72. 166 |l srael akaidf.il portscan: TCQP D stributed Portscan 1
109. 253. 212. 97 [147.237. 77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1
5.102.242. 161 |147.237.77.216 |l srael dover . idf.il portscan: TCQP D stributed Portscan 1
185. 110. 132. 201|147. 237. 76. 198 |kr ai ne e.yohal an.idf.il ET SCAN Potential SSH Scan 1
84. 95. 208. 20 147.237.72. 166 I srael aka.idf.il portscan: TGP D stributed Portscan 1
185. 110. 132. 201(147. 237. 76. 42 |lkrai ne refuah.idf.il ET SCAN Potential SSH Scan 1
81.218.170.55 |[147.237.77.216 |l srael dover.idf.il portscan: TCQP D stributed Portscan 1
185. 110. 132. 201(147. 237.8.27  |krai ne e.madi matal .idf.il ET SCAN Potential SSH Scan 1
80. 179. 184. 165 |[147.237.77. 216 |l srael dover . idf.il portscan: TP D stributed Portscan 1
217.132.159. 81 |147.237.72. 166 |l srael akaidf.il portscan: TCQP D stributed Portscan 1
185. 110. 132. 201(147. 237.0.15 |krai ne kosher-kravi .idf .il ET SCAN Potential SSH Scan 1
66.249.76. 117 |147.237.72. 166 |Wited Sates [aka idf.il SEFNER APAO—E.Apache nod_ssl non-SSL connection to SS. port 1
deni al of service attenpt
213.8.115.122 |147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
185.77.91.109 |147.237.77.19 [Turkey | awforumidf.il ET SCAN NVAP -sS w ndow 1024 1
46. 19. 86. 231 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
212.116. 72.226 |147.237.76.39 |Sweden nobi le.reitav.idf.il [ET SCAN NVAP -sS w ndow 1024 1
185.27.106. 15 |147.237. 72. 166 |I srael aka.idf.il portscan: TGP D stributed Portscan 1
198.50. 164. 48  |147.237. 77. 216 |Canada dover.idf.il portscan: TCP D stributed Portscan 1
163.172. 238. 41 [147.237.8.28 Ei"i;;gom embileksid.il  |ET SCAN NVAP -sS wi ndow 1024 1
185. 110. 132. 201|147. 237. 77. 216 |krai ne dover . idf.il ET SCAN Potential SSH Scan 1
31.168.232. 168 |[147.237.77.216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
117. 158. 160. 211(147. 237. 77. 233 |Chi na atal.idf.il ET SCAN Potential SSH Scan 1
185. 110. 132. 201|147. 237. 76. 202 |kr ai ne e halag.idf.il ET SCAN Potential SSH Scan 1
31.154.81.15 147.237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
88. 149. 249. 226 |147.237.76.44 |italy e.refuah.idf.il Flit Scmé:\l aJBeg(?;'nogfl Brtﬂtuzugo: Zef ast i nbound Tel net Qonnecti ons, 1
2.55.10. 138 147, 237. 72. 166 |I srael aka.idf.il portscan: TCQP D stributed Portscan 1
185. 110. 132. 201(147. 237. 76. 197 |Lkr & ne e hinush.idf.il ET SCAN Potential SSH Scan 1
84.93. 84. 77 147.237.77. 74 E;Ir:;cci]om lawidf.il Tehila - Perl LW with fake user agent 1
185. 110. 132. 201|147. 237. 72. 156 |kr ai ne aman.idf.il ET SCAN Potential SSH Scan 1
185. 110. 132. 201{147. 237. 0. 200 |krai ne . i df . il ET SCAN Potential SSH Scan 1
79.183.17.146  |147.237.77. 216l srael dover . idf.il portscan: TCQP D stributed Portscan 1
213.57.183. 183 |[147.237.72. 166 |l srael akaidf.il portscan: TCP D stributed Portscan 1
185. 93 185. 10 |147. 237 76. 44 |Wraine o refuahidf il ET SGAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
62.219. 44. 10 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
212.116. 72.226 |147.237.76.39 |Sweden nobi le.rei tav.idf.il |ET SCAN NVAP -sS wi ndow 2048 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Signature Message Devi ce Action |Count
66. 249. 93. 111 Eur ope 147.237.77. 216 dover.idf.il drop SAMrul e drop 48
46. 19. 86. 201 | srael 147.237.77. 216 dover.idf.il dr op SAMrul e drop 30
62.0.212. 209 | srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 25
100. 92. 88. 231 147.237.77. 74 lawidf.il drop First packet isn't drop 18
199. 203. 179. 99 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 18
62. 0. 197. 69 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 14
66. 249. 93. 111 | srael 147.237.77. 216 dover.idf.il drop SAMrul e drop 14
193. 43. 246. 250 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 13
62. 0. 251. 201 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 12
213.8.204.28 | srael 147.237.72. 166 aka idf.il drop SAMrul e drop 12
62.0.197. 85 | srael 147.237.72. 166 aka.idf.il dr op Frst packet isn't drop 10
185. 89. 217. 226 Net her | ands 147.237.76. 31 nakchal .idf.il drop SAMrul e drop 8
212.179. 223.52 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 7
46.19. 85. 185 I srael 147.237.72.166 |aka.idf.il drop SAMrul e drop 6
46. 19. 86. 243 | srael 147.237.77. 233 atal.idf.il drop SAMrul e drop 6
37.26. 148. 199 | srael 147.237.72. 166 aka idf.il drop SAMrul e drop 6
122.57.7.118 New Zeal and 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 6
46. 19. 85. 180 | srael 147.237.77. 216 dover.idf.il drop SAMrul e drop 6
46. 19. 86. 151 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 5
212.143.142. 56 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 3
37.26. 148. 199 | srael 147.237.72. 156 anan. i df .l drop SAMrul e drop 3
176. 13. 241. 150 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 3
176. 13. 14. 241 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 3
46.19.85. 44 | srael 147.237.76. 42 refuah.idf.il drop First packet isn't drop 3
87.69. 37. 129 | srael 147.237.72. 156 anan. i df .l drop First packet isn't drop 2
77.126.53. 183 | srael 147.237.72. 166 aka.idf.il dr op Frst packet isn't drop 2
46. 19. 85. 185 | srael 147.237.77.216 dover.idf.il drop SAMrul e drop 2
212.29.223. 233 | srael 147.237.72. 166 aka idf.il drop First packet isn't drop 2
62.0.207.1 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 1
216.243.31. 2 Lhited Sates 147.237.76. 34 yohal an.i df .il drop drop 1
185. 89. 217. 226 Net her | ands 147.237.72. 156 anan. i df .l drop SAMrul e drop 1
176.13.7.113 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 1
176. 13. 241. 150 | srael 147.237.76. 31 nakchal .idf.il drop First packet isn't drop 1
176. 13. 14. 58 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 1
80. 178. 101. 40 | srael 147.237.0. 15 kosher-kravi .idf.il dr op Frst packet isn't drop 1
46. 43. 99. 252 Pal estinian Territory, Qrcupied 147.237.77. 176 nat pash. i df . i | drop First packet isn't drop 1
109. 253. 197. 32 | srael 147.237.72. 167 ishurimaka.idf.il drop First packet isn't drop 1
46.19.86.7 | srael 147.237.72. 156 anan.idf.il dr op Frst packet isn't drop 1
80. 178. 204. 69 | srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 1
212.235.34.5 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 1
176. 13. 249. 227 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 1
176. 13. 229. 248 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 1
80. 179. 16. 170 | srael 147.237.72. 166 aka idf.il drop First packet isn't drop 1
185. 24. 207. 112 | srael 147.237.77.74 lawidf.il dr op Frst packet isn't drop 1
176.13.6. 134 | srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 1
176. 13. 232. 208 | srael 147.237.72. 167 ishurimaka.idf.il drop First packet isn't drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address [Site Sgnature Acti on ‘Count
2.53.52.172 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 90
84. 95. 208. 20 I srael 147.237.77.216|dover.i df . il Mul ti pl e Unaut hori zed URL Access from 84. 95. 208. 20 B ock 88
84. 95. 208. 20 I srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock 62
46. 19. 85. 150 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 30
219. 130. 233. 43 |China 147.237.72. 166 |aka. i df . i | Ml tiple Uhauthorized URL Access from 219. 130. 233. 43 B ock 17
46.19. 85. 84 I srael 147.237.72. 156 [aman. i df . i | Distributed Suspicious Response Code B ock 12
84. 95. 208. 20 | srael 147.237.77.216|dover. i df . il PHP Att enpt Bl ock 7
2.53.7.229 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 6
82.80.198.164 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method CPTIONS for aka.idf.il/ B ock 6
93.172.200.28 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 6
85. 64. 146. 247  |Israel 147.237.76.31 |nakchal .idf.il D stributed Unaut hori zed HTTP Met hod B ock 6
219. 130. 233. 43 [China 147.237.72. 166 [aka. i df . i | Ostributed PHP At tenpt B ock 6
84. 95. 208. 20 | srael 147.237.77.233|atal .idf.il Mil tipl e Uhaut horized URL Access from 84. 95. 208. 20 B ock 5
176. 13. 241. 143 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
46.19. 86. 231 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
80. 179. 255. 6 I 'srael 147.237.76.31 |nakchal .idf.il Unaut hor i zed HTTP Met hod Bl ock 3
2.53.14. 130 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
82.80.198.164 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/sip storage/files/ 4/ B ock 3
46. 19. 86. 27 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode B ock 3
2.55.41.175 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
77.125.28.211 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
46. 19. 86. 27 I srael 147.237.77. 216 |dover.i df . il D stributed Unaut hori zed URL Access on wawidf.il/error. htm Bl ock 3
109. 253. 130. 225|1 sr ael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il PHP Att enpt B ock 3
66.249.93. 107 |[lIsrael 147.237.77. 216 |dover.i df . il D stributed Unaut horized URL Access on wawidf.il/error. htm Bl ock 3
80. 246. 136. 145 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
31.154.19.5 I srael 147.237.77.216|dover.idf .l Ml tipl e Unaut horized URL Access from31.154.19.5 B ock 2
37.26.146.196 |lsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode B ock 2
62.219. 139. 8 I srael 147.237.77. 216 |dover.i df . il Dstributed Waut hori zed URL Access on waw i df.il/error.htm B ock 2
176.13. 1. 45 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
85. 64. 146. 247 |l srael 147.237.76.31 |nakchal .idf.il Uhaut hori zed LRL Access to waw nakhal .idf.il/sip_storage/files/2/ |B ock 2
37.26.146.243 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
77.138.140.102 |France 147.237.72. 156 [aman. i df . i | Lhaut hori zed URL Access to ww anan. idf.il/favicon.ico B ock 1
45.79.111.169 |Lhited Sates |147.237.0.34 |tikshuv.idf.il Mil tiple Malformed URL from45.79. 111. 169 B ock 1
31.168.16.234 |Israel 147.237.77. 216 |dover.i df . il Dstributed Waut hori zed URL Access on waw i df.il/error.htm B ock 1
85.130.216.49 [Israel 147.237.72. 156 [aman. i df . i | D stributed Suspici ous Response Code B ock 1
66.249.76.74  [Israel 147. 237.72. 156 |anan. i df . i | mu;?:;.iizdiéiﬁapﬁfsz;pf; (e associ at i on Bl ock 1
2.53.136.167  [Israel 147.237.76.42 |refuah.idf.il o rzist;etfg_ gf‘%g%r_ihzsdr ?Jaﬁc‘;ispi on Bl ock 1
45.79.111.169 [lWhited Sates [147.237.72.167|i shurimaka.idf.il Mil tiple Malforned HTTP Header Line from45.79. 111. 169 Bl ock 1
212.199. 224. 24 |Israel 147.237.77.74 |lawidf .il Ml tiple Uhauthorized URL Access from 212. 199. 224. 24 B ock 1
80. 179. 255. 6 I srael 147.237.76.31 |nakchal .idf.il Ml tipl e Unaut horized URL Access from 80. 179. 255. 6 B ock 1
37.46.35.61 I srael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Qxde Character in URL Bl ock 1
148.251.2.180 |Ger many 147.237.72. 166 |aka. i df . i | m“;kr:ir:;ﬁc: /'t\)l‘::)thr?;s?gljiljrz:l?j:af it mp B ock 1
74.91. 23. 166 Wited Sates |147.237.72.167|i shurimaka.idf.il Unaut hori zed URL Access to 147.237.72. 167/ B ock 1
66.249.64.144 I srael 147.237.777. 226 V\:A:W chamatz.aka 1 d mmmx?vué:\];a;tzzéikﬁd?icrjftser:& at es/ gener al / gener al . aspx Bt ock 1
5.29.101. 211 I srael 147.237.77.216|dover.idf.il D stributed Unaut hori zed LRL Access on waidf.il/error.htm B ock 1
84.229.14.112 |israel 147.237.72. 166 |aka. i df . i | mn;glz;” fﬂeégrn/;\!hﬁiimﬁz;& None 1
219.130. 233.43 |hina 147.237.72. 166 |aka. i df . i | m“;g_rii dzf‘_e?l'lwn;ihg/dhm;;“_aspx B ock 1
77.138.251. 117 |France 147.237.72. 166 |aka. i df . i | m”;kgorljeﬂ /'\f;j?:;‘iacpﬁi kf|(;r1 i s B ock 1
45.79.111.169 |wnited Sates [147.237.0.34 |tikshuv.idf.il Mil tipl e Unknown HTTP Request Method from 45.79. 111. 169 B ock 1
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