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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country

|Target Address | site |Signature  |Device Action  |Count |
134. 147. 203. 115 Ger nany 147.237. 76. 148 gocenter. aka.idf.il B ack Li st drop 2
117.139. 248. 35 Chi na 147.237.76. 177 ncore.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount

213.203. 204. 143 Ger many 147.237.77. 74 lawidf.il |5670: HITP. SQ Injection (SELECT) B ock 6
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature

213. 203. 204. 143|147. 237. 77. 74 |Ger nany lawidf.il QA Injection - Select From 8
91.201.236.50 [147.237.76. 202 |Urai ne e.halag.idf.il ET SCAN NVAP -sS w ndow 1024 1
2.53.1.253 147.237. 72. 166 |I srael akaidf.il portscan: TCP DO stributed Portscan 1
219.87.191.219 [147.237.0.17 |[Taiwan mny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
74.197.172. 2 147.237.0.34 |[Uiited Sates  [tikshuv.idf.il ET SCAN Behavi oral Lhusual 1y fast inbound Tel net 1

onnections, Potential Scan or Brute Force
88.249.106.23 |147.237.76.39 |[Turkey nobi | e. nei tav.idf.il ET SCAN NVAP -sS w ndow 1024 1
212.150. 214. 130|147. 237. 72. 166 || srael aka idf.il portscan: TCP O stributed Portscan 1
64.137.171.55 |147.237.0.16 |Canada ny-kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
87.68. 9. 194 147. 237. 76. 201 I srael e.atal.idf.il GPL SCAN super scan echo 1
163. 172. 238. 37 |147.237.72. 217 |Uhi ted Ki ngdom|e.idf.il ET SCAN NVAP -sS wi ndow 1024 1
46.210. 157. 85  [147.237.77. 216 |l srael dover . idf.il portscan: TCP D stributed Portscan 1
87.68.9.194 147. 237. 76. 198 | srael e.yohal an.idf .il @GPL SCAN super scan echo 1
46.120.122. 219 |147.237.77. 176 (I srael nat pash. i df .i | Xenu Link Seuth User Agent 1
163. 172. 169. 150|147. 237. 76. 177 |Uni ted Ki ngdom|ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
87.68. 9. 194 147. 237. 76. 196 |1 srael e.svivaidf.il GPL SCAN super scan echo 1
46. 19. 86. 59 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
141, 226. 217. 113|147. 237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
87.68.9. 194 147.237. 76. 148 |1 srael ggcenter . aka. i df . i | @GPL SCAN super scan echo 1
45.116.232.54 |147.237.77. 216 |Paki stan dover.idf.il Xenu Link Seuth User Agent 1
132. 67.112. 226 |147.237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
84.109. 90. 88 147.237. 77. 216 |I srael dover. i df.il portscan: TCP O stributed Portscan 1
23.91.75.231 147.237.76. 148 |Wnited Sates  |ggcenter.aka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
109. 253. 128. 216|147. 237. 77. 216 |I srael dover . idf.il portscan: TCP D stributed Portscan 1
84. 95. 208. 20 147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
219.87.191. 219 |147.237. 76. 200 |Tai wan eitan. aka.idf.il ET SCAN Potential SSH Scan 1
94.102.52. 71 147.237. 72. 217 |Net her | ands eidf.il ET SCAN NVAP -sS w ndow 1024 1
2.55.62. 22 147.237. 77. 216 |I srael dover. i df.il portscan: TCP O stributed Portscan 1
77.125.65.180 [147.237.77. 216l srael dover.idf.il portscan: TCP O stributed Portscan 1
219.87.191. 219 [147.237.0.33 |Taiwan idf.il ET SCAN Potential SSH Scan 1
89.138. 188.43  [147.237.77. 216 |l srael dover. i df.il portscan: TCP O stributed Portscan 1
66.249.81.215 |147.237.77.216 ?;Z:;:I”ion dover . idf.il portscan: TCP DO stri buted Portscan 1
87.68.9. 194 147.237. 76. 202 |l srael e halag.idf.il GPL SCAN super scan echo 1
198. 20. 69. 74 147.237.77. 234 |lhited Sates  |halag.idf.il ET DRCP Dshi el d B ock Listed Source 1
46.227.67.172 |147.237.76.38 [Sweden e.e.neitav.idf.il ET SCAN NVAP -sS wi ndow 1024 1
87.68.9.194 147. 237. 76. 200 |1 sr ael eitan aka.idf.il GPL SCAN superscan echo 1
163. 172. 169. 150|147. 237. 76. 196 |Uhi t ed Ki ngdom|e. sviva.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
46.120. 145. 67  [147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
87.68.9.194 147.237. 76. 197 |I sr ael e. hi nush. i df .i GPL SCAN superscan echo 1
46.116. 188. 207 |147.237.72. 166 |l srael aka. idf.il portscan: TCP O stributed Portscan 1
163. 172. 169. 150|147. 237. 76. 147 |Uni ted Ki ngdom|chi nuch. aka.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
87.68.9.194 147.237.76. 176 || sr ael test.ncore.idf.il GPL SCAN superscan echo 1
46. 19. 85. 192 147.237.77. 216 (I srael dover.idf.il portscan: TCP O stributed Portscan 1
141, 226.161. 35 |147.237.77.216|Israel dover.idf.il portscan: TCP O stributed Portscan 1
84.229.51.128 |[147.237.77. 216l srael dover.idf.il portscan: TCP DO stributed Portscan 1
31.154. 49. 17 147.237.77. 216 (I srael dover.idf.il portscan: TCP O stributed Portscan 1
118.43.165. 174 [147. 237.72. 166 ok‘f’rea REPUDIIC e il i1 portscan: TCP Distributed Portscan 1
84.109.24.76  |147.237.77.216|Israel dover.idf.il portscan: TCP DO stri buted Portscan 1
104. 167. 6. 84 147.237.77.216|Wited Sates  |dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
23.91.75. 231 147.237.76. 148 |lhited Sates  |gocenter.aka. idf.il ET SDAN Behavi or al U1usufal |y fast Ternmnal Server Traffic, 1
Potential Scan or Infection
79.177.244. 135 |147.237.72.166 | srael aka. idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

Attacker Address ‘Attacker Gountry Target Address Ste \Signature |Message Devi ce Action |Count |
195. 160. 242. 40 |l srael 147.237.77.216 |dover.idf.il drop First packet isn't SN drop 21
46. 19. 85. 185 | srael 147.237.72.166 |aka.idf.il drop SAMrul e drop 20
212.235.98.139 |lsrael 147.237.72.166 |aka.idf.il drop First packet isn't SYN drop 12
66. 249. 93. 111 Eur ope 147.237.77.216 |dover.idf.il drop drop 9
46.19. 85. 192 I srael 147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 7
193. 43. 246. 250 |lsrael 147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 7
37.26. 147. 167 I srael 147.237.72.166 |aka.idf.il drop SAMrul e drop 6
62.0.204. 92 | srael 147.237.72.166 |aka.idf.il dr op Frst packet isn't SN drop 5
109. 226.21. 21 | srael 147.237.76.42 |refuah.idf.il drop First packet isn't SYN drop 5
109. 253. 241. 153 |l srael 147.237.77.216 |dover.idf.il drop First packet isn't SN drop 5
212.143.142.56 |lsrael 147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 4
66.249. 93. 111 Eur ope 147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 4
46. 19. 86. 172 I srael 147.237.77.216 |dover.idf.il drop First packet isn't SN drop 4
66.249. 93. 111 Eur ope 147.237.77.216 |dover.idf.il drop SAMrul e drop 4
212.117.136. 6 | srael 147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 4
66. 249. 93. 111 I srael 147.237.77.216 |dover.idf.il drop SAMrul e drop 3
46.19.86.3 I srael 147.237.72.166 |aka idf.il drop SAMrul e drop 3
37.26. 148. 199 | srael 147.237.72. 156 |anan.idf.il drop SAMrul e drop 3
109. 226. 40. 40 I srael 147.237.77.216 |dover.idf.il drop First packet isn't SN drop 3
77.138. 253. 56 France 147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 3
212.116.163.73 |[lsrael 147.237.72.166 |aka.idf.il drop First packet isn't SYN drop 3
80.179. 167. 118 [l srael 147.237.77.216 |dover.idf.il drop First packet isn't SN drop 3
176.13.0.74 | srael 147.237.72.156 |anan.idf.il dr op Frst packet isn't SN drop 2
89. 237.106. 252 |Fance 147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 2
77.127.54. 141 I srael 147.237.77.216 |dover.idf.il drop First packet isn't SN drop 2
82.80.178. 14 | srael 147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 2
139. 162. 216. 112 |lhited Sates 147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 2
84. 95. 208. 20 I srael 147.237.77.216 |dover.idf.il drop First packet isn't SN drop 2
46.60. 7. 152 Pal estinian Territory, Qccupied |147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 2
149. 255.202.30 |lrag 147.237.77.176 |matpash.idf.il drop First packet isn't SYN drop 2
84.109.241. 161 |lsrael 147.237.77.216 |dover.idf.il drop First packet isn't SN drop 2
66. 249. 93. 111 I srael 147.237.77.216 |dover.idf.il dr op First packet isn't SN drop 2
46. 19. 85. 185 I srael 147.237.77.216 |dover.idf.il drop SAMrul e drop 2
109. 253. 158. 113 |l srael 147.237.72.166 |aka.idf.il drop First packet isn't SN drop 2
109. 253. 208. 5 I srael 147.237.72. 166 |aka.idf.il drop First packet isn't SN drop 1
81.218.106. 146 |[lsrael 147.237.77.216 |dover.idf.il drop SAMrul e drop 1
212.179.20. 4 I srael 147.237.77.216 |dover.idf.il drop First packet isn't SN drop 1
176. 13.236. 139 |l srael 147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 1
212.179.90.106 |[lsrael 147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 1
176.13.245.196 |lsrael 147.237.72.166 |aka.idf.il drop Frst packet isn't SN drop 1
178.162. 211. 222 |CGer nany 147.237.0. 35 akaws. i df .il dr op drop 1
109. 253. 139. 231 |l srael 147.237.77. 243 |nobile.idf.il drop First packet isn't SYN drop 1
79.179. 62. 179 I srael 147.237.77.216 |dover.idf.il drop Frst packet isn't SN drop 1
217.132.115. 135 |lsrael 147.237.72. 167 |ishurimaka.idf.il|dr op Mrtual defragnentation error: Tineout drop 1
185. 77. 91. 109 Tur key 147.237.0.200 |rdu.idf.il drop drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
46. 19. 85. 31 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 58
93.172.200.28 |[Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 48
176. 13. 232. 223 |Israel 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code B ock 29
80.246.139.49 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 25
185. 32.179. 133 |l srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 18
87.69.195.235 |[Israel 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code B ock 14
165.225.72.76  |Ger many 147.237.72. 166 |aka. i df . i | mu;;:rii dzf‘.e?l mh:/dsaiﬁ/{/io;v\paysl b, asp B ock 9
37.26.147.139 [Israel 147.237.0.19 [madimatal .idf.il O stributed Suspicious Response Code B ock 9
147.236. 238. 20 |lIsrael 147.237.72. 166 |aka. i df . i | Lhaut hori zed Method CPTIONS for waw aka.idf.il/ B ock 7
37.26.146.147 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 6
84. 95. 208. 20 I srael 147.237.77. 216 |dover.idf .i | PHP At t enpt B ock 5
84. 95. 208. 20 I 'srael 147.237.77. 226 \f’W\:AI' chamat z. aka. i d Mil tipl e Unaut horized URL Access from 84.95.208. 20 Bl ock 5
84. 95. 208. 20 I srael 147. 237.77. 226 \f’wﬁl chamat z. aka. i d PHP At t enpt B ock 5
2.53.168. 171 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode B ock

84. 95. 208. 20 I srael 147.237.77.216|dover. i df .i | Mil ti pl e Unaut hori zed URL Access from 84. 95. 208. 20 B ock 5
84. 95. 208. 20 I srael 147.237.76.200(ei tan. aka. i df . il Ml tipl e Unauthorized URL Access from 84. 95, 208. 20 B ock 4
84.109. 241. 161 I srael 147.237.0.19 |nadimatal .idf.il Poranet o1 Tvpe M 7'1"135;8‘?”@1@?0;?”;58;“ acetbl der It Entrance in gy ooy 4
80. 246. 138. 156 |l srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 3
109. 253. 130. 98 |l srael 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code B ock 3
37.26.147.219 |lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
77.139.137.58 |France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod PCST for www aka. idf.il/ml uin B ock 3
147. 236. 238. 20 |l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/sip storagel/files/4/ B ock 3
109. 253. 196. 228l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 3
46. 19. 86. 90 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 3
46.19. 85. 81 I srael 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code B ock 3
46. 19. 86. 254 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
176.13. 4. 215 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 3
193.34.56.101 |Israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 3
66. 249. 76. 83 | srael 147.237.77.216|dover. i df .i | Mil tiple Unaut hori zed URL Access from 66. 249. 76. 83 B ock 2
85. 65. 165.192 |l srael 147.237.72. 156 |anan. i df . i | D stributed Suspici ous Response Qode B ock 2
84. 95. 208. 20 I srael 147.237.72. 166 [aka. i df . i | PHP At t enpt B ock 2
2.53.13.230 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
46.19.85.76 | srael 147.237.77. 243 |nobi l e. i df . i | ﬁ;”lt : cl’r(;fsz' , t';egpgrcyiim O e/ 1 st chi | cdocument s/ 1541 B ock 2
37.26.149.210 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 2
79.179.210.180 I srael 147.237.0.19 |nadimatal .idf.il Par anet 7 Type ¥ 7&3;;??&29?2?3’2;? Fl acetbl der 1Stxt LastNane 10 gy ooy 2
37.26.146.219 |[Israel 147.237.72. 156 [anan. i df . i | O stributed Suspicious Response Code B ock 2
68.104.80.33  |[Lnited Sates [147.237.72. 166 |aka. i df .i| mu;:;rii jfe.di I'\f;;i";‘/j spnﬁn; o maspe B ock 2
109. 253. 216. 62 |l srael 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code B ock 2
84. 95. 208. 20 I srael 147.237.77. 176 |nat pash. i df . i | Mil tipl e Unaut hori zed URL Access from 84. 95, 208. 20 B ock 2
37.26.147.150 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 2
77.139.11.136 |France 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod PCST for wau aka. i df . i/ mai n/ sachar B ock 2
2.53.168. 171 I srael 147.237.0.19 |nadimatal .idf.il SSL Wntraceabl e Gonnection - pen Mde None 1
176. 13. 238. 220 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
46.19. 85. 195 I srael 147.237.77. 216 |dover.idf .i | D stributed Unknown HTTP Request Met hod B ock 1
213.151.52. 153 [Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unauthorized URL Access from 213.151. 52. 153 B ock 1
193.34.57.101 |Israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL Bl ock 1
109. 64. 25. 41 I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/reset.css  [B ock 1
66. 249. 64. 45 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i | Uhaut hori zed URL Access to ww chi nuch. aka. i df .i|/404. htm B ock 1
212.179.21.194 |israel 147. 237.72. 166 |aka. i df . i | \/Lwh;znzkm; Er,?ﬁ"fﬁ nf;;gﬁ;‘%;gﬁ%gﬂgfwhsacmr $ctl60.y in None 1
176. 13. 250. 197 | srael 147.237.76.42 |refuah. i df il Ot ated Lot hori zed of v e Bock |1
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