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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site

|Signature

|Device Action |Count]|

37.142. 183. 36 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 7
134. 147. 203. 115 Ger many 147.237.76. 176 test.ncore.idf.il |Back List drop 2
62.219. 193. 206 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2
185.94.111.1 Russi an Federation 147, 237.76. 196 e.sviva.idf.il B ack List drop 1
91. 230. 107. 174 Russi an Federation 147.237.76. 201 e atal.idf.il B ack List drop 1
212. 235. 98. 139 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
185.94.111. 1 Russi an Federation 147.237.76. 148 ggcenter. aka. i df.il|B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Gountry Target Address |Site |S gnat ure Devi ce Action |Oount

163.172.29.9 Lhited Ki ngdom 147.237.77. 216 dover.idf.il |[24910: HTTP. Python urllib User-Agent Header B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
89.139. 175. 165 |147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
212.224.109. 175(147. 237. 77. 176 |Ger many nat pash. i df . i | ET SCAN Potential SSH Scan 1
85.250. 137. 70  [147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
185.32.179. 74  [147.237.72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
79.183.74.182 |147.237.72. 166 |l srael aka.idf.il portscan: TP Distributed Portscan 1
139. 162. 13. 205 [147.237.76.86 |9 ngapore navy. i df .il SER\/ER APAO_E_ Apache mod_ssl non- S8 connection to SSL port 1
deni al of service attenpt
79.179. 8. 203 147.237.77. 216 |I srael dover.idf.il portscan: TCP Distributed Portscan 1
128.127.0. 45 147.237.76.198[Italy e.yoha an.idf.il |ET SCAN NVAP -sS wi ndow 2048 1
46. 19. 86. 53 147.237. 72. 167 |I srael ishurimaka.idf.il|ET SCAN NVAP -sA (2) 1
115. 64. 47.199  |147.237.72.166 |Austraia aka idf.il portscan: TCP Distributed Portscan 1
31.154. 4. 36 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
109. 67. 28. 120  [147.237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
5.29. 244. 55 147.237.77. 216 |I srael dover.idf.il portscan: TCP Distributed Portscan 1
104.232.98.38 [147.237.76.44 |wited Sates [e.refuah.idf.il |[ET SCAN NVAP -f -sS 1
2.53.170. 171 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
93. 168. 20. 83 147.237.77.216 |Sudi Arabia  |dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
213.57.62.179  |147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
87. 69. 246. 67 147.237. 72. 166 I srael aka. idf.il portscan: TCP D stributed Portscan 1
185.77.91.109 |147.237.8.28 [Turkey e.nobi l e-ks.idf.il|ET SCAN NVAP -sS w ndow 1024 1
84.108.130.28 [147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
147. 236. 232. 254|147, 237. 77. 216 |I srael dover.idf.il portscan: TCP O stri buted Portscan 1
79.181. 149. 244 |147.237.77. 216 |l srael dover.idf.il portscan: TCP Distributed Portscan 1
139.162. 13. 205 [147.237.8.45 |Singapore eetanicil |0V APACHE Apache med_ssl non-SSL. connection to SS. port 1
deni al of service attenpt
62. 90. 88. 104 147.237.77. 216 (I srael dover.idf.il portscan: TCP D stributed Portscan 1
128.127.0. 45 147.237.76.198[Italy e.yohalan.idf.il |[ET SCAN NVAP -f -sS 1
46. 19. 85. 94 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
109. 253. 139. 41 [147. 237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
23.91.75.231 147.237.77.178 |Whited Sates |e.matpash.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
104.232.98.38 [147.237.76.44 |Wited Sates [e.refuah.idf.il [ET SCAN NVAP -sS wi ndow 2048 1
2.55.50. 176 147.237.77. 216 (I srael dover.idf.il portscan: TCP D stributed Portscan 1
104. 128. 144. 131(147. 237.8.28  |Canada e.nobi | e-ks.idf.il|ET SCAN NVAP -sS wi ndow 4096 1
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|Top Attackers In FW |

Attacker Address |Attacker Gountry Target Address |Sig nature Message Devi ce Action |Count
66. 249. 93. 111 Eur ope 147.237.77. 216 dover.idf.il dr op SAMrul e drop 51
185. 3. 146. 235 | srael 147.237.0. 34 tikshuv.idf.il dr op Frst packet isn't drop 20
212.235.98. 139 | srael 147.237.77.216 dover.idf.il dr op First packet isn't drop 19
46.19.86.3 | srael 147.237.72. 166 aka.idf.il dr op SAMrul e drop 18
46.117.217. 28 | srael 147.237.72. 166 aka.idf.il dr op SAMrul e drop 13
46. 19. 86. 243 | srael 147.237.77.233 atal .idf.il dr op SAMrul e drop 8
109. 253. 205. 54 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 7
193. 43. 246. 250 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 6
46. 19. 85. 239 | srael 147.237.72. 166 aka.idf.il dr op SAMrul e drop 6
66. 249. 93. 111 | srael 147.237.77.216 dover.idf.il dr op SAMrul e drop 5
176. 13. 230. 91 | srael 147.237. 72. 156 anan.idf.il dr op First packet isn't drop 4
46. 19. 86. 255 | srael 147. 237.76. 42 refuah.idf.il dr op First packet isn't drop 4
46. 19. 86. 56 | srael 147.237.0.19 nadi matal .idf.il dr op SAMrul e drop 4
46. 19. 86. 243 | srael 147.237.76. 31 nakchal .idf.il dr op SAMrule drop 4
185. 89. 217. 226 Net her | ands 147.237.72. 166 aka.idf.il dr op SAMrul e drop 4
46. 19. 85. 185 | srael 147.237.72. 166 aka.idf.il dr op SAMrul e drop 3
212.143. 142. 56 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 3
46. 19. 86. 201 | srael 147.237. 72. 156 anan. i df.il dr op SAMrul e drop 3
46.19.85.0 | srael 147.237.76. 86 navy.idf.il dr op First packet isn't drop 3
46. 19. 86. 56 | srael 147.237.77. 216 dover.idf.il dr op SAMrul e drop 2
84.110. 179. 93 | srael 147.237.77.216 dover.idf.il dr op First packet isn't drop 2
112.215.151.191 | ndonesi a 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
46.19. 86. 178 | srael 147.237.76. 42 refuah.idf.il dr op First packet isn't drop 2
185. 3. 146. 235 | srael 147.237.77.216 dover.idf.il dr op First packet isn't drop 2
176. 13. 18. 235 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 2
46. 19. 86. 203 | srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 2
216. 218. 206. 104 Lhited Sates 147.237.0. 35 akaws. i df.il dr op drop 1
100. 92. 65. 34 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
176. 13. 11. 247 | srael 147.237.72. 167 ishurimaka.idf.il dr op Frst packet isn't drop 1
109. 253. 130. 115 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
82.80.41.70 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
185. 89. 217. 226 Net her | ands 147.237. 72. 156 anan.idf.il dr op SAMrul e drop 1
109. 253. 193. 223 | srael 147.237. 72. 167 ishurimaka.idf.il dr op First packet isn't drop 1
62.219. 77. 120 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
216. 218. 206. 82 Lhited Sates 147.237.76. 34 yohal an.idf .il dr op drop 1
176. 13. 228. 144 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
82. 80. 64. 30 | srael 147.237.0. 34 tikshuv.idf.il dr op First packet isn't drop 1
46.19. 85. 123 | srael 147.237.77. 216 dover.idf.il dr op SAMrul e drop 1
66. 249. 69. 2 | srael 147.237.0. 33 idf.il dr op drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46. 19. 86. 159 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 242
46. 19. 85. 27 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response Qode B ock 210
37.26.149.186 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 93
176. 13. 232. 223 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 70
46.19. 86. 17 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response Qode B ock 68
84.109. 241. 161 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 38
176.13.1.45 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 26
93.172.200.28 |[Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response Qode B ock 10
- . . Paraneter Type M ol ation ctl 00$Cont ent A acetbl der 1$t xt Entrance in
84.109. 241. 161 |l srael 147.237.0.19 [nadimatal .idf.il madi matal i df i |/ nobi| e/ 1083- he/ mer et . aspx B ock 8
46.19. 85. 45 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock
46. 19. 85. 209 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Code B ock
www. chanat z. aka. i d _ :
84. 95. 208. 20 | srael 147.237.77. 226 £l Mil tipl e Unaut hori zed URL Access from 84. 95. 208. 20 B ock 5
80.246.137.77 |Israel 147.237.77.243|nobi | e.i df . i | Mil ti pl e Unaut hori zed URL Access from 80.246. 137. 77 B ock 4
84. 95. 208. 20 I srael 147.237.77.234|hal ag. i df . i | Mil tiple Unaut hori zed URL Access from 84.95. 208. 20 Bl ock 4
87.69.195.235 |lsrael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 3
185.27.106.89 |lIsrael 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response Qode B ock 3
. . Unaut hori zed Met hod PCST for
77.138.73.241  |Fance 147.237.72. 166 |aka. i df . i | v aka. i df . i | / mai n/ sachar / vi ewpaysl i p. aspx B ock 3
212.179.21.194 |lIsrael 147.237.0.19 |madimatal .idf.il Mil tipl e Uhaut hori zed URL Access from212.179.21. 194 B ock
84. 95. 208. 20 I srael 147.237.76.86 |navy.idf.il Ml tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock
www. chanat z. aka. i d
84. 95. 208. 20 | srael 147.237.77. 226 £l PHP Att enpt B ock 2
46. 19. 85. 149 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Qode B ock 2
109. 253. 158. 113]I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
212.199. 118.19 |Israel 147.237.77.216|dover. i df . il Mil tipl e Waut hori zed URL Access from212.199. 118. 19 B ock 2
80.246.133.31 |[Israel 147.237.77. 216 |dover.i df . il Ostributed Waut hori zed URL Access on wwidf.il/error. htm B ock 2
84. 95. 208. 20 I srael 147.237.0.34 |tikshuv.idf.il Ml tipl e Unauthorized URL Access from 84. 95. 208. 20 B ock 2
84. 95. 208. 20 | srael 147.237.77.233|atal .idf.il Mil tipl e Unaut hori zed URL Access from 84. 95. 208. 20 B ock 2
2.53.26. 11 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Qode B ock 2
84. 95. 208. 20 I srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unauthorized URL Access from 84. 95. 208. 20 B ock 2
84.109. 241. 161 |1 srael 147. 237. 0. 19 madimatal idf.il I%r_aneter Type \_Aol ation ctl00$Cont ent A acetbl der 1$t xt Entrance in B ock 2
nadi matal .idf.il/1088-he/ neret z. aspx
. - . Unaut hori zed URL Access to
80.246.137.77 |Israel 147.237.77.243|nobi | e.i df . i | nobi | e, i o i 1/ cat egoryt enpl at es/ | st chi | ddocunent s/ 1432 B ock 2
109. 67. 128. 237 |Israel 147.237.72. 156 |anan. i df . i | Suspi ci ous Response Code B ock
84. 95. 208. 20 I srael 147.237.72. 166 |aka. i df . i | PHP At t enpt B ock
- . . Paraneter Type M ol ation ctl 00$Cont ent P acetbl der 1$t xt Last Nane i n
79.179. 210. 180 |l srael 147.237.0.19 |[madimatal .idf.il madi matal i df i |/1088- hel ner et z. aspx B ock 2
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi.idf.il |Miltiple Wauthorized URL Access from 84.95.208. 20 B ock 2
- . - Unaut hori zed URL Access to
212.179.21.194 |[Israel 147.237.0.19 |nadimatal .idf.il naci matal i df.i 1/tenpl at es/ cat al o cat al g, aspx B ock 1
79.179.222. 163 |[lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: (pen Mde None 1
. P Unaut hori zed Met hod HEAD for
144. 76. 236. 183 |Ger many 147.237.72. 166 [aka. i df . i | v aka i o i |/ brot her s/ ski ra def aul t . asp Bl ock 1
66. 249. 76. 83 I srael 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to waw idf.il/atal 1/izkor/view ingtop.asp |B ock
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi.idf.il [PHP Attenpt B ock
. - Unaut hori zed URL Access to
66.249.76.46  Israel 147.237.72. 166 |aka. i df . i | aka. i df . i1/ cgi - bi v/ shi tur/ bookpagel00598/ i t ur fi ndpageexact . pl Bl ock !
84.108.77.234 |lsrael 147.237.76. 42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ ref uah. aspx  |B ock 1
84. 95. 208. 20 I srael 147.237.77. 216 |dover.i df . il Mil ti pl e Unaut horized URL Access from 84. 95. 208. 20 B ock 1
46.19. 85. 23 I srael 147.237.77. 216 |dover. i df . il Mal formed URL B ock 1
] . . Unaut hori zed URL Access to
157. 55. 39. 68 Lhited Sates (147.237.77.233|atal .idf.il atal i df i1/ shar ed user cont rol s/ header upper/ B ock 1
87.69.195.235 [Israel 147.237.0.19 |[nadimatal .idf.il SSL Untraceabl e Connection - Cpen Mde None 1
66.249.76.106 |[Israel 147.237.72. 166 [aka. i df . i | Unknown Paraneter catid in waw aka.idf.il/giyus/ganda/default.asp |None 1
wwwv, chanat z. aka. i d i
84.95.208.20 |l srael 147.237.77. 226 thaut hori zed UR. Access to . Bl ock 1
foil wan chanat z. aka. i df . i1/t enpl at es/ honepage/ di v.item
. . Paraneter Type M ol ation searchText in
194. 90. 25. 122 |l srael 147.237.77.233|atal .idf.il wwatal i i1/918 he/atal . aspx B ock 1
77.139.190. 189 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to waw aka. i df . i1/ mai n/ home/ gi yus B ock 1
132.72.138.1  [Israel 147.237.72.167|i shurimaka. i df .i1 | traceable Gmection - Frotocol violation None 1

(SSL_CONN CLI ENT HELLO)
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