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Attacker Address \Attacker Country Target Address Signature Device Action Count
123. 59. 59. 52 Chi na 147.237.76. 42 refuah.idf.il bl ock-sp-traf 1 forward 4
82.80.217.70 | srael 147.237.77. 74 lawidf.il B ack List drop 2
69. 64. 43. 122 Lhited Sates 147.237.76. 177 ncore.idf.il B ack List drop 1
185.94.111.1 Russi an Federation 147.237. 76. 86 navy.idf.il B ack List drop 1
80. 82. 65. 168 Net her | ands 147.237.76. 147 chinuch. aka.idf.il B ack List drop 1




09-04-2016-09:04:07 to 09-04-2016-10:04:07

|Top Attackers In IPS|
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gount ry |Ste |Signature \Count |
2.53.11.61 147.237.72.166 |Israel aka.idf.il portscan: TCP O stributed Portscan 1
222.186.58. 135 147.237.76. 86 Chi na navy.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
94. 102. 48. 195 147.237.0. 19 Net her | ands madi matal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
219. 87.191. 219 147.237.0. 34 Tai wan tikshuv.idf.il ET SCAN Potential SSH Scan 1
91. 224. 160. 106 147.237.76. 38 Net her | ands e.eneitav.idf.il ET SCAN Potential SSH Scan 1
217.132.126. 20 147.237.77.216  |Israel dover . idf il portscan: TCP DO stributed Portscan 1
91. 201. 236. 50 147.237.76.148 |Wkraine gacenter. aka.idf . il ET DRCP Sparhaus DRCP Listed Traffic | nbound 1
192.117.176.9 147.237.77.216 |Israel dover.idf.il portscan: TCP O stributed Portscan 1
82. 81.212. 188 147.237.72.166 |Israel aka.idf.il portscan: TCP DO stributed Portscan 1
163.172.169. 150 |147.237.77.61 Lhited Kingdom |e.cogat.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
80. 178. 143. 3 147.237.77.216 |Israel dover.idf.il portscan: TCP O stributed Portscan 1
109. 66. 113. 59 147.237.77.216  |Israel dover . idf il portscan: TCP DO stributed Portscan 1
50. 116. 123. 135 147.237.72.166 |lLnited Sates akaidf.il ET SCAN NMAP -sS wi ndow 1024 1
109. 65. 78. 129 147.237.77.216 |Israel dover.idf.il portscan: TCP O stributed Portscan 1
46. 120. 50. 53 147.237.77.216  |Israel dover . idf il portscan: TCP DO stributed Portscan 1
104. 197. 206. 193  |147.237.76.196 |Lnited Sates e.svivaidf.il ET SCAN NMAP -sS wi ndow 2048 1
37.26. 148. 165 147.237.77.216 |Israel dover.idf.il portscan: TCP O stributed Portscan 1
222.186. 58. 135 147.237.76.177 [China ncore.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
94. 102. 48. 195 147.237.0. 34 Net her | ands tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
219. 87.191. 219 147.237.76.176 |Tai wan test.ncore.idf.il ET SCAN Potential SSH Scan 1
91. 224. 160. 106 147.237.76. 44 Net her | ands e.refuah.idf.il ET SCAN Potential SSH Scan 1
219. 87.191. 219 147.237.0. 15 Tai wan kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
91. 224. 160. 106 147.237.76. 31 Net her | ands nakchal . i df . i1 ET SCAN Potential SSH Scan 1
194. 90. 129. 242 147.237.77.216  |Israel dover . idf il portscan: TCP DO stributed Portscan 1
89. 237. 118. 247 147.237.77.216 |France dover.idf.il portscan: TCP O stributed Portscan 1
192.117.12. 65 147.237.77.216 |Israel dover.idf.il portscan: TCP O stributed Portscan 1
81.218. 66. 211 147.237.77.216  |Israel dover . idf il portscan: TCP DO stributed Portscan 1
148. 251. 236. 237 |147.237.76.177 |Ger many ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
62. 90. 35. 162 147.237.76. 42 I srael refuah.idf.il ET SCAN NVAP -sA (2) 1
109. 66. 113. 59 147.237.72.166 |Israel aka.idf.il portscan: TCP DO stributed Portscan 1
46.227.67.172 147.237.0. 16 Sweden ny- kosher-kravi .idf.il ET SCAN NVAP -sS w ndow 1024 1
104.197.206. 193  [147.237.76.196 |Lhited Sates e.svivaidf.il ET SCAN NVAP -sS wi ndow 3072 1
37.46.35. 141 147.237.72.166 |Israel aka.idf.il portscan: TCP DO stributed Portscan 1
222.186. 58. 135 147.237.77. 74 Chi na lawidf.il ET SCAN Potential WNC Scan 5900- 5920 1
104.197.206. 193  [147.237.76.196 |Lhited Sates e.svivaidf.il ET SCAN NVAP -f -sS 1
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66.249.93. 111  |Europe 147.237.77. 216 |dover.idf.il drop SAMrul e drop 64
46.117.217.28 |lsrael 147.237.72. 166 |aka. i df .i| dr op SAMrul e drop 35
46. 19. 85. 89 | srael 147.237.72. 166 |aka. i df .i | dr op SAMrul e drop 22
141.0. 14. 145 Eur ope 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 16
46. 19. 86. 243 I srael 147.237.77.233 |atal .idf.il dr op SAMrul e drop 11
46. 19. 85. 239 | srael 147.237.77. 216 |dover.idf.il drop SAMrul e drop 10
46. 19. 86. 201 | srael 147.237.72. 156 |aman. i df il drop SAMrul e drop 9
66.249.93.111 |[lIsrael 147.237.77. 216 |dover.idf .il dr op SAMrul e drop 6
212. 143. 158. 183|l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
109. 253. 201. 73 |l srael 147.237. 72. 167 |i shuri maka.i df . il dr op Frst packet isn't SN drop 3
46. 19. 86. 205 I srael 147.237.76.42 |refuah.idf.il dr op SAMrul e drop 3
46. 244, 64. 25 ga:lcisgii:;a” Territory, 147. 237. 77. 176 |nat pash. i of . | drop First packet isn't SN drop 3
77.138.52. 97 France 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
46.19.86.205  |[israel 147. 237.77. 226 ;""""‘Cha”m'aka' Hdt-1 gy op SAMrule drop 3
46. 19. 86. 243 | srael 147.237.72. 166 |aka. i df .i| drop SAMrul e drop 3
100. 92. 168. 234 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
46.19.85. 31 | srael 147.237.76.42 |refuah.idf.il drop First packet isn't SN drop 2
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 2
46. 244. 64. 25 (F;ajcis;iigjja” Territory, 147.237.77. 216 |dover. i df .i | drop First packet isnt SWN drop 2
66.249. 93. 107  |Eur ope 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
212.143. 158. 183|lI srael 147.237.72. 167 |i shuri maka. i df .il dr op First packet isn't SN drop 2
184. 105. 247. 226|Lhited Sates 147.237.0.200 |ndu.idf.il drop drop 1
46. 19. 86. 203 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SN drop 1
176. 13. 226. 118 |l srael 147.237.72. 166 |aka.idf .il dr op First packet isn't SN drop 1
192.115.248.2 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 1
216. 218. 206. 84 |Whited Sates 147.237.0. 33 idf.il dr op drop 1
176. 13. 228. 246 |l srael 147.237.72. 166 |aka.idf .il dr op First packet isn't SN drop 1
109. 253. 130. 115 srael 147.237.72. 166 |aka.i df .i drop g;i;gfg;ed post SYN packet - RST or SN 1, op 1
176. 13. 10. 175 | srael 147.237.72. 166 |aka.idf .il dr op First packet isn't SN drop 1
216.218.206. 84 |lhited Sates 147.237.0.35 |akavs.idf.il dr op drop 1
176.13.237.88 |lsrael 147.237.72. 156 |anan.idf .il drop First packet isn't SN drop 1
109. 253. 156. 147|l srael 147.237.72. 166 |aka.i df .i drop First packet isn't SN drop 1
212.143. 158. 183|l srael 147.237.72. 166 |aka.idf .il drop First packet isn't SN drop 1
176. 13. 11. 108 | srael 147.237.72. 166 |aka. i df .il dr op First packet isn't SN drop 1
80. 246. 130. 27 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 1
184. 105. 139. 112|Lhited Sates 147.237.0.200 |rdu.idf.il dr op drop 1
109. 253. 200. 197l srael 147.237.0.19 |nadimatal .idf.il drop First packet isn't SN drop 1
176. 13. 13. 40 | srael 147.237.72. 166 |aka.idf .il dr op First packet isn't SN drop 1
80.246.130.65 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 1
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46. 19. 86. 139 | srael 147.237.0.19 |nmadimatal .idf.i |0 stributed Suspicious Response Code B ock 508
2.53.1.223 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 85
109. 253. 157. 176|I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 58
37.26.147.196 |lsrael 147.237.0.19 |nmadimatal .idf.i |0 stributed Suspicious Response Code B ock 54
2.53.133. 36 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 24
2.53.140.8 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 21
46. 19. 86. 37 | srael 147.237.0.19 |nmadimatal .idf.i |0 stributed Suspicious Response Code B ock 19
185.32.179. 185 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 15
2.55. 186. 20 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 11
46. 19. 85. 45 | srael 147.237.0.19 |madimatal .idf.i|Ostributed Suspicious Response Code B ock 10
2.53. 62. 207 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 6
2.53. 150. 43 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 6
66. 249. 76. 83 | srael 147.237.77.216|dover. i df . il Mil tipl e Unaut horized URL Access from 66. 249. 76. 83 B ock 4
213.57.247.116 |Israel 147.237.77.216|dover.i df . il Dstributed Lhauthori zed LR Access on waw idf.il/error. htm B ock 4
2.53.186. 193 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 4
2.53. 186. 207 | srael 147.237.0.19 |nmadimatal .idf.i |0 stributed Suspicious Response Code B ock 4
87. 69. 36. 210 I srael 147.237.77.216|dover.i df . il Dstributed Lhauthorized LR Access on waw idf.il/error. htm B ock 3
2.53.6.174 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
37.26.148.217 |lsrael 147.237.0.19 |madimatal .idf.i|Ostributed Suspicious Response Code B ock 3
46.19.86.139 | srael 147.237.0.19 |nadimatal .idf.i gd?’rf:;l T’i'%?.Ylilggi?”elciégmnxr”;i f‘gg;g' der 18txthobile in B ock 3
77.126.0. 110 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode Bl ock 3
84.109. 241. 161 |l srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
109. 253. 245. 197 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
194.90.25.122 |Israel 147.237.77. 216 |dover . i df .i | Unaut hori zed URL Access to waw idf.il/894-he B ock 2
96.246.166.69 |lLited Sates [147.237.72.166|aka.idf.il D stributed Unauthorized Method for Known URL on aka.idf.il/giyus/ Bl ock 2
2.53.172. 87 I srael 147.237.77.216|dover.idf .l Unt raceabl e SSL Sessi ons: (pen Mbde None 2
79.180.211. 240 |[Israel 147.237.72. 156 [aman. i df . i | Distributed Suspi ci ous Response Code B ock 2
77.139.5. 142 France 147.237.72. 166 |aka. i df . i | Unaut hor i zed Met hod PCST for aka.idf.il/giyus/ B ock 2
89.138. 115. 213 |Israel 147.237.77. 243 |nobi | €. i df . i | msiult :_?rd'fz_??/ g‘egpgrcyizm s/ 1 st chi | ddocunent s/ 1302 Bl ock 2
80. 246. 136. 183 |l srael 147.237.0.19 |madimatal .idf.i|Ostributed Suspicious Response Code B ock

194.90. 25. 122  |Israel 147.237.77. 216 |dover . i df . il Dstributed Lhauthorized LR Access on waw idf.il/error. htm B ock

46.19. 85. 84 I srael 147.237.72. 156 [aman. i df . i | D stributed Suspi ci ous Response Code B ock
95.86.119.14  |Israel 147.237.72. 166 |aka. i df . i | m”;griid??lﬁmhz?r:gug S asp Bl ock 2
79.179.210.180 |israel 147.237.0.19 |nadimatal .idf.i gd?r:;?aj legfm 7;3;;??\;;;?2??;%? Pl acetbl der 18t xt Last\ane i n Bl ock 2
2.53.42.3 | srael 147.237.72. 156 |aman. i df . i | Distributed Suspici ous Response Code B ock 1
80. 246. 136. 214 |lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mde None 1
77.126.0.110  |Israel 147.237.77. 243 |nobi | e. i df . i | ﬁ;ﬂt Q?rczfz_??/g;‘egpgfyim s/ 1 st chi | ddocunent s/ 1152 B ock 1
84. 95. 208. 20 I srael 147.237.72. 156 |anan. i df . i | PHP At t enpt B ock 1
147.234.241.1 |lIsrael 147.237.72. 166 [aka. i df . i | Distributed Uhaut hori zed URL Access on waw aka. i df . il/nain/ B ock

81.218. 151. 238 |Israel 147.237. 72. 166 |aka. i df . i | Dstr buted thaut for] zed LFL Access on Bl ock 1
109. 226. 27. 200 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to ww aka. i df.il/nain/giyus/ general . aps B ock 1
84. 95. 208. 20 I srael 147.237.72. 166 [aka. i df . i | PHP At t enpt B ock 1
80.179.9.7 I srael 147.237.77. 216 |dover.i df . il Distributed Wauthorized URL Access on waw idf.il/error.htm Bl ock 1
66.249.76.115 |Israel 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to 147.237.77. 216/ robot s. t xt B ock 1
176. 13.232. 117 |Israel 147.237.72. 156 [aman. i df . i | D stributed Suspici ous Response Code B ock 1
82.102. 169. 113 |l srael 147.237.77. 216 |dover . i df . i | Ostributed Lhauthorized UR. Access on waw idf.il/error. htm Bl ock 1
78. 46. 42. 235 Ger many 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method HEAD for waw aka. i df.il/brothers/skira/default.asp |B ock 1
84. 95. 208. 20 I srael 147.237.76.86 |navy.idf.il Ml tipl e Unaut horized URL Access from 84. 95. 208. 20 B ock 1
2.53.23.27 | srael 147.237.77.243|nobi l e. i df . i | Distributed Suspici ous Response Code B ock 1
80.179. 9. 115 I srael 147.237.77.216|dover.i df . il Dstributed Lhauthorized LR Access on waw idf.il/error. htm B ock 1
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