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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action |Count |
185. 32. 179. 54 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 9
168. 235. 207. 137 Lhited Sates 147.237.77.176 nat pash. i df.i | JLM Purple Gon Limt_Tcp dr op 7
168. 235. 207. 137 Lhited Sates 147.237.77.176 nat pash. i df . i | JLMPurple Gon Limt Htp drop 7
109. 253. 242. 241 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 6
37.142.201. 91 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
82. 81. 37. 46 | srael 147.237.77. 216 dover.idf.il B ack List drop 2
116. 224. 246. 153 Chi na 147.237.76. 197 e. hinush.idf.il B ack Li st drop 1
117. 38. 223. 103 Chi na 147.237.76. 197 e hinush.idf.il B ack List dr op 1
124.127. 153. 60 Chi na 147.237.76. 197 e hinush.idf.il B ack List drop 1
204. 42. 253. 2 Lhited Sates 147.237.76. 200 eitan.aka.idf.il |Back List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

‘ Target Address

A tacker
Count ry

Signature

87.115. 137. 146 |147.237. 77. 216 E?ir:;gom dover.idf.il Tehila - Perl LWP with fake user agent 2
46.227.67.172 |147. 237. 76. 147 [Sweden chinuch. aka.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
198. 2. 252. 2 147.237.72.166 |Wited Sates |[akaidf.il ET SCAN Potential SSH Scan 1
46. 19. 85. 38 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
198.2.252.2 147.237.8.27 |Lhited Sates [e.nadimatal.idf.i|ET SCAN Potential SSH Scan 1
37.26.147. 174 (147.237.77. 216l srael dover.idf.il portscan: TCP O stri buted Portscan 1
186. 116. 96. 153 |147. 237. 0. 35 |col onbi a akave. i il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
5.29.11. 47 147.237.77. 216 |I srael dover.idf.il portscan: TCP DO stributed Portscan 1
185. 3. 147. 100 |147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
94.102.48.195 |[147.237.8.14 [Netherlands |e.orchot.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
77.125.23.138 |[147.237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
198.2.252.2 147.237.77.74 |Uited Sates [lawidf.il ET SCAN Potential SSH Scan 1
58. 60. 166. 148 [147. 237. 76. 176 [Chi na test.ncore.idf.il |ET SCAN NVAP -f -sS 1
198.2.252.2 147.237.76.44 |lthited Sates [erefuahidf.il [ET SCAN Potential SSH Scan 1
46.117. 250. 110 |147. 237. 77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
198.2.252.2 147.237.8.46 |[lhited Sates |e.chinuch.idf.il [ET SCAN Potential SSH Scan 1
45.79.103. 178 |147.237.0.34 |[united Sates [tikshuv.idf.il WEB- M SC Chunked- Encodi ng transfer attenpt 1
195.93.234.8  |147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
5.29.109.196  [147.237.77. 216l srael dover.idf.il portscan: TCP O stributed Portscan 1
18593, 185. 10 |147. 237, 0. 200 |k ai ne ALl ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
109. 186. 93. 228 [147. 237. 72. 166 || srael aka idf.il portscan: TCP O stributed Portscan 1
87.236.194. 161 |147. 237. 76. 199 [Czech Republ i c |e. nakchal .idf.il |[ET SCAN NVAP -sS w ndow 1024 1
82.166.214.30 |147.237.77.216|Israel dover.idf.il portscan: TCP O stributed Portscan 1
212.199. 195. 78 [147. 237. 77. 216 || srael dover.idf.il portscan: TCP O stributed Portscan 1
62. 219. 137. 107 (147. 237. 77. 216 || srael dover.idf.il portscan: TCP DO stributed Portscan 1
198. 2. 252. 2 147.237.76. 202 |thited Sates e halag.idf.il ET SCAN Potential SSH Scan 1




09-04-2016-08:04:09 to 09-04-2016-09:04:09

|Top Attackers In FW |

Attacker Address |Attacker Gountry Target Address |Sig nature Message Devi ce Action |Oount
46. 19. 85. 175 | srael 147.237.77. 216 dover.idf.il dr op SAMrul e drop 40
66. 249. 93. 111 Eur ope 147.237.77. 216 dover.idf.il dr op SAMrul e drop 37
168. 235. 207. 137 Lhited Sates 147.237.77. 176 nat pash. i df . i | dr op First packet isn't drop 20
193. 43. 246. 250 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 17
66. 249. 93. 111 | srael 147.237.77. 216 dover.idf.il dr op SAMrul e drop 9
46. 19. 85. 175 | srael 147.237.72. 166 aka.idf.il dr op SAMrul e drop 8
212. 143.142.56 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 8
66.102.9.76 Lhited Sates 147.237.77.176 nat pash. i df .i | drop Frst packet isn't drop 8
88.101. 183. 181 Czech Republic 147.237.77.234 hal ag.idf.il dr op First packet isn't drop 7
46. 19. 85. 239 | srael 147.237.72. 156 anan.idf.il dr op SAMrul e drop 7
82. 166. 40. 154 | srael 147.237.72. 166 aka.idf.il dr op Frst packet isn't drop 3
46. 19. 86. 243 | srael 147.237.72. 166 aka.idf.il dr op SAMrul e drop 2
109. 253. 218. 91 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 2
176. 13. 2. 235 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
85. 250. 141. 53 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
109. 253. 221. 99 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
190. 238.172. 174 Peru 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
62. 0. 225. 254 | srael 147.237.72. 156 anan.idf.il dr op First packet isn't drop 1
139. 162. 37. 113 Lhited Sates 147.237. 76. 148 gacenter. aka. i df . i dr op drop 1
109. 253. 143. 23 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
66. 102. 9. 54 Lhited Sates 147.237.77. 176 nat pash. i df . i | dr op First packet isn't drop 1
74.82.47.16 Lhited Sates 147.237.0. 35 akaws.idf.il dr op drop 1
109. 253. 198. 187 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 1
66. 102. 9. 65 Lhited Sates 147.237.77. 176 nat pash. i df . i | dr op First packet isn't drop 1
176.13.1.80 | srael 147.237.72. 156 anan.idf.il dr op First packet isn't drop 1
46. 19. 86. 133 | srael 147.237.77. 243 nobi le.idf.il drop First packet isn't drop 1
216. 218. 206. 98 Lhited Sates 147.237. 76. 148 gacenter. aka. i df . i dr op drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Tar get Address |Site Sgnature Acti on ‘Count
46. 19. 85. 164 | srael 147.237.0.19 |nadimatal .idf.i| |[Dstributed Suspicious Response Gode B ock 156
80. 246. 139. 222 |l srael 147.237.0.19 |nadimatal .idf.i| |Dstributed Suspicious Response Code B ock 42
109. 253. 216. 62 |l srael 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Qode B ock 33
2.53.190. 18 | srael 147.237.0.19 |nadimatal .idf.i| |[Dstributed Suspicious Response Gode B ock 32
2.53.131.35 I srael 147.237.0.19 |nadimatal .idf.i| |Dstributed Suspicious Response Code B ock 15
2.55.161. 31 I srael 147.237.72. 156 [anan. i df . i | D stributed Suspici ous Response Code B ock 11
185.32.179.60 |Israel 147.237.0.19 |nadimatal .idf.i| |[Dstributed Suspicious Response Gode B ock 6
212.150. 66. 161 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method CPTIONS for www aka. i df.il/ B ock 6
80.246.137.23 |[Israel 147.237.77.243|nobi | e. i df . i | Ml tipl e Unaut hori zed URL Access from 80. 246. 137. 23 B ock 6
109. 253. 194. 36 |l srael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Gode B ock 5
46.19. 85. 111 I srael 147.237.0.19 |nadimatal .idf.i| |Dstributed Suspicious Response Code B ock 4
80. 246. 136. 183 |[Israel 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Qode B ock 4
2.53.133. 240 | srael 147.237.0.19 |nadimatal .idf.i| |[Dstributed Suspicious Response Gode B ock 4
80.246.137.23 I srael 147.237.77. 243 |nobi l e. i df . i | x;ﬂt ;‘ cl’rd'fsz /t’;egpgfyim S e/l <t chi | ddocument s 1362 Bl ock 4
109. 253. 142. 16 |l srael 147.237.0.19 |nadimatal .idf.i| |Dstributed Suspicious Response Code B ock 3
37.26.148.188 |[lIsrael 147.237.0.19 |nadimatal .idf.i| |[Dstributed Suspicious Response Code B ock 3
46.19. 85. 155 I srael 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Qode B ock 3
84.229.6.2 I srael 147.237.0.19 |nadimatal .idf.i| |Dstributed Suspicious Response Code B ock 3
77.138.35.211 |France 147.237.72. 166 |aka. i df . i | Mil tiple Unauthorized Method for Known URL from 77.138.35. 211 B ock 2
46.19. 85. 67 I srael 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Qode B ock 2
66. 249. 76. 83 I srael 147.237.77. 216 |dover.idf . il Mil tipl e Unaut horized URL Access from 66.249. 76. 83 B ock 2
77.139. 27. 65 France 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to www aka. i df . i |/ mai n/ sachar/ undef i ned Bl ock 1
47.16. 86. 53 Uhited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wwidf.il/englihs B ock 1
157.55.39. 210 |[wnited Sates [147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock 1
66. 249. 76. 83 I srael 147.237.77. 216 |dover . i df . i | Lhaut hori zed URL Access to wwwidf.il/navy/ B ock 1
207. 46.13. 73 Uhited Sates [147.237.77.216|dover.idf.il Distributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 1
46.19. 85. 84 I srael 147.237.72. 156 [anan. i df . i | Distributed Suspici ous Response Code B ock 1
2.53.1.87 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
79.176.98.223 [Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237. 76. 42/ styl e/ shared/ reset . css B ock 1
66.249.66. 177 [Israel 147.237.77. 216 |dover.idf.il Ml tipl e Unaut hori zed URL Access from 66. 249. 66. 177 B ock 1
168. 235. 205. 57 |UWited Sates [147.237.72.166|aka.idf .il Uhaut hori zed Met hod PCST for vy aka. i df . i |/ mai n/ hone/ def aul t. aspx  |B ock 1
84.95.148. 4 I srael 147.237.77. 216 |dover.idf .il Lhaut hori zed URL Access to ww i df . i |/ hi nush/ sit e/ he/ hi nush. asp B ock 1
70.196.3.211  [lhited Sates |147.237.77.216|dover.idf. il mﬂt:forl iﬁf‘iﬂpﬁ :sc/ctzsr;) S ot qeneri o B ock 1
212.150. 66. 161 |l srael 147.237.72. 166 |aka. i df . i | Ml tiple Uhauthorized URL Access from 212. 150. 66. 161 B ock 1
2.53.30.153  |Israel 147.237.76.42 |refuah.idf.il praneer e I\':jfo' & /' fglg_tr']gﬁ?;;ﬁ”;;xacem' der 13t xt Last Nane i Bl ack 1
66.249. 66.177 |l srael 147.237.77. 216 |dover . i df . i | Uhaut hori zed UR. Access to wwidf.il/atal 1/izkor/ vi ew i ny. asp B ock 1
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi . i df . i|Wauthori zed URL Access to vwwu kosher-kravi .idf.il/defaul t.aspx B ock 1
66.249.76.77  |Israel 147.237. 72. 166 |aka. i df . i | i fg:f;?‘;ﬂszﬁdorﬁ 22;755?10?/; or um asp Bl ock 1
192. 115. 64. 250 |l srael 147.237.72. 166 |aka. i df . i | Ml tipl e Unauthorized Method for Known URL from 192. 115. 64. 250 B ock 1
77.138.35.211 |France 147.237.72. 166 |aka. i df . i | Unaut hor i zed Met hod PCST for v aka. i df . i|/mai n/ hone/ defaul t. aspx |B ock 1
212.150. 66. 161 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to v aka.idf.il/sip storage/files/ 9/ B ock 1
109. 253. 222. 206 I srael 147.237.77.233[atal .i df .il O ated Lahor zed W .A;:;:peis on B ock 1
192. 115. 100. 190]I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed Method HEAD for waw aka.idf.il/ituriniasp/ wars. asp B ock 1
46.19. 85. 82 I srael 147.237.77.216|dover. i df .i | D stributed Unaut horized LRL Access on www idf.il/error. htm Bl ock 1
109. 67. 50. 95 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx B ock 1
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