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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |[Target Address |Site Signature Device Action |Count|
192. 249. 66. 247 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
46. 19. 85. 128 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
54.72.0. 55 Irel and 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
66. 240. 219. 146 Lhited Sates 147.237.76. 198 e.yohal an.idf.il |Back List drop 1
185.94.111.1 Russi an Federation 147.237.76. 147 chinuch. aka.idf.il |B ack List drop 1
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Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature |Count
62. 149. 132. 179 147. 237.72. 166 Italy akaidf.il A Injection - Select From 20
216. 68. 91. 180 147.237.77. 233 Lhited Sates atal.idf.il QA Injection - Select Fom 8
46.120. 122. 219 147.237.77. 216 I 'srael dover.idf.il Xenu Link S euth User Agent 2
208. 100. 26. 228 147. 237. 76. 198 Lhited Sates e.yohal an.idf.il ET SCAN NVAP -sS wi ndow 1024 1
104. 128. 144. 131 147.237.77.212 Canada e. dover.idf.il ET SCAN NVAP -sS wi ndow 4096 1
87.236.194. 161 147.237. 8. 46 Czech Republic e. chinuch.idf.il ET SCAN NVAP -sS w ndow 1024 1
64.233.172. 135 147.237.77. 216 Lhited Sates dover.idf.il ET SCAN NVAP -sA (2) 1
46.227.67.172 147.237.77.19 Sweden | awforumidf.il ET SCAN NVAP -sS wi ndow 1024 1
193. 201. 225. 138 147. 237.76. 38 Wkrai ne eeneitav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
87.236.194. 161 147. 237.76. 177 Czech Republic ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
66.249. 93. 119 147.237.76. 42 Eur ope refuah.idf.il ET SCAN NVAP -sA (2) 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Sig nature Message Devi ce Action |Oount
66. 249. 93. 111 Eur ope 147.237.77. 216 dover.idf.il drop SAMrul e drop 117
66. 249. 93. 111 Eur ope 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 53
46. 19. 85. 175 | srael 147.237.72. 166 aka.idf.il drop SAMrul e drop 34
212.179. 34. 170 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 30
212.179. 90. 106 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 8
176. 13. 239. 209 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 8
66. 249. 93. 111 | srael 147.237.77. 216 dover.idf.il drop SAMrul e drop 7
212.76.102. 231 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 5
212. 143.142.56 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 5
77.138.52.97 France 147.237.77.216 dover.idf.il drop First packet isn't drop 5
64.233.172. 135 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 4
46. 19. 85. 175 | srael 147.237.77. 216 dover.idf.il drop SAMrul e drop 3
50. 87. 144. 145 Lhited Sates 147.237.77.216 dover.idf.il drop First packet isn't drop 2
46. 117. 250. 110 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 2
212.143.231. 77 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
46. 147. 208. 38 Russi an Federation 147.237.77.216 dover.idf.il drop First packet isn't drop 2
79.178.1.238 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 1
5.102. 242. 95 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 1
207. 46. 13. 45 Lhited Sates 147.237.77.216 dover.idf.il drop First packet isn't drop 1
46.19. 85. 185 | srael 147.237.77. 216 dover.idf.il dr op SAMrul e drop 1
80. 246. 130. 33 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 1
54.72.0.55 Irel and 147.237.77.216 dover.idf.il drop First packet isn't drop 1
40. 77. 169. 100 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 1
46. 19. 86. 201 | srael 147.237.77.216 dover.idf.il drop SAMrul e drop 1
213.8.204.39 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 1
104. 237. 234. 109 Lhited Sates 147.237. 0. 200 mu. i df il dr op drop 1
54.72.73.168 Irel and 147.237.77.216 dover.idf.il drop First packet isn't drop 1
46. 19. 85. 105 | srael 147.237.77. 216 dover.idf.il drop SAMrul e drop 1
157. 55. 39. 221 Lhited Sates 147.237.77.216 dover.idf.il drop Frst packet isn't drop 1
66. 249. 69. 2 | srael 147.237.0. 33 idf.il drop drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
109. 253. 200. 197l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 138
46. 19. 85. 155 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 122
46.19. 85. 222 I srael 147.237.0.19 |[madimatal .idf.il O stributed Suspicious Response Code Bl ock
109. 253. 132. 123|I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 9
2.53.157. 235 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 6
. . - Unaut hori zed URL Access to
84.94.85.57 |lsrael 147.237.77. 243 |mobi | . i df . i | obi | e. i df. i 1/ cat egoryt enpl at es/ | st chi | ddocunent s/ 1152 B ock 4
2.53.7.48 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
84.94. 85. 57 I srael 147.237.0.19 [madimatal .idf.il O stributed Suspicious Response Code Bl ock 3
109. 253. 212. 13 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode B ock 2
46.19. 85. 183 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
37.26.148.190 [Israel 147.237.0.19 [madimatal .idf.il O stributed Suspicious Response Code Bl ock 2
84.108.92.59  |israel 147.237.72.166 |aka. i df . i | thaut hori zed LR. Access to B ock 2
v aka. i df . i |/ mai n/ snal i nd undef i ned
84.94. 85. 57 I srael 147.237.77.243|nobi | e.i df . i | DO stributed Suspici ous Response Qode B ock 1
207. 46. 13. 45 Lhited Sates 147.237.77. 216 |dover.idf . il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm Bl ock 1
. . Unaut hori zed URL Access to
93.173.41.33  |Israel 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
. . Unaut hori zed URL Access to
66. 249. 76. 77 I srael 147.237.72. 166 [aka. i df . i | 147, 237.72. 166/ si p st or age/ i | es/ 8/ 70288, pef B ock 1
2.53.26.239 | srael 147.237.72. 156 |anan. i df . i | Suspi ci ous Response Code B ock 1
- kosher - kravi . i df .
157.55. 39. 74 Lhited Sates 147.237.0. 16 Inly Uhaut hori zed URL Access to wwwu ny- kosher-kravi.idf.il/ B ock 1
84.94. 85. 57 I srael 147.237.77.243|nobi | e. i df . i | Ml tipl e Unaut hori zed URL Access from 84.94. 85.57 Bl ock 1
. . Uhaut hori zed URL Access to
105.156. 109. 202|Mor occo 147.237.77. 216 [dover . i df . i | waw i df . i |/ 1415- 13139- ar/ doyout ube t o np3ver. aspx Bl ock !
. . Unaut hori zed Met hod PCST for
77.138.152. 101 |Rrance 147.237.72. 166 |aka. i df . i | vow aka i f i 1/ mai n/ sl i nd f ag, aspx B ock 1
Russi an ; . Uhaut hori zed URL Access to
178.154.149.7 Federation 147.237.72. 166 [aka. i df . i | wwy aka. i df . i1/ consol e/ core/ doc_ngr/nul | Bl ock !
. - Unaut hori zed Met hod PCST for
77.139.65.65  [France 147.237.76.42 [refuah.idf.il 147, 237. 76, 42/ 894~ hel 1 ef uah. aspx B ock 1
. . Unknown Paraneter _ VI EWSTATEENCRYPTED i n
5.29.51.50 I srael 147.237.72. 166 |aka. i df . i | wa aka, i df . i |/ nai v sachar / mas. aspx None 1
. . Mil ti pl e Unaut horized Method for Known URL from
192. 115. 64. 250 |l srael 147.237.72. 166 |aka. i df . i | 192. 115. 64. 250 B ock 1
84. 95. 208. 20 I srael 147.237.77.216|dover.i df .i | Uhaut hori zed URL Access to wwuidf.il/defaul t.aspx B ock 1
. . Unaut hori zed URL Access to
46. 19. 86. 182 I sr ael 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages! shar ed/ bul | et 1. gi f Bl ock 1
192. 115. 64. 250 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for waw aka. i df.il/mai n/ sachar/ B ock 1
- - Unhaut hori zed URL Access to
66.249. 76. 75 I srael 147.237.72. 166 [aka. i df . i | 147, 237. 72. 166/ gi yus/ f or ur asp/ showf or um asp B ock 1
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