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Attacker Address |Attacker Country |Target Address |Site
185. 89. 217. 231

|Signature |Device Action [Count|
Net her | ands 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3
185.94.111. 1 Russi an Federation 147.237.76. 38 e.e.neitav.idf.i|B ack List drop 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature

178.18.194. 186 |147.237. 72. 166 |Tur key aka.idf.il QA Injection - Select From 26
62.149. 132, 252 |147.237.72. 166 |Italy aka.idf.il SQ Injection - Select From 8
81.176.226.68 |147.237.72. 166 23::;'}0'1 aka.idf.il SQ Injection - Select From 8
87.115.137. 146 |147.237.77.74 |United Kingdom [lawidf.il Tehila - Perl LWP with fake user agent 2
185.72.177.20 |147.237. 76. 197 |Ronani a e. hi nush. i df .i | ET SCAN NMAP -sS wi ndow 1024 1
183. 129. 160. 229|147. 237. 0. 34  |Chi na tikshuv.idf.il ET SCAN Potential SSH Scan 1
94.102.52. 71 147.237.76. 34 |Nether| ands yohal an.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
66.249 76.117  |147. 237 72. 166 |t ted Sates akaLidh il SERVER APACHE Apache nod_ssl non- SSL connection to SSL port 1

deni al of service attenpt

183. 129. 160. 229|147. 237. 76. 38 [Chi na eeneitav.idf.il |ET SCAN Potential SSH Scan 1
183. 129. 160. 229(147. 237.0.15 |China kosher-kravi .idf.i|ET SCAN Potential SSH Scan 1
94.102.52. 71 147. 237.76. 44 |Nether| ands e.refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
87.236.194. 161 |147.237.76.34 |Czech Republic |yohal an.idf.il ET SCAN NVAP -sS w ndow 1024 1
66. 249. 65. 46 147.237.76.86 |Lnited Sates navy. i df . il ET SCAN NVAP -sA (2) 1
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Attacker Address |Attacker Qount ry Target Address |Sig nature Message Devi ce Action |Oount
66. 249. 93. 111 Eur ope 147.237.77.216 dover.idf.il drop SAMrul e drop 38
185. 89. 217. 226 Net her | ands 147.237.76. 31 nakchal .idf.il dr op SAMrul e drop 33
207.46.13.75 Lhited Sates 147.237.77.216 dover.idf.il drop SAMrul e drop 22
185. 89. 217. 232 Net her | ands 147.237.77.216 dover.idf.il drop Frst packet isn't drop 14
185. 89. 217. 226 Net her | ands 147.237.77. 216 dover.idf.il dr op SAMrul e drop 13
185. 89. 217. 226 Net her | ands 147.237.77.216 dover.idf.il drop drop 11
185. 89. 217. 235 Net her | ands 147.237.77.216 dover.idf.il drop First packet isn't drop 8
185. 89. 217. 227 Net her | ands 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 8
46. 19. 86. 107 | srael 147.237.72. 166 aka.idf.il drop SAMrul e drop 6
185. 89. 217. 230 Net her | ands 147.237.77.216 dover.idf.il drop First packet isn't drop 6
185. 89. 217. 233 Net her | ands 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 6
185. 89. 217. 225 Net her | ands 147.237.77.216 dover.idf.il drop First packet isn't drop 4
185. 89. 217. 228 Net her | ands 147.237.77.216 dover.idf.il drop First packet isn't drop 4
109. 253. 200. 95 | srael 147.237.72. 166 aka.idf.il dr op Frst packet isn't drop 4
185. 89. 217. 229 Net her | ands 147.237.77.216 dover.idf.il drop First packet isn't drop 4
134.174.21. 23 Lhited Sates 147.237.77.216 dover.idf.il drop Frst packet isn't drop 4
185. 89. 217. 231 Net her | ands 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 3
212. 143.142.56 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 3
185. 89. 217. 234 Net her | ands 147.237.77.216 dover.idf.il drop Frst packet isn't drop 2
2.55.34.167 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
134.174. 21. 190 Lhited Sates 147.237.77.216 dover.idf.il drop First packet isn't drop 1
176. 13. 249. 254 | srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 1
66. 249. 93. 111 | srael 147.237.77. 216 dover.idf.il dr op SAMrul e drop 1
46. 19. 85. 239 | srael 147.237.72. 166 aka.idf.il drop SAMrul e drop 1
216. 218. 206. 94 Lhited Sates 147.237. 0. 200 mu. i df il dr op drop 1
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37.26.146.158 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 113
109. 253. 142. 16 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 71
2.53.174.123 I srael 147.237.77.216|dover . i df . i | D stributed Lhauthori zed URL Access on waw i df.il/error. htm B ock 8
109. 253. 157. 176 |1 srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
87.69.224.165 |Israel 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
157.55.39. 221 |lhited Sates 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to wawidf.il/error. htm B ock 1
66. 249. 76. 83 I srael 147.237.77.216|dover. i df .i | Lhaut hori zed URL Access to www idf.il/atal 1/izkor/vi ew i ng. asp B ock 1
31.154. 49. 17 I srael 147.237.72. 156 |anan. i df . i | Ml tiple Ml formed LRL from 31.154. 49. 17 B ock 1
66. 249. 64. 30 I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/ text . css B ock 1
180. 76. 15. 158 |chi na 147.237.76.42 |refuah.idf.il ﬂ?&;g;r;éefzﬁgcs‘::ex et i cker., css B ock 1
66.249.76.117 i srael 147.237.72. 166 |aka. i df . i | %ﬁgﬁﬁfﬁpfgf& - Protocol vidlation None 1
31.154. 49. 17 I srael 147.237.72. 156 [anan. i df . i | Mil ti pl e Unknown HTTP Request Method from 31. 154, 49. 17 B ock 1
66. 249. 64. 36 I srael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ robots. txt Bl ock 1
197.35.90. 182  |Egypt 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to waw i df . i|/894-he/ dover . aspx’ B ock 1
79.181. 248. 160 |l srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessions: Qpen Mbde None 1
31.154. 49. 17 I srael 147.237.72. 156 |anan. i df . i | Unaut hori zed URL Access to /exanpl e B ock 1
115. 28. 154. 44  |China 147.237.72. 166 [aka. i df . i | PHP Attenpt B ock 1
66.249. 64. 227 |l srael 147.237.77.233|atal .idf.il UWhaut hori zed URL Access to 147.237.77. 233/ 994-9070- he/ at al . aspx |B ock 1
31.154. 49. 17 I srael 147.237.72. 156 |anan. i df . i | I1egal HITP \ersion you B ock 1
84.229.3. 29 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ f avi con. i co B ock 1
31.154. 49. 17 | srael 147.237.72. 156 |anan. i df . i | Unknown HTTP Request Method send in URL B ock 1
115. 28. 154. 44  |China 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to ww aka. i df . il/wp-1ogin. php B ock 1
66. 249. 76. 46 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to aka.idf.il/default.asp B ock 1
31.154. 49. 17 I srael 147.237.72. 156 [anan. i df . i | Mal f ormed URL B ock 1
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