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134. 147. 203. 115 Cer many 147.237.76. 177 ncore.idf.il B ack List drop 2
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|Top Attackers In |D|

Target Address

At acker
Count ry

Signature

46.120. 122. 219 [147. 237. 77. 176 |I srael nat pash. i df . i | Xenu Link Seuth User Agent 10
46. 120. 122. 219 |147. 237. 77. 216 I srael dover.idf.il Xenu Link S euth User Agent 8
45.79.71.122  [147.237.77.226|lhited Sates [wwn chanatz.aka.idf.il [WEB- M SC Chunked- Encodi ng transfer attenpt 2
46.120. 122. 219 [147.237. 77. 74 |Israel lawidf.il Xenu Link Seuth User Agent 2
87.236. 194. 161 [147. 237. 0. 17 %&zric mny- kosher-kravi.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
84.205.104. 70 |147.237.77.19 |Egypt | aweforumidf.il ET SCAN NVAP -f -sS 1
66.249. 64. 159 |147.237.76.42 |lhited Sates |refuah.idf.il ET SCAN NVAP -sA (2) 1
5.255.90.133 [147.237.0.200 |Netherlands  |ndu.idf.il ET SCAN NMAP -sS wi ndow 1024 1
196. 47.173.21 |147.237.76.148|(te Divoire |gocenter.aka.idf.il ET SCAN NVAP -sS w ndow 3072 1
94.102.48.195 |147.237.77.121|Netherlands  |e. navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
84.205.104. 70 |147.237.77.19 |Egypt | awforumidf.il ET SCAN NVAP -sS w ndow 2048 1
79.118. 133. 136 |147. 237.76. 30 |Ronani a hi nush. i df .i | Er SCAN Behavi oral Lhusually fast inbound Telnet Connect i ons, 1
Potential Scan or Brute Force
5.255.90.133 |147.237.77.216|Netherlands  |dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
196. 47.173.21 |147.237.76.148|(Qte Divoire |gocenter.aka.idf.il ET SCAN NVAP -sS w ndow 4096 1
177. 200. 192. 50 [147.237.0.17 |Brazil mny-kosher-kravi.idf.il |[ET SCAN NVAP -sS wi ndow 4096 1
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Message

Devi ce Action

|Oount

212. 143.142.56 | srael 147.237.77.216 dover.idf.il dr op First packet isn't SN drop 3
66. 249. 93. 111 Eur ope 147.237.77. 216 dover.idf.il dr op SAMrul e drop 2
66.249. 93. 111 | srael 147.237.77.216 dover.idf.il dr op SAMrul e drop 1
200. 34. 218. 70 Brazil 147.237.0. 35 akaws. i df . il dr op drop 1
46.116. 77. 210 | srael 147.237.77.216 dover.idf.il drop Frst packet isn't SWN drop 1
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|Top Attackers In V\AF|

At acker

Devi ce

147.237. 72. 166/ gi yus/ f or umi asp/ showf or um asp

ountry ‘Target Address |Site Sgnature Acti on ‘Count
121.9.141. 166 |China 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed URL Access from121. 9. 141. 166 Bl ock 17
121.9.141. 166 |China 147.237.72. 166 |aka. i df . i | Dstributed PHP Attenpt B ock 6
. . Unaut hori zed Met hod PCST for
192. 198. 151. 44 |Eur ope 147.237.72. 166 [aka. i df . i | ww aka i o i |/ rai v sachar /Kl al i . aspx B ock 5
2.53.53.184 I srael 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code B ock 3
i www. chamat z. aka. i df )
45.79.71. 122 Lhited Sates |147.237.77.226 i Mul tiple Unknown HITP Request Method from 45.79. 71. 122 Bl ock 2
207.46.13.73 |Uited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wanidf.il/error. htm Bl ock
46. 19. 86. 80 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
) ww. chamat z. aka. i df ) )
45.79.71. 122 Lhited Sates |147.237.77.226 i Miltiple Ml forned HITP Header Line from45.79.71. 122 Bl ock 2
. wwv. chamat z. aka. i df .
45.79.71.122 Lhited Sates |147.237.77.226 i Mil tiple Mal formed URL from45. 79. 71. 122 Bl ock 2
) . . Paraneter Type M ol ati on PageNumin
68.180.230. 47 |lhited States |147.237.77.216|dover.idf.il v i df i 1/ 1806- he/ dover . aspx Bl ock 1
121.9.141. 166 |China 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka. i df.il/index. asp B ock 1
66.249.76.77 |[lIsrael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock
85.65.192. 221 |l srael 147.237.77.233|atal .idf .il Unaut hori zed URL Access to 147.237.77.233/ 1136-he/ atal . aspx  |B ock
. . Unaut hori zed Met hod HEAD f or
136. 243. 11. 18 |Ger many 147.237.72. 166 |aka. i df . i | W aka, i .11/ br ot her s/ ski ral def aul t . asp B ock 1
66.249.76. 112 |l srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unauthorized URL Access from 66. 249. 76. 112 B ock 1
) . . . Unhaut hori zed Met hod HEAD for
50.18.94.121 |Wited Sates [147.237.76. 147chi nuch. aka.i df . il v chi nuch. aka. i df . i |/ 1150- he/ chi nuch. asp None 1
, ny-kosher-kravi . idf.i _ o
157.55. 39. 74 Lhited Sates |147.237.0.16 | Unhaut hori zed URL Access to waw ny-kosher-kravi.idf.il/robots.txt |B ock 1
66.249. 76. 112 |Israel 147.237.72. 166 |aka. i df . i | thaut hor zed URL Access to . B ock 1
viwn aka. i df . i | / appl e- app- si t e-associ at i on
. . Unaut hori zed URL Access to
66. 249. 64. 105 |l srael 147.237.72. 166 [aka. i df . i | wiw aka, i df i1/ el | - known/ asset | i rks. j son Bl ock 1
192. 198. 151. 44 |Eur ope 147.237.72. 166 |aka. i df . i | Distributed tnauthorized Method for Known URL on B ock 1
ww aka. i df . i |/ mai n/ hone/ def aul t . aspx
) . . Paraneter Type M ol ati on PageNumin
68.180. 230. 47 [Wnited Sates |147.237.77.216|dover.idf.il v i df i 1/ 1362- he/ dover . aspx B ock 1
121.9.141. 166 |China 147.237.72. 166 |aka. i df . i | Wnaut hor i zed Met hod HEAD f or B ock 1
ww aka. i df . i |/ mai n/ hone/ def aul t . aspx
66.249.76.75 |l srael 147.237.72. 166 |aka. i df . i | tnaut hori zed URL Access to B ock 1
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