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Attacker Address

|Attacker Country

Target Address

Signature

Device Action

Count

217.23.9.123 Net her | ands 147.237.76. 201 eatal.idf.il B ack List drop 1
64.137. 196. 36 Canada 147.237.76. 86 navy.idf.il B ack List drop 1
185.94.111.1 Russi an Federation 147.237. 76. 197 e. hinush.idf.il B ack List drop 1
217.23.9.123 Net her | ands 147.237.76. 176 test.ncore.idf.il B ack List drop 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address ‘Oountry Signature
73.14.6. 116 147.237.77.233|lhited Sates |atal.idf.il A Injection - Select From 2
71.86. 124. 86 147.237.76. 148 |Wited Sates |gqcenter.aka.idf.i|ET SCAN NVAP -f -sS 1
5 206.239. 211 |147. 237, 76. 30 i rush. i | ET SSAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
186. 119 97 102 1147 237 0.35  |col onbi & akave. i df il ET SCAN Behavi oral Lhusual Iy fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
122.72.53.188 |147.237.0.200 |China mu.idf.il ET SCAN Potential SSH Scan 1
122.72.53.188 |147.237.0.19 [China nadi matal .idf.il |ET SCAN Potential SSH Scan 1
91.201.236.50 |[147.237.77.121|krai ne e navy.idf.il ET SCAN NMAP -sS wi ndow 4096 1
71.86.124. 86 147.237.76. 148 |Wited Sates |gqcenter.aka idf.i|ET SCAN NVAP -sS wi ndow 2048 1
45.79.71. 122 147.237.72. 166 |Lhited Sates |akaidf.il WEB- M SC Chunked- Encodi ng transfer attenpt 1
163. 172. 169. 150(147. 237. 72. 217 LKJ?i;:gom eidf.il ET SCAN Potential VNC Scan 5900- 5920 1
122.72.53.188 |147.237.0.35 |China akavs. i df .i | ET SCAN Potential SSH Scan 1
104. 237. 234. 109(147. 237. 77. 235 |Lhited Sates |svivaidf.il ET SCAN NMAP -sS wi ndow 1024 1
91.201.236.50 [147.237.77.121|krai ne e navy.idf.il ET SCAN NVAP -sS w ndow 3072 1
71.86.124. 86 147.237.76. 148 |Wited Sates |gqcenter.aka idf.i|ET SCAN NVAP -sS wi ndow 4096 1
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|Top Attackers In FW |

Attacker Address |Attacker Gountry Target Address |Sig nature Message Devi ce Action ‘Count
46. 19. 86. 205 | srael 147.237.72. 166 aka.idf.il drop SAMrul e drop 5
176. 13. 15. 202 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't SN drop 5
46. 19. 85. 89 | srael 147.237. 72. 156 anan. i df.il drop SAMrul e drop 4
212. 143.142.56 | srael 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 4
176. 13. 15. 202 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't SN drop 2
187. 153. 123. 227 Mexi co 147.237.76. 86 navy.idf.il drop First packet isn't SYN drop 1
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Site
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Devi ce
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186. 139. 65. 179 |Argentina 147.237.72. 166 |aka. i df . i | Distributed tnauthorized Method for Known URL on B ock 6
ww aka. i df . i |/ mai n/ hone/ def aul t . aspx

99.228.213.56 [Canada 147.237.72. 166 [aka. i df . i | Uhaut hor i zed Met hod PCST for v aka. i df . i |/ mai n/ hone/ def aul t. aspx Bl ock 2

66.249. 64.193 | srael 147.237.77. 233 \atal i df i | Whaut hori zed URL Access to waw atal .idf.il/1074-he/ abnl nabmdLN X B ock 1
aspx. np'vo

84.95.208.20 |Israel 147.237.72. 166 |aka. i df . i | PHP Attenpt Bl ock 1

45.79.71.122 |lhited Sates [147.237.72.166|aka.idf.il Mal formed HTTP Header Line 3 Bl ock 1

66. 249. 64. 236 I srael 147.237.77. 243|nobi | e i df i | |hauthorized LR Access to . o B ock 1
nobi | e.idf.il/.well-know/ appl e-app-site-associ ati on

94. 199. 151. 22 k?';gegom 147.237.77.216|dover.idf .il  |Wauthorized UR. Access to 147.237.77. 216/ robots. txt B ock 1

45.79.71.122 |lhited Sates |147.237.72.166|aka.idf.il Mal f ormed URL Bl ock 1

. . JUnaut hori zed URL Access to

66. 249. 69. 149 [l srael 147.237.76.200(ei t an. aka. i df . I w6 t an. aka. i of i1/t enpl at es/ gener al / ei t an. asp B ock 1

99.172.76.186 |Wited Sates |147.237.77.216|dover.idf.il Paraneter Type Mol ation SearchText in waidf.il/1065-en/ dover. aspx B ock 1

45.79.71.122 |lhited Sates [147.237.72.166|aka.idf.il Unknown HTTP Request Method 1 in URL Bl ock 1

66.249.76.30 |[Israel 147.237.77.243|nobi l e.idf.i| |Uauthorized LR. Access to nobile.idf.il/appl e-app-site-association Bl ock 1

66.249.64.73 [Israel 147.237.72. 156 [aman. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/robots.txt Bl ock 1

77.139. 146. 174 |France 147.237.72. 166 |aka. i df . i | SSL Uhtraceabl e Connection - Qpen Mde None 1
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