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|Top Attackers | n DDoS- Def ence |

|Attacker Country

Attacker Address

Target Address

Signature Device Action Count
66. 240. 236. 119 Lhited Sates 147.237. 76. 199 e.nakchal .idf.il B ack List drop 1
115. 230. 125. 146 Chi na 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 forward 1




09-04-2016-01:05:54 to 09-04-2016-02:05:54

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Target Address

At acker
Count ry

Signature

46.120. 122. 219 [147.237. 77. 74 |Israel lawidf.il Xenu Link Seuth User Agent 6
5.102. 254. 224 |147.237.77. 216 | srael dover.idf.il GPL SCAN myscan 3
5.102. 254. 224 |147.237.77. 216 | srael dover.idf.il | NDI CATOR- SCAN nyscan 3
68.190. 208. 191 |147.237.77. 74 |lhited Sates |lawidf.il ET SCAN NMAP -sS wi ndow 4096 1
208. 100. 26. 231 |147.237.76. 42 |Whited Sates  [refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
68. 190. 208. 191 [147.237.77.74 |lUnited Sates [lawidf.il ET SCAN NVAP -f -sS 1
196. 47.173.21 |[147.237.8.46 |Qte Dlvoire e chinuch.idf.il ET SCAN NMAP -sS wi ndow 4096 1
5.255.90.133 |147.237.76. 177 |Net her | ands ncore.idf.il ET SCAN NVAP -sS wi ndow 1024 1
193.36.35.241 |147.237.77.176 23::;: o nat pash. i df . | ET SCAN Potential SSH Scan 1
157.157.107. 4 |147.237.77. 216 |l cel and dover.idf.il ET SCAN NMAP -sS wi ndow 4096 1
116. 12. 175. 233 |147. 237. 76. 197 |S ngapore e. hi nush. i df .i | ET SCAN NVAP -sS w ndow 3072 1
94.102. 48.195 |147.237.76.86 |Netherlands navy.idf.il ET SCAN NMAP -sS wi ndow 1024 1
79. 177. 209. 208 [147. 237. 77. 216 || srael dover.idf.il portscan: TCP O stributed Portscan 1
71.86.124.86 [147.237.8.28 |Uhited Sates |e.nobile-ks.idf.il ET SCAN NMAP -sS wi ndow 3072 1
68.190. 208. 191 [147.237.77.74 |lUnited Sates [lawidf.il ET SCAN NMAP -sS wi ndow 2048 1
208.100. 26. 228 |147.237.0.17 |[thited Sates |mny-kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
196.47.173.21 |147.237.8.46 |Qte Dlvoire |e chinuch.idf.il ET SCAN NMAP -sS wi ndow 3072 1
181. 55. 122. 110 [147. 237. 76. 34 |Col onbi a yohal an. i df .i | ET S@N Behavi oral Lhusual ly fast inbound Telnet Connections, 1
Potential Scan or Brute Force
116. 12. 175. 233 |147. 237. 76. 197 |S ngapore e. hinush. i df .i | ET SCAN NMAP -sS wi ndow 4096 1
05.42.13.230 |147.237.8.28 |migaria o robil eks. i df ] ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
87.236.194. 161 |147.237.8.14 |Czech Republic |e.orchot.idf.il ET SCAN NVAP -sS w ndow 1024 1
77.138.52.97  [147.237.77. 216 |France dover . idf.il portscan: TCP DO stributed Portscan 1
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|Top Attackers In FW |

Attacker Address |Attacker Gountry Target Address |Sig nature Message Devi ce Action ‘Count
46. 19. 86. 205 | srael 147.237.77. 216 dover.idf.il drop SAMrul e drop 4
66. 249. 93. 111 Eur ope 147.237.77. 216 dover.idf.il drop SAMrul e drop 3
212. 143.142. 56 | srael 147.237.77. 216 dover.idf.il drop First packet isn't SYN drop 3
37.26. 148. 199 | srael 147.237.77. 216 dover.idf.il drop SAMrul e drop 1
46. 19. 85. 239 | srael 147.237.77. 216 dover.idf.il drop SAMrul e drop 1
84.108. 71. 42 | srael 147.237. 72. 156 anan. i df.il drop First packet isn't SYN drop 1
46. 19. 86. 56 | srael 147.237.77. 216 dover.idf.il drop SAMrul e drop 1
109. 253. 136. 108 | srael 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 1
46. 19. 86. 107 | srael 147.237.77. 216 dover.idf.il drop SAMrul e drop 1
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|Top Attackers In V\AF|

Devi ce

A tacker

Count ry Target Address |Site Sgnature Action ‘Count

89. 139. 225. 175 |l srael 147.237.0.19 |madimatal .idf.i|Ostributed Suspicious Response Code B ock 117
46.19. 85. 72 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspici ous Response Qode Bl ock 5
45.33.131.76 |lLhited Sates [147.237.72.166|aka.idf.il mu;g riid?e_}?l }Wn;jhr?/dsaiﬁ;r/]:/io;v\paysl i p. aspx Bl ock 3
2.53.152.38 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock
157.55.39.221 |Uited Sates |147.237.77.216|dover.idf.il D stributed Unaut hori zed LRL Access on waw idf.il/error. htm Bl ock
66.249.76.83 |[Israel 147.237.77. 216 |dover.idf . il Mil tipl e Unauthorized URL Access from 66.249. 76. 83 Bl ock
31.210.187.1 [israel 147.237.0.34 |tikshuv.idf.il mutt ihlfsr r:uzve? dfujLI ffgf;;tegl oprof escat egory! oprol 6scal 6gor Y. | . a5x Bl ock 2
77.138.14. 140 |France 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod PCST for wawu aka. i df il /nai n/ sachar Bl ock 2
208. 100. 26. 231 |United Sates [147.237.76.42 |refuah.idf.il Unaut hori zed Method CPTIONS for / B ock 1
66. 249. 66. 177 |Israel 147.237.77.216|dover.i df . il Distributed Waut hori zed URL Access on wwidf.il/error. htm Bl ock 1
46.19.86.126 |Israel 147.237.77.216|dover.idf.il Abnormal |y Long Request net hod Bl ock 1
213. 151. 35. 212 |I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCST for waw aka. i df . i |/ mai n/ rabanut/ general . aspx |B ock 1
66. 249. 66. 241 I srael 147.237.76.31 [nakchal . i df il ﬁﬁ;hﬂféﬁ?f,l{g—mﬁiﬁ srt1a0r ed/ user cont r ol s/ navnenu/ undef i ned Bl ock !
23.92.21.19 Lhited Sates |147.237.72.166aka.idf.il Unaut hori zed Met hod HEAD for www aka. i df.il/eitan/ pratinpirteyerua/ Bl ock
207.46.13.90 |Wited Sates [147.237.77.216|dover.idf.il D stributed Unaut horized LRL Access on waw idf.il/error. htm B ock 1
46.19.86.126 |Israel 147.237.77. 216 |dover.idf .l I1egal HITP \ersion Bl ock 1
217. 132. 25. 211 | srael 147.237.76.42 [refuah.idf.il |25 ;;?f‘t?gz;;”;hg;;deﬁe Jecess on Bl ock 1
207.46.13.134 |[whited Sates [147.237.77.216|dover.idf .il Ml tiple Uhauthorized URL Access from 207.46. 13. 134 Bl ock
46.19.86.126 |Israel 147.237.77. 216 |dover.idf.il Mal formed LR http/ 1.1 Bl ock

208. 100. 26. 231 |United Sates [147.237.76.42 |refuah.idf.il Unaut hori zed HTTP Met hod B ock 1
46.19.86.126 I srael 147.237.77. 216 |dover . i df . i | mnioc‘t“: ”HED p/qul“eSt Method / Shar ed/ dat epi cker. css in UR- Bl ock 1
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