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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country
117.21. 191. 10

|Target Address |Site

|Signature |Device Action [Count |
Chi na 147.237.0. 33 idf.il Frk_Under Attack_Con_Tcp drop 2
114.112.153. 187 Chi na 147.237.76. 197 e hinush.idf.il |JLM Under_Attack_Con_Tcp dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Target Address ‘Attacker Qountry |Ste

Signature

46.120. 122. 219 (147. 237. 77. 216 |I srael dover.idf.il Xenu Link Seuth User Agent 10
46.120. 122. 219 |147. 237.77. 74 |Israel lawidf.il Xenu Link Seuth Wser Agent 4
45.79.71.122  |147.237.72. 156 |lhited Sates aman.idf.il WEB- M SC Chunked- Encodi ng transfer attenpt 2
217. 165. 67. 151 [147. 237. 72. 166 ;:i'”t:tdesprab aka.idf.il ET SCAN NVAP -f -sS 1
190. 196. 178. 78 |147.237.8.28 |Gile e.nobile-ks.idf.il|[ET SCAN NVAP -sS w ndow 3072 1
190. 196. 178. 78 [147.237.8.28 [Qiile e.nobile-ks.idf.il|[ET SCAN NVAP -f -sS 1
163. 172. 238. 37 (147. 237. 77. 179 |Uni t ed Ki ngdom |e. nazi .idf.il ET SCAN NVAP -sS w ndow 1024 1
109. 226. 40. 40 |147.237. 77. 216 || srael dover.idf.il portscan: TCP D stributed Portscan 1
79.180. 110. 141 |147. 237. 77. 216 [I srael dover.idf.il portscan: TCP D stributed Portscan 1
46.19.86.9 147.237.77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1
217.165. 67. 151 |147. 237. 72. 166 Ehﬁ'”taetdes”ab aka.idf.il ET SCAN NVAP -sS wi ndow 2048 1
208. 100. 26. 228 |147. 237. 76. 177 |Lhited Sates ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
190. 196. 178. 78 [147.237.8.28 |Qiile e.nobil e-ks.idf.i|ET SCAN NVAP -sS wi ndow 2048 1
163. 172. 238. 40 |147.237. 72. 14 |United Ki ngdom |[dover.idf.il (ol d) |[ET SCAN NVAP -sS wi ndow 1024 1
_ o ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
122.178.17. 197 |147.237.76.31 |india nakchal .idf.il ) 1
Potential Scan or Brute Force
79. 182. 164. 108 |147. 237. 72. 156 || srael aman. i df .| ET SCAN NVAP -sSA (2) 1
64.137.171.55 [147.237.76.38 [Canada eeneitav.idf.il |ET SCAN Potential SSH Scan 1
217. 165. 67. 151 [147. 237. 72. 166 EhT;:;dESNab aka idf.il ET SCAN NVAP -sS wi ndow 4096 1
45.79.71.122  |147.237.72. 166 |Lhited Sates aka.idf.il WEB- M SC Chunked- Encodi ng transfer attenpt 1
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|Top Attackers In FW |

Attacker Address ‘Attacker Gountry Target Address |Sig nature Message Devi ce Action |Oount
84.111. 209. 14 I srael 147.237.72. 166 aka.idf.il drop SAMrul e drop 12
207.46.13.75 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 8
46. 19. 85. 89 | srael 147.237.77. 216 dover.idf.il drop SAMrul e drop 6
46. 19. 85. 89 I srael 147.237.72. 166 aka.idf.il drop SAMrul e drop 3
2.54.197. 163 | srael 147.237.77.216 dover.idf.il dr op First packet isn't drop 3
195. 239. 16. 53 Russi an Federation 147.237.77. 74 lawidf.il dr op Frst packet isn't drop 2
81.218.106. 146 I srael 147.237.77. 216 dover.idf.il drop SAMrul e drop 2
151. 27. 125. 217 Itay 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 2
212. 143.142.56 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 2
195. 239. 16. 40 Russi an Federation 147.237.77. 74 lawidf.il drop Frst packet isn't drop 2
112. 204. 203. 154 Phi l i ppi nes 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 2
109. 67. 109. 31 | srael 147.237.76. 86 navy.idf.il drop Frst packet isn't drop 2
138. 68. 17. 158 Lhited Sates 147.237. 0. 200 mdu. i df. il dr op drop 1
183. 129. 160. 229 Chi na 147.237.77. 61 e.cogat.idf.il dr op SAMrul e drop 1
109. 160. 200. 213 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 1
183. 129. 160. 229 Chi na 147.237.77. 121 e.navy.idf.il drop SAMrul e drop 1
109. 253. 144. 121 | srael 147.237.72. 166 aka.idf.il dr op Frst packet isn't drop 1
209. 141. 39. 34 Lhited Sates 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 1
176. 13. 251. 197 I srael 147.237.72. 166 aka.idf.il drop Frst packet isn't drop 1
85. 65. 164. 165 I srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 1
183. 129. 160. 229 Chi na 147.237.77. 235 sviva.idf.il drop SAMrul e drop 1
109. 253. 156. 7 I srael 147.237.72. 166 aka.idf.il drop Frst packet isn't drop 1
46.19. 86. 3 I srael 147.237.77. 216 dover.idf.il dr op SAMrul e drop 1
183. 129. 160. 229 Chi na 147.237. 76. 200 eitan aka.idf.il drop SAMrul e drop 1
109. 64. 161. 236 I srael 147.237. 72. 156 anan.idf.il drop Frst packet isn't drop 1
66. 249. 69. 2 I srael 147.237.0. 33 idf.il dr op drop 1
183. 129. 160. 229 Chi na 147.237.77.19 lawforumidf.il drop SAMrul e drop 1
31.146. 14. 189 Georgi a 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
2.53.9.152 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 68
46.19. 85. 72 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 45
46.19. 86. 212 I srael 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 5
94.70.167.88  |Geece 147.237.72. 166 |aka. i df . i | Wnautt hor i zed Method PCST for . B ock 5
ww aka. i df . i |/ nai n/ sachar/ vi ewpaysl i p. aspx
79.178.136. 133 [Israel 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code B ock 4
176.13.12. 27 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode B ock 3
85. 130. 241. 137 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
66.249. 81.218 |Israel 147.237.77.216|dover . i df . il D stributed Lhaut horized UR. Access on v idf.il/error.htm B ock 3
46.19. 85. 35 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode B ock 2
194. 242. 163. 116 |France 147.237.76.31 |nakchal .idf.il Mil tipl e Uhaut hori zed URL Access from 194.242. 163. 116 B ock 2
. . Unhaut hori zed Met hod PCST for
213.151.35. 212 |[lIsrael 147.237.72. 166 |aka. i df . i | vown aka. i df i |/ mai n/ r abanut / gener al . asp B ock 2
109. 253. 135. 20 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock
80. 246. 139. 229 |l srael 147.237.77.243|nobi l e. i df . i | O stributed Suspicious Response Qode B ock
. . Unhaut hori zed URL Access to
217.132.32.120 |[Israel 147.237.77. 216 |dover.i df .i | voww i df i 1/t enpl at es/ t enpl at econt r ol s/ gener i o/ B ock 2
. . . D stributed Whaut hori zed Met hod for Known URL on
190. 246. 194. 13 |Argentina 147.237.72. 166 [aka. i df . i | v aka. i of i 1/ rai v hore/ def aul t . aspx B ock 2
. . Unhaut hori zed URL Access to
66. 249. 76. 83 I srael 147.237.77. 216 |dover.i df .i | vow i df i |/ at al 1/ zkor/ vi ew i ngt op. asp B ock 2
66.249.81.215 |Israel 147.237.77.216|dover.i df . il Lhaut hori zed UR. Access to wawidf.il/error. htm B ock 1
192.187.101. 170|Wnited Sates  [147.237.77.233|atal .idf.il Ml tipl e Uhaut hori zed URL Access from 192. 187. 101. 170 B ock 1
95.86.112.117 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to ww aka. i df . il/gyus B ock 1
45.79.71. 122 Lhited Sates |147.237.72. 156 |aman. i df .i | Mal for med HTTP Header Line 3 B ock 1
. . DO stributed Whaut hori zed URL Access on
79.180. 122. 241 |l srael 147.237.76.42 |refuah.idf.il 147. 237,76, 42/ styl el shar ed! reset . css B ock 1
: . . Uhaut hori zed URL Access to
207.46.13.134 |lLnited Sates [147.237.77.216|dover.idf .il v i df i 1/at al 1/ zkor/ pri nt_bot t om asp B ock 1
66. 249. 76. 75 I srael 147.237.72.166|aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ robots. t xt B ock 1
45.79.71.122 Lhited Sates [147.237.72. 156 |anan. i df .| Unknown HTTP Request Method 1 in URL B ock 1
107.77.225.82 |Uhited Sates |147.237.72.166|aka. i df .i | Uhaut hori zed Method PCST for v aka.idf.il/nain/snalin B ock 1
45.79.71.122 Lhited Sates [147.237.72.156|aman. i df . il Mal formed URL B ock 1
79.180.211. 240 |[Israel 147.237.72. 156 [anan. i df . i | Suspi ci ous Response Code B ock 1
. . Unhaut hori zed URL Access to
66. 249. 76. 77 I srael 147.237.72. 166 |aka. i df . i | 147.237.72. 166/ si p._st or age/ {1 | es/ 7/ 70187. doc B ock 1
45.79.71.122 Lhited Sates |147.237.72.166|aka.idf .il Mal f or ned HTTP Header Line 4 B ock
185.32.179. 109 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock
) . . Unhaut hori zed Met hod PCST for
93. 77. 205. 19 kr ai ne 147.237.72. 166 |aka. i df . i | v aka i o i 1/gi yus/ general / def aul t. asp B ock 1
68.180.228.29 [nited Sates |147.237.72.166|aka.idf .il Lhaut hori zed URL Access to www aka.idf.il/default.asp B ock 1
194. 242. 163. 116 |France 147.237.76.31 |nakchal .idf.il Uhaut hori zed UR. Access to ww nakhal .idf.il/sip_storage B ock 1
45.79.71.122 Lhited Sates [147.237.72.156|anan. i df . il Ml tiple Ml forned HTTP Header Line from 45, 79. 71. 122 B ock 1
66. 249. 76. 83 I srael 147.237.77. 216 |dover . i df .i | Ml tiple Unauthorized URL Access from 66.249. 76. 83 B ock 1
45.79.71.122 Lhited Sates |147.237.72.166|aka.idf .il Mal formed URL B ock 1
. . . Unhaut hori zed URL Access to
68.180.229.230 [Wited Sates [147.237.77.74 [lawidf.il v | aw i df i1/t enpl at es/ t enpl at econt r ol s/ news/ nabnn narDh Bl ock 1
: . . Unhaut hori zed Met hod PCST for
204.79.180.106 [lLnited Sates |147.237.72.166|aka. i df .| aka.i of i1/ nil Ui it enpl at es/ i nner. asp B ock 1
wwv. chamat z. aka. i d i
46.116. 172. 133 |Israel 147.237.77. 226, . Uhaut hori zed LRL Access to 8 ock 1
foil waw, chanat z. aka. i df . i |/t enpl at es/ honepage/ honepage. aspx
45.79.71.122 Lhited Sates [147.237.72.156|anan. i df. il Mil tiple Ml formed URL from45. 79. 71. 122 Bl ock 1
) . . Unhaut hori zed URL Access to
157.55.39.221 |thited Sates |147.237.77.216|dover.idf .il v i df i |/ at al 1/ zkor / vi ew nor i nf o, asp B ock 1
83.235. 170. 248 |G eece 147.237.72. 166 |aka. i df . i | Unhknown Pararet er ct|00Sct| 003cphii n$ephSachar $ct 1 41 in None 1
wan aka. i df . i |/ mai n/ sachar/ paysl i ps. aspx
45.79.71.122 Lhited Sates |147.237.72.166|aka. i df .il Unknown HTTP Request Method 1 in URL B ock 1
192.169.7.223 |uited Sates  [147.237.77. 170 |nmar achot . i df . i | Unaut hori zed Met hod HEAD for 147.237.77.170/ B ock
Russi an . . D stributed Whaut hori zed Met hod for Known URL on
95. 24. 34. 82 er ati on 147.237.72. 166 |aka. i df . i | vow aka. i df . i 1/ mai n/ home/ def aul t . aspx B ock 1
2.53.172. 80 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
207. 46.13. 73 Lhited Sates |147.237.77.216|dover.idf.il D stributed Whaut horized UR. Access on wawidf.il/error.htm B ock 1
46.117.5.9 I srael 147.237.72. 156 |anan. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
45.79.71.122 Lhited Sates [147.237.72.156|anan. i df . il Ml tipl e Unknown HTTP Request Method from 45, 79. 71. 122 B ock 1
. . . D stributed Uhaut hori zed URL Access on
157.55.39. 246 |lnited Sates [147.237.72.166|aka.idf .il 147 237, 72. 166/ r obot 5. t xt B ock 1
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