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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action [Count |
114.112. 153. 187 Chi na 147.237.76. 197 e hinush.idf.il |JLM Under Attack Con_Tcp drop 1
185. 25. 33. 139 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il Inval id TGP H ags dr op 1
185. 25. 33. 140 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
87.68.11. 108 | srael 147.237.76. 86 navy.idf.il B ack List drop 1
209. 126. 103. 42 Lhited Sates 147.237.76. 30 hi nush. i df .i | B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
L ET DC5 Large amount of TCP ZeroWndow - Possible Nciller2
80. 246. 130. 241 |147.237.77. 233 I srael atal.idf.il 3
DDos attack
45.79. 95. 64 147.237.72. 156 |Lhited Sates |anan.idf.il WEB- M SC Chunked- Encodi ng transfer attenpt 2
77.138.112.95 |[147.237.72. 166 |France aka.idf.il portscan: TCP D stributed Portscan 1
219.87.191.219 [147.237.76. 200 |Tai wan eitan. aka.idf.il ET SCAN Potential SSH Scan 1
163. 172. 169. 150(147. 237. 77. 234 LK?';gegom hal ag.idf .| ET SCAN NVAP -sS wi ndow 1024 1
163. 172. 169. 150|147. 237. 77. 212 LKJ?';;gom e dover.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
163. 172. 169. 150|147. 237. 77. 121 LK?';gegom e navy.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
91.201. 236. 158 |147.237.0.33 |kraine idf.il ET SCAN NVAP -sS w ndow 3072 1
91. 201. 236. 155 |[147.237.76.38 |lkrai ne eeneitav.idf .il ET SCAN NVAP -sS w ndow 2048 1
91. 201. 236. 155 |[147.237.76.38 |lkrai ne eeneitav.idf.il ET SCAN NVAP -f -sS 1
163. 172. 169. 150|147. 237. 77. 234 LKJ?';;gom hal ag. i df.il ET SCAN Potential VWNC Scan 5900- 5920 1
163. 172. 169. 150(147. 237. 77. 226 LK?';gegom i chanat z. aka. i df .i | |[ET SCAN Pot ential VNC Scan 5900- 5920 1
163. 172. 169. 150|147. 237. 77. 205 LKJ?';;gom prisha.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
199 54.143. 43 |147. 237 8.45  |Fili oo Canidhil ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
. . . . . O. |1 | Nes e. el . . .
PP Potential Scan or Brute Force
91.201. 236. 158 [147.237.0.33 |kraine idf.il ET SCAN NVAP -sS w ndow 1024 1
91. 201. 236. 155 |[147.237.76.38 |lkrai ne eeneitav.idf.il ET SCAN NVAP -sS w ndow 1024 1
91. 201. 236. 155 |[147.237.76.38 |Wraine e.e.neitav.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
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Attacker Address |Attacker Qount ry Target Address |Si gnature Message Devi ce Action |Oount
66. 249. 93. 111 Eur ope 147.237.77.216 dover.idf.il drop SAMrul e drop 39
79.179. 16. 221 | srael 147.237.77. 216 dover.idf.il dr op SAMrul e drop 18
37.26. 147. 167 | srael 147.237.72. 166 aka.idf.il drop SAMrul e drop 14
79.177.115. 3 | srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 12
77.125. 62. 127 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 11
207.46.13.75 Lhited Sates 147.237.77.216 dover.idf.il drop SAMrul e drop 9
82.95. 76. 47 Net her | ands 147.237.77.216 dover.idf.il drop First packet isn't drop 8
46. 19. 85. 89 I srael 147. 237.72. 166 aka.idf.il drop SMMrul e drop 8
46. 19. 85. 89 | srael 147.237.77.216 dover.idf.il drop SAMrul e drop 8
194. 90. 66. 9 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 7
81. 218. 106. 146 | srael 147.237.77. 216 dover.idf.il dr op SAMrul e drop 7
46. 19. 86. 56 | srael 147.237.77.216 dover.idf.il drop SAMrul e drop 7
46.120. 143. 81 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 7
213.16. 115. 22 Hungary 147.237.77.216 dover.idf.il drop First packet isn't drop 6
46. 19. 86. 144 | srael 147.237.76. 42 refuah.idf.il drop First packet isn't drop 4
66. 249. 93. 111 | srael 147.237.77.216 dover.idf.il drop SAMrul e drop 4
46. 120. 143. 81 | srael 147.237.76. 42 refuah.idf.il dr op First packet isn't drop 4
46.117.217. 28 | srael 147.237.77.216 dover.idf.il drop SAMrul e drop 3
46.120. 143. 81 | srael 147.237.72. 166 aka. idf.il drop First packet isn't drop 3
212.143.142. 56 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 3
81.218. 66. 211 | srael 147.237.77. 176 nat pash. i df . i | drop First packet isn't drop 2
46. 133. 96. 68 Lkr ai ne 147.237.77.216 dover.idf.il drop First packet isn't drop 2
46. 19. 85. 180 | srael 147.237.72. 166 aka.idf.il drop SAMrul e drop 2
46. 19. 85. 180 | srael 147.237.77. 74 lawidf.il drop SAMrul e drop 2
38. 111. 147. 86 Lhited Sates 147.237.77. 216 dover.idf.il dr op drop 2
66. 249. 81. 230 Eur ope 147.237.77. 176 nat pash. i df . i | drop First packet isn't drop 2
46. 19. 85. 180 | srael 147.237.77.216 dover.idf.il drop SAMrul e drop 2
188. 169. 145. 185 Georgi a 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
5.22.135.135 | srael 147.237.77. 233 atal.idf.il dr op First packet isn't drop 2
192.168. 173. 102 147.237.77. 216 dover.idf.il dr op drop 2
109. 64. 161. 236 | srael 147.237.72. 156 anan. i df il drop First packet isn't drop 2
5.29.175.73 | srael 147.237.77. 216 dover.idf.il dr op SAMrul e drop 1
109. 226. 16. 148 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 1
66. 249. 81. 227 | srael 147.237.77.176 nat pash. i df . i | drop First packet isn't drop 1
109. 253. 146. 147 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
100. 92. 135. 212 147.237.77.216 dover.idf.il drop First packet isn't drop 1
66. 249. 81. 233 | srael 147.237.77.176 nat pash. i df . i | drop First packet isn't drop 1
216.243.31. 2 Lhited Sates 147.237.0. 33 idf.il dr op drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Country Target Address |Site S gnature Action ‘Count
82.80. 166. 249 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 82
46.19.85.138 |[Israel 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 32
46.19.86.212 |[Israel 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock 6
37.142.7.112  |Israel 147.237.77.216|dover . i df .i | Dstributed Whaut hori zed URL Access on waw idf.il/error.htm Bl ock 5
46.121.141.11 |Israel 147.237.77.243|nobi l e. i df . i | DO stributed Suspici ous Response Qode B ock 3
66.249. 93. 107 |l srael 147.237.77.216|dover.idf . il Dstributed Uhaut hori zed URL Access on waw idf.il/error.htm B ock 2
77.139.122.67 |Fance 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed Method for Known URL from 77.139. 122. 67 B ock 2
46.19.85.204 |Israel 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 2
84.108.27.79 |Israel 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock 2
77.138.81.175 |Fance 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCST for waw aka. i df . i1/ mai n/ kapat z/ B ock 2
66.249.76.83 |[Israel 147.237.77. 216 |dover . i df .i | Unhaut hori zed LRL Access to waw i df.il/atal 1/izkor/vi ew i ngt op. asp B ock 2
40.77.167.83 |lnited Sates [147.237.72.166|aka.idf.il Unaut hori zed URL Access to aka.idf.il/mai n/sachar/l ogin B ock 1
95. 86. 102. 196 |l srael 147.237.77.216|dover . i df .i | Lhaut hori zed URL Access to v idf.il/https:/waidf.il/ Bl ock 1
77.138. 140. 248 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCST for wwy aka. i df . i |/ mai n/ sachar B ock 1
45.79. 95. 64 Uhited Sates |147.237.72. 156 [aman. i df . il Ml tipl e Unknown HTTP Request Met hod from 45. 79. 95. 64 B ock 1
31.154. 46. 130 |l srael 147.237.77.216|dover. i df . i | SSL Unhtraceabl e Connection - Cpen Mde None 1
79.181. 221. 230 [l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: (pen Mde None 1
46.19.85.167 |[Israel 147.237.77.216|dover.idf . il D stributed Unknown HTTP Request Met hod B ock 1
45.79. 95. 64 Lhited Sates [147.237.72. 156 |anan. i df.il Mal formed HTTP Header Line 1 Bl ock 1
108.14.77.135 |Uhited Sates [147.237.72.166|aka.idf.il Ml ti pl e Unaut hori zed Method for Known URL from 108. 14. 77. 135 B ock 1
45.79. 95. 64 Uhited Sates |147.237.72. 156 [aman. i df . il Unknown HTTP Request Method 1 in URL B ock 1
31. 168. 254. 153 [l srael 147.237.72. 156 |arman. i df . i | Unaut hori zed HTTP Met hod Bl ock 1
70.173.53.185 |lnited Sates |147.237.72.166|aka.idf .il Unaut hori zed Method POST for ww aka. i df . i/ mai n/ hore/ def aul t. aspx B ock 1
108. 14.77. 135 |lnited Sates |147.237.72.166|aka.idf.il Unaut hori zed Method PCBT for ww aka. i df.il/ishurind main/ B ock 1
45.79. 95. 64 Lhited Sates |147.237.72.156|anman. i df . il Mal f or med URL B ock 1
77.139.122.67 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCBT for wwwy aka. i df .il/mai n/rabanut/ B ock 1
66. 249. 66. 197 |Israel 147.237. 7. 216 |dover . i df . i|  [stn0Tized L Aoees 1O adover . aspy Bock |1
37.46.38.235 |Israel 147.237.76.31 |nakchal .idf.il Unhaut hori zed URL Access to 147.237.76.31/sip_storage/fil es/ 8/ 1668. doc |B ock 1
84.94.109. 150 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed LRL Access to 147.237.76. 42/ styl el shared/ reset . css B ock 1
77.124.39.9 I srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
46.19.85.207 |[Israel 147.237.77. 216 |dover. i df . i | Distributed Ml forned UR Bl ock 1
109. 64. 137. 120 |I srael 147.237.77.216|dover. i df . il Dstributed Uhaut hori zed URL Access on wawidf.il/error.htm B ock 1
45.79. 95. 64 Uhited Sates |147.237.72. 156 [aman. i df . il Mil tiple Ml fornmed HITP Header Line from45.79. 95. 64 B ock 1
77.139. 144. 64 |France 147.237.72. 166 |aka. i df . i | Unaut hor i zed Method PCST for waw aka. i df . il/chamat z Bl ock 1
2.55.161. 95 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
66.249.76.70 |lIsrael 147.237.77.216|dover . i df .i | Unaut hori zed URL Access to v i df.il/. wel | -know assetlinks. json B ock 1
46.19.85.167 |lIsrael 147.237.77.216|dover . i df . i | D stributed Abnornal |y Long Request B ock 1
46.19.85.207 [Israel 147.237.77.216|dover. i df . il D stributed Unknown HTTP Request Met hod B ock 1
151. 213. 145. 30 |Lhited Sates [147.237.72.166|aka.idf.il Ml ti pl e Unaut hori zed Method for Known URL from 151.213. 145. 30 B ock 1
45.79.95. 64 Lhited Sates [147.237.72. 156 |anan. i df.il Mil tiple Miformed URL from 45.79. 95. 64 B ock 1
78.46.84.199  |Ger nany 147.237.72. 166 |aka. i df . i | Unaut hori zed Method HEAD for www aka.idf.il/rights/asp/info.asp B ock 1
5.20.116.31  |Israel 147.237. 72. 166 |aka. i df . i | e i?’;geg’?ing:ag:g;féoi)zcﬁi’ i/ kapatzl[resiolz Bl ock 1
46.19.85.167 |Israel 147.237.77. 216 |dover . i df . i | Distributed Ml formed URL B ock 1
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