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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|

79.176. 139. 82 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 14
66. 240. 219. 146 Lhited Sates 147.237.76. 38 e.e.neitav.idf.i|B ack List drop 1




09-03-2016-22:04:08 to 09-03-2016-23:04:08

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Country|8te |Signature |Count\
45.79. 95. 64 147.237.77. 170 |Uhited Sates naar achot . i df . il WEB- M SC Chunked- Encodi ng transfer attenpt 2
89.248.163. 3 147.237.0.15 |Netherl ands kosher-kravi .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
66.249.93. 185 |[147.237.76.86 |Europe navy.idf.il ET SCAN NVAP -sA (2) 1
61.240.144.66 |147. 237. 76. 148 |Chi na ggcenter. aka. i df.il ET SCAN NVAP -sS wi ndow 1024 1
61.240.144.65 |147.237.77.226|China v chanat z. aka. i df . il |[ET SCAN Pot ential VNC Scan 5800- 5820 1
163. 172. 169. 150|147. 237. 76. 30 [United Ki ngdom |[hi nush.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
61.240. 144. 65 |147.237.77. 176 |Chi na nat pash. i df .i | ET SCAN Potential VWNC Scan 5800- 5820 1
109. 60. 153. 178 |147. 237. 76. 201 ?;Z:;:I”ion eatal.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
61.240.144.65 |147. 237.76. 201 |Chi na eatal.idf.il ET SCAN Potential WNC Scan 5800- 5820 1
109. 60. 153. 178 |147. 237. 76. 196 gg::;”ion e.svivaidf.il ET SCAN Potential VNC Scan 5900- 5920 1
61.240.144.65 |147.237.8.45 |China eetanidf.il ET SCAN Potential WNC Scan 5800- 5820 1
109. 60. 153. 178 |147. 237. 76. 148 Eég:::t”im gacenter. aka. i df . i | ET SCAN Potential VNC Scan 5900- 5920 1
89. 248. 163. 3 147.237.76. 34 |Nether| ands yohal an. i df il ET SCAN Potential VNC Scan 5900- 5920 1
87.236.194. 161 |147.237.77.235|Czech Republic |[sviva.idf.il ET SCAN NVAP -sS w ndow 1024 1
66.249. 64,226 |147.237.77.170|Lhited Sates n@ar achot . i df . i | ET SCAN NVAP -sA (2) 1
61.240. 144. 65 |147.237.77.227|China e. hamaz. i df .i| ET SCAN Potential VNC Scan 5800- 5820 1
208. 100. 26. 228 |147.237.72.166|Lhited Sates aka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
61.240. 144. 65 |147.237.77.212|hina e. dover.idf.il ET SCAN Potential VWNC Scan 5800- 5820 1
- ET DC5 Large anmount of TCP ZeroWndow - Possible Nciller2
109. 253. 209. 191|147. 237. 76. 86 |l srael navy.idf.il 1
DDos attack
61.240.144.65 |147.237.77.61 |China e.cogat.idf.il ET SCAN Potential VWNC Scan 5800- 5820 1
109. 60. 153. 178 |147. 237. 76. 200 ?;Z:;:I”ion eitan. aka idf.il ET SCAN NVAP -sS wi ndow 1024 1
61.240.144. 65 |147.237.76. 148 |thi na ggcenter. aka. i df il ET SCAN Potential VNC Scan 5800- 5820 1
109. 60. 153. 178 |147. 237. 76. 177 gg::;”ion ncore. i df .il ET SCAN Potential VNC Scan 5900- 5920 1
61.240.144.65 [147.237.0.16 |China ny-kosher-kravi.idf.il |ET SCAN Potential VNC Scan 5800- 5820 1
104. 128. 144. 131|147. 237.0. 16  [Canada ny-kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Sig nature Message Devi ce Action |Oount
178. 197. 239. 213 Sni tzerl and 147.237.77. 216 dover.idf.il drop Frst packet isn't SN drop 30
2.53.49. 83 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't SN drop 19
91.135. 110. 252 | srael 147.237.77. 216 dover.idf.il drop First packet isn't SYN drop 18
213.8.204.28 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't SN drop 15
79.179. 16. 221 | srael 147.237.77. 216 dover.idf.il dr op SAMrul e drop 13
87.69. 174. 210 | srael 147.237.77. 216 dover.idf.il drop First packet isn't SYN drop 12
66. 249. 93. 111 Eur ope 147.237.77. 216 dover.idf.il drop SAMrul e drop 11
203. 77. 32. 240 Tai wan 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 10
5. 168. 10. 65 Italy 147.237.77. 176 nat pash. i df . i | drop First packet isn't SYN drop 8
85. 250. 101. 187 | srael 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 8
207.46.13.75 Lhited Sates 147.237.77. 216 dover.idf.il drop SAMrul e drop 6
185. 89. 217. 226 Net her | ands 147.237.77. 216 dover.idf.il drop First packet isn't SYN drop 6
46. 32. 208. 95 Pal estinian Territory, Qcupied 147.237.77. 176 nat pash. i df . i | drop First packet isn't SN drop 6
37. 26. 147. 167 | srael 147.237.72. 166 aka idf.il dr op SAMrul e drop 6
46. 19. 85. 152 | srael 147.237.77. 216 dover.idf.il drop First packet isn't SYN drop 5
46. 19. 85. 185 | srael 147.237. 72. 166 aka idf.il drop SAMrul e drop 5
212.143. 142. 56 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 5
177.86.1. 194 Brazil 147.237.77. 216 dover.idf.il drop First packet isn't SYN drop 4
37.26. 148. 216 | srael 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 4
41. 33. 232. 66 Egypt 147.237.77. 216 dover.idf.il drop Frst packet isn't SN drop 4
66.249. 93. 111 | srael 147.237.77. 216 dover.idf.il drop SAMrul e drop 4
79.179. 38. 17 | srael 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 3
213.8.204. 28 | srael 147.237.77. 216 dover.idf.il dr op SAMrul e drop 3
79.179. 153. 43 | srael 147.237.72. 166 aka idf.il drop First packet isn't SYN drop 3
46. 19. 85. 87 | srael 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 3
46. 19. 86. 56 I srael 147.237.72. 166 aka.idf.il drop SAMrul e drop 3
46. 19. 85. 89 | srael 147.237.77. 216 dover.idf.il drop SAMrul e drop 3
5.29.128. 210 | srael 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 3
109. 253. 200. 73 | srael 147.237.72. 166 aka idf.il drop First packet isn't SN drop 2
79.177.235. 137 | srael 147.237.72. 166 aka idf.il drop First packet isn't SYN drop 2
46. 19. 85. 239 | srael 147.237.77. 216 dover.idf.il drop SAMrul e drop 2
31. 146. 14. 189 Georgia 147.237.77. 216 dover.idf.il dr op Frst packet isn't SN drop 2
2.54.205. 145 | srael 147.237.77. 216 dover.idf.il drop First packet isn't SYN drop 2
109. 253. 146. 75 | srael 147.237.77. 216 dover.idf.il drop SAMrul e drop 2
5.29.175. 73 | srael 147.237.77.216 dover.idf.il dr op First packet isn't SN drop 1
87.71.29.74 | srael 147.237. 72. 156 anan. i df .l drop First packet isn't SYN drop 1
46. 43. 104. 195 Pal estinian Territory, Qcupied 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 1
84. 108. 147. 42 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't SN drop 1
89. 139. 108. 191 | srael 147.237.77. 216 dover.idf.il drop First packet isn't SYN drop 1
62.219.137.5 | srael 147.237. 72. 156 aman. i df.il drop First packet isn't SN drop 1
109. 253. 202. 7 | srael 147.237. 72. 156 anan.idf.il drop First packet isn't SN drop 1
85. 65. 203. 224 | srael 147.237.77. 216 dover.idf.il drop First packet isn't SYN drop 1
79.178. 100. 44 | srael 147.237.72. 166 aka idf.il drop First packet isn't SN drop 1
213.8.204.35 | srael 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 1
183. 129. 160. 229 Chi na 147.237.76. 34 yohal an. i df .il drop SAMrul e drop 1
81.218.106. 146 | srael 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 1
66. 249. 69. 10 I sr ael 147.237.0.33 idf.il drop drop 1
212.76. 106. 37 | srael 147.237.77. 216 dover.idf.il drop First packet isn't SYN drop 1
109. 253. 213. 145 | srael 147.237.72. 166 aka idf.il drop First packet isn't SN drop 1
79.179. 16. 221 | srael 147.237. 76. 86 navy.idf.il dr op SAMrul e drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
109. 67.199.85 |Israel 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed Method for Known URL from 109. 67. 199. 85 Bl ock 6
77.139.75.233  |France 147.237.72. 166 |aka. i df . i | m;}i(: “itdicl’ill‘?im‘f.t :f;;;f; /"\fteuggy;ﬂrp.'f:sc;‘i“ UL on B ock 3
109. 66. 105. 66 |l srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Gode B ock 3
176.13.9. 20 I srael 147.237.0.19 |madi matal . i df. i |Suspicious Response Code B ock 3
46.19. 85. 138 I srael 147.237.0.19 |madi matal .idf.i[Dstributed Suspicious Response CQode B ock 2
45.79. 95. 64 Lhited Sates |147.237.77.170|maarachot.idf.il [Distributed Ml forned URL B ock 2
87.68. 40. 43 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
45.79. 95. 64 Uited Sates [147.237.77.170|maar achot.idf.il |Distributed Unknown HTTP Request Met hod B ock 2
87.71.29. 74 I srael 147.237.72. 156 |anan. i df . i | O stributed Suspicious Response Code B ock 2
62.219.137.5 | srael 147.237.72. 156 |anan. i df . i | Lhtraceabl e SSL Sessi ons: pen Mde None 2
109. 253. 206. 139]l srael 147.237.77.243|nobi | e. i df . i | O stributed Suspicious Response Code B ock 1
46.19. 85. 87 I srael 147.237.77.216|dover . i df .i | Unknown HTTP Request Method szsdlr32gbnum zfxn4 in URL B ock 1
23.234.19.163 |lited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to wa i df.il/wp-1ogin. php B ock 1
85. 219. 205. 227 |Pol and 147.237.72. 156 |anan. i df . i | Lhaut hori zed URL Access to ww aman. idf.il/favicon.ico B ock 1
68.180.230.47 |lnited Sates [147.237.77.216|dover.idf.il Paraneter Type M ol ation PageNumin waw i df . il/1133-ar/ dover. aspx B ock 1
62. 0. 102. 190 I srael 147.237.77. 170 |maarachot . i df . i | [Mil ti pl e Whaut hori zed URL Access from 62.0.102. 190 B ock 1
207.46.13.134 |lnited Sates |147.237.77.216|dover.idf.il Ml tipl e Unaut horized URL Access from 207.46. 13. 134 B ock 1
109. 64. 190. 196 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to ww aka. i df.il/sip storagel/files/ 1/ B ock 1
46. 19. 85. 36 I srael 147.237.0.34 |tikshuv.idf.il |Miformed UR B ock 1
79. 180. 9. 224 I srael 147.237.72. 156 |anan. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
66.249. 66. 233 I srael 147.237.76.31 |nakchal .idf.il r?;lfﬁ;holréfzelf /?:‘npfgfeesslssr:a‘; ol user cont 1ol </ neveny Bl ock 1
151.213.145.30 |lhited Sates |[147.237.72.166|aka.idf.il Unaut hor i zed Method HEAD for www aka. i df.il/rights/asp/info.asp B ock
77.138.54. 20 France 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod POST for waw aka. i df . i |/ mai n/ haredi i general . aspx |Bl ock 1
62. 0. 102. 190 I 'srael 147.237.77. 170 n@ar achot . i df . i | |Unaut hori zed HTTP Met hod B ock 1
207.46.13.134 |Uited Sates |147.237.77. 216 |dover. idf il [P ffzglgfgsjnf(fover.aspx_ (it eschi of B ock 1
109. 64. 193. 237 |l srael 147.237.77.243|nobi l e. i df . i | O stributed Suspicious Response Qode B ock 1
46.19. 85. 36 I srael 147.237.0.34 |tikshuv.idf.il |Unknown HTTP Request Method shuv. aspx in URL B ock 1
2.53.4.9 I'sr ael 147, 237.72. 166 |aka. i df . i | m”;’k":iﬁr_?rl‘ftn;r nf;;fﬁxt;aggffgzf\’:;gfcphsa‘:har$°t' 09in None 1
80. 230. 231. 213 |Israel 147.237.72. 166 |aka. i df . i | mnjkf,?r?ﬁﬁ ;;;gfﬁggffggﬁgfphsam”$Ct' 6Lin None 1
66.249. 66.234 [Israel 147.237.77.74 |lawidf.il Unaut hori zed URL Access to waw | aw i df . i|/webservi ces/ wscity. asnx B ock 1
46. 19. 85. 204 I srael 147.237.77. 216 |dover . i df .i | Dstributed Aonormal |y Long Request B ock 1
157.55. 39. 34 Lhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77.216/ robot s. t xt B ock 1
213. 8. 204. 69 I srael 147.237.77.216|dover. i df . il Unaut hori zed URL Access to wwvidf.il/international _training B ock 1
46. 19. 85. 87 I srael 147.237.77. 216 |dover . i df . i | Abnormal |y Long Request et hod B ock 1
2.55.44. 101 | srael 147.237.72. 166 |aka. i df . i | SSL Uhtraceabl e Connection - Cpen Mde None 1
80. 246. 130. 183 |[Israel 147.237.77.216|dover. i df . il Dstributed Uhaut hori zed URL Access on waw idf.il/error.htm B ock 1
66.249.73.201 |[Israel 147.237.76.86 [navy.idf.il Unaut hori zed URL Access to navy.idf.il/tiznoret/news/ B ock 1
46. 19. 85. 204 I 'srael 147.237.77. 216 |dover. i df . i | Distributed Ml forned UR B ock 1
89.138.174.98 [Israel 147.237.76.42 |refuah.idf.il [0S0 buted haut horized éﬁaﬁ“g}i on Bl ock 1
45.79. 95. 64 Lhited Sates |[147.237.77.170|maarachot. i df.i| |Malforned HITP Header Line 4 B ock 1
77.139.85.133 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Method POST for wwu aka. i df.il/main/smalimsmalimaspx |B ock 1
66.102. 9. 98 Lhited Sates [147.237.72.166|aka.idf.il Unaut hori zed Method PCST for aka.idf.il/mai n/ hone/ def aul t. aspx B ock 1
46. 19. 85. 87 I 'srael 147.237.77. 216 (dover. i df .i | Mal formed URL B ock 1
23.234.19.163 |[Lhited Sates [147.237.77.216|dover.idf.il PHP At t enpt B ock 1
84.108.240.59 [Israel 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Gode Character in URL from84. 108. 240. 59 B ock 1
66.249.79.116 |l srael 147.237.77. 176 [nat pash. i df . i|  |Uauthorized URL Access to waw cogat . i df.il/civiladnmnistration B ock 1
46. 19. 85. 204 I srael 147.237.77. 216 |dover . i df .i | D stributed Wknown HITP Request Met hod B ock 1
188. 120. 132. 242l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method CPTI ONS for waw aka. i df . i/ mai n/ sachar/ B ock 1
109. 64. 190. 196 |l srael 147.237.72. 166 |aka. i df . i | Mil tipl e Waut hori zed URL Access from 109. 64. 190. 196 Bl ock 1
45.79. 95. 64 Lhited Sates |147.237.77.170|n@ar achot . i df . il [Miltiple Ml forned HTTP Header Line from 45, 79. 95. 64 B ock 1
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