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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action [Count|

185. 89. 217. 231 Net her | ands 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 21
105. 158. 179. 65 Mor occo 147.237.77.216 dover.idf.il HTTP- M SG- Acuneti x- Ur | dest - r eset 4
185. 89. 217. 226 Net her | ands 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3
84.111.119.121 | srael 147.237.72. 166 aka idf.il B ack List drop 2
109. 67. 239. 178 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
5. 28. 158. 165 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2
84.111.119.121 | srael 147.237.77. 216 dover.idf.il B ack List drop 2
217.23.9.123 Net her | ands 147.237.76. 198 e.yohal an.idf.il |B ack List drop 1
46. 116. 10. 234 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
217.132. 96. 140 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
91. 230. 107. 174 Russi an Federation 147.237. 76. 198 e.yohal an.idf.il |B ack List drop 1
185. 89. 217. 230 Net her | ands 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
50. 225. 66. 186 Lhited Sates 147.237.76. 38 e.e.neitav.idf.i|B ack List drop 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature

40. 85. 96. 77 147.237.77. 233 |Irel and aal.idf.il S Injection - Select From 20
216.119. 125.34 |147.237.76.42 |lhited Sates  [refuah.idf.il SQ Injection - Select From 17
83.168.250.50 |147.237.77. 233 |Sweden atal.idf.il SQ Injection - Select From 8
79.170.196. 68 |147.237.77.74 |United Ki ngdom [l awidf.il S Injection - Select From 8
91.121.116. 113 |[147.237. 72. 166 |France aka.idf.il ET WEB SERVER Fake ogl ebot UA 1 | nbound 6
109. 60. 153. 178 [147. 237. 77. 176 23::;'}0'1 nat pash. i df . | ET SCAN NVAP -sS wi ndow 1024 1
94.102.52. 71 147. 237. 77. 170 |Net her | ands naar achot . i df . i ET SCAN Potential VNC Scan 5900- 5920 1
87.236.194. 161 [147.237.0.19 |Czech Republic |madimatal.idf.il ET SCAN NVAP -sS w ndow 1024 1
80.52. 228, 17 147 237.0.19  |Fol and vadi matal idf i ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1

Potential Scan or Brute Force
212.116.72.226 |147.237.77.61 |Sweden e.cogat.idf.il ET SCAN NVAP -sS w ndow 1024 1
66.249.73.209 |147.237.76.86 |Wiited Sates  |navy.idf.il ET SCAN NVAP -sA (2) 1
191.100.3. 172|147 237 0.33  |col onbi & il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force

176.47.46.194 |147.237.77.216|Sudi Arabia dover . idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
163. 172. 169. 150|147. 237. 76. 31 |United Ki ngdom |nakchal .idf.il ET SCAN Potential WNC Scan 5900- 5920 1
94.102.52. 71 147.237. 77. 212 [Net her | ands e.dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
94.102.52. 71 147.237.0. 200 |Netherl ands mu.idf il ET SCAN NMAP -sS wi ndow 1024 1
89. 248. 172. 103 |147. 237.76.34 |Netherl ands yohal an. i df il ET SCAN Potential VWNC Scan 5900- 5920 1
212.116.72.226 |[147.237.77.61 |Sweden e.cogat.idf.il ET SCAN NVAP -sS wi ndow 3072 1
202.21.110.212 |147.237.0.16 |Mongolia ny-kosher-kravi .idf.il |JET SCAN NVAP -sS wi ndow 3072 1
50.116. 123. 135 [147.237.72.217 |Wited Sates eidf.il ET SCAN NMAP -sS wi ndow 1024 1
185. 55.125. 74  |147.237.72.14 |Ger many dover.idf.il (ol d) ET SCAN Potential VNC Scan 5900- 5920 1
163. 172. 169. 150|147. 237. 76. 44 |United Ki ngdom |e.refuah.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
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|Top Attackers In FW |

Attacker Address ‘At tacker Qountry Target Address |Si gnature Message Devi ce Action |Oount
141.0. 15. 36 Nor way 147.237.77.216 dover.idf.il drop Frst packet isn't drop 132
109. 253. 217. 137 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 75
141. 226. 217. 232 | srael 147.237.77.216 dover.idf.il drop Frst packet isn't drop 72
176. 13. 236. 122 I srael 147.237.77.216 dover.idf.il drop Frst packet isn't drop 65
79.180. 169. 21 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 59
37.142.231.18 | srael 147.237.77.216 dover.idf.il drop Frst packet isn't drop 54
46.117.217. 28 | srael 147.237.77.216 dover.idf.il drop Frst packet isn't drop 48
109. 66. 147. 66 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 48
109. 65. 79. 58 | srael 147.237.77.216 dover.idf.il drop Frst packet isn't drop 48
87.70.32.97 | srael 147.237.77.216 dover.idf.il drop Frst packet isn't drop 44
37.142. 209. 92 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 40
84.229.22.85 | srael 147.237.77.216 dover.idf.il drop Frst packet isn't drop 40
176. 13. 229. 199 I srael 147.237.77.216 dover.idf.il drop Frst packet isn't drop 37
109. 64. 184. 37 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 36
84.108. 188. 162 | srael 147.237.77.216 dover.idf.il drop Frst packet isn't drop 35
85. 250. 80. 21 I srael 147.237.77.216 dover.idf.il drop Frst packet isn't drop 33
79.178. 143. 243 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 32
185. 89. 217. 226 Net her | ands 147.237.77.216 dover.idf.il drop Frst packet isn't drop 28
68. 197. 228. 235 Lhited Sates 147.237.77.216 dover.idf.il drop Frst packet isn't drop 28
185. 89. 217. 225 Net her | ands 147.237.77. 216 dover.idf.il dr op First packet isn't drop 26
84.111. 227. 100 | srael 147.237.77.216 dover.idf.il drop Frst packet isn't drop 24
77.125.79. 166 I srael 147.237.77.216 dover.idf.il drop Frst packet isn't drop 24
141. 226. 217. 232 | srael 147.237.77. 233 atal.idf.il dr op Frst packet isn't drop 23
46.117. 183. 62 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 18
93. 173. 226. 62 I srael 147.237.77.216 dover.idf.il drop Frst packet isn't drop 18
185. 89. 217. 227 Net her | ands 147.237.77. 216 dover.idf.il dr op First packet isn't drop 18
185. 89. 217. 233 Net her | ands 147.237.77.216 dover.idf.il drop Frst packet isn't drop 18
46.116.7.61 I srael 147.237.77.216 dover.idf.il drop Frst packet isn't drop 17
93.173. 226. 62 I srael 147.237.76. 86 navy.idf.il drop Frst packet isn't drop 15
176. 13. 229. 199 | srael 147.237.76. 31 nakchal .idf.il drop Frst packet isn't drop 15
185. 89. 217. 232 Net her | ands 147.237.77.216 dover.idf.il drop Frst packet isn't drop 14
66. 249. 93. 111 Eur ope 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 14
87.71.13. 166 | srael 147.237.77.216 dover.idf.il drop Frst packet isn't drop 13
87.70.50. 166 | srael 147.237.77.216 dover.idf.il drop Frst packet isn't drop 12
79.178. 4. 190 I srael 147.237.77.216 dover.idf.il drop Frst packet isn't drop 12
46.120. 232. 12 | srael 147.237.77.216 dover.idf.il drop Frst packet isn't drop 12
79.179. 16. 221 | srael 147.237.77.216 dover.idf.il drop Frst packet isn't drop 12
79.180. 215. 92 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 12
185. 89. 217. 226 Net her | ands 147.237.77.216 dover.idf.il drop SAMrul e drop 11
66. 249. 88. 47 Lhited Sates 147.237.77.216 dover.idf.il drop Frst packet isn't drop 11
46.19. 86. 107 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 10
79.178.151. 241 | srael 147.237.77.216 dover.idf.il drop Frst packet isn't drop 10
185. 89. 217. 231 Net her | ands 147.237.77.216 dover.idf.il drop Frst packet isn't drop 10
79.179. 16. 221 | srael 147.237.76. 86 navy.idf.il dr op SAMrul e drop 10
79. 180. 3. 250 | srael 147.237.77.216 dover.idf.il drop Frst packet isn't drop 10
213.8.204.28 I srael 147.237.77.216 dover.idf.il drop Frst packet isn't drop 9
45. 35. 64. 142 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't drop 9
109. 253. 207. 215 | srael 147.237.77.216 dover.idf.il drop Frst packet isn't drop 9
77.138.52.97 France 147.237.77.216 dover.idf.il drop Frst packet isn't drop 8
185. 89. 217. 235 Net her | ands 147.237.77. 216 dover.idf.il dr op First packet isn't drop 8




09-03-2016-21:04:07 to 09-03-2016-22:04:07

|Top Attackers In V\AF|

A tacker
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Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
109. 65. 66. 120 | srael 147.237.77.216|dover . i df .i | Ml tiple UWhaut horized URL Access from 109. 65. 66. 120 B ock 37
37.26.146.169 |Israel 147.237.77.243|nobi | e.i df . i | Par aneter Type M ol ation Password in nobile.idf.il/sachar/login B ock 14
46.19. 86. 66 I srael 147.237.0.19 |[madimatal .idf.il Dstributed Suspicious Response Code B ock 12
109. 67.199.85 |Israel 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed Method for Known URL from 109.67.199.85 |B ock 10
84.108. 27. 79 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 8
37.26.146.174 |[Israel 147.237.0.19 |[madimatal .idf.il Dstributed Suspicious Response Code B ock 6
77.124.22.5 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 5
80. 246.136.45 |Israel 147.237.72. 156 |anan. i df . i | DO stributed Suspici ous Response CQode B ock 3
109. 64. 190. 196 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method CPTI ONS for waw aka. i df.il/ B ock 3
109. 253. 136. 59 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 3
188. 120. 154. 183l sr ael 147.237.72.166 |aka. i df . i | 'i’g'gt_ |1p2|§ fgjf’tlgg“ zed Method for Known LR from B ock 3
77.138.54.20  |France 147.237.77.234|hal ag. i df . i | mﬂtog?;'tlzsg attjzl‘.f‘éfcf’isf} sti(;e100x0/ i b storage Bl ock 2
109. 253. 143. 138l srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock
66.249.81.218 |[Israel 147.237.77. 216 |dover.idf .il Dstributed Uhaut hori zed URL Access on wawidf.il/error.htm B ock
62.219.137.5 | srael 147.237.72. 156 |anan. i df . i | Untraceabl e SSL Sessi ons: Qpen Mde None
77.138.190.6  |France 147.237.72.166 |aka. i df . i | m“;grii d?.??l ?kn;hﬁldsaﬁlif;waysl i p. s B ock 2
207. 46. 13. 90 Lhited Sates |147.237.77.216|dover.idf.il Ostributed Lhaut hori zed URL Access on waw idf.il/error. htm B ock 2
77.139.173.150 |France 147.237.72. 166 [aka. i df . i | Unaut hori zed Method PCST for ww aka. i df . il/main/rabanut/ B ock 2
66.249.64. 124 [Israel 147.237.72. 166 [aka. i df . i | Unknown Paraneter catlD in ww aka. idf.il/yohal an/ hore/ hone. asp |None 1
37.142.198.237 |[Israel 147.237.77.74 [lawidf.il Unaut hori zed URL Access to waw nag. i df.il/wp-1ogin. php Bl ock 1
219.75.81.166 |9 ngapore 147.237.77.216|dover. i df .i | Distributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 1
109. 64. 119. 203 |l srael 147.237.72. 166 |aka. i df . i | m“;?;rl ' d?:ﬁ /Nﬁ;ih;’/dgi;i’;?k‘; ok ki sk, aspx Bl ock 1
79.177.149. 161 |l srael 147.237.77. 216 |dover.i df . i | Unaut hori zed URL Access to v idf.il/watch B ock 1
68.180.228.94 |lnited Sates |147.237.77.234|hal ag. i df . i wmtog?rs'“zs:aﬁ.ﬁfﬁsltt;” at s/ sher o usercont ol s/ trj ector/ |B1O%K 1
188. 120. 154. 183I srael 147.237.72. 166 |aka. i df . i | m”;kh:ri idifeidl /'\f;r::;‘;i)fg?g;rn. asix B ock 1
66. 249. 76. 70 I srael 147.237.72. 156 |anan. i df . i | Lhaut hori zed URL Access to vwwy aman. i df.il/robots. txt B ock 1
185. 89. 217. 227 |Netherlands [147.237.77.216|dover.idf.il Dstributed Uhaut hori zed URL Access on wawidf.il/error.htm B ock 1
66. 249. 88. 42 I srael 147.237.77.216|dover.i df .i | Distributed Uhaut hori zed URL Access on wawidf.il/error.htm B ock 1
64.134.33.124 |wnited Sates |[147.237.72.166|aka.idf.il Unaut hori zed Method PCBT for waw aka.idf.il/yohal an/ B ock 1
79.178.106.219 [Israel 147.237.76. 42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ ref uah. aspx  |B ock 1
66.249.76.77  |israel 147.237.72. 166 |aka. i df . i | ﬂ?ﬁg\g’;.%irgé/e;aicséidy:& qeneral . aspx Bl ock 1
109.67.199.85 [Israel 147.237.72. 166 |aka. i df . i | m“;?;rl i dﬁ'ffl /Nfr;ihr?/dgi;iz?n;]plr box. aspx B ock 1
84.111.156.73 [Israel 147.237.77.233|at al . i df . i | el ot hor zed W Aacscs)fs on Bl ock 1
46.19. 86. 148 I srael 147.237.77. 216 |dover.i df . i | Dstributed M fornmed UR B ock 1
77.139.173.150 |France 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut hori zed Method for Known URL from 77.139. 173. 150 |B ock 1
185. 89.217.228 |Netherlands |147.237.77.216|dover.idf.i | Distributed Lhaut horized URL Access on waw idf.il/error.htm B ock 1
66. 249. 88. 47 I srael 147.237.77.216|dover.i df .i | Dstributed Unaut hori zed URL Access on wawidf.il/error.htm B ock 1
66.102.9.13 Lhited Sates [147.237.72.166|aka.idf.il Unaut hori zed Met hod PCST for www aka. i df .il/main/smalind B ock 1
109. 64. 190. 196 |l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed LR. Access to waw aka.idf.il/sip storagelfiles/ 1/ B ock 1
79.180.41.104 [Israel 147.237.76.42 |refuah.idf.il L ated Lot horized éﬁaﬁc‘;ﬁi on Bl ock 1
77.125.30.76  |Israel 147.237.72. 166 |aka. i df . i | Luri%asl ’ i?“ageg?inzza;;;;fgol)gcﬁi/fm W kapat 2/ r es#012 Bl ock 1
207.46.13.104 |Wited Sates [147.237.0.16 n|y| kosher-kravi. i df | horized URL Access to v ny- kosher -kravi . i df i/ B ock 1
66.249.81.212 |[Israel 147.237.77. 216 |dover.i df . i | Distributed Lhauthorized UR. Access on waw idf.il/error.htm B ock 1
Uhaut hori zed URL Access to
85. 65. 61. 148 I srael 147.237.72. 156 [anan. i df . i | vy anan. i df . i1/ sip_storagel fil es/5/ 71705, pdf n N> > 0T Bl ock 1
[
46.19. 86. 148 I srael 147.237.77.216|dover.i df .i | D stributed Unknown HTTP Request Met hod B ock 1
185. 89.217.229 |Netherlands [147.237.77.216|dover.idf.il D stributed Uhaut hori zed URL Access on waidf.il/error.htm Bl ock
66. 249. 88. 52 I srael 147.237.77.216|dover. i df .i | Ostributed Waut hori zed URL Access on waw i df.il/error. htm B ock
66.249.64.41  |Israel 147.237.72.166 |aka. i df . i | ﬂ?”tzg;’r'?;efet% gf;esrsa;; {11 es/ 4171004, pel Bl ock 1
109. 65. 3. 7 I srael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77.233/1133-he/ at al . aspx B ock 1
37.142.198. 237 |[Israel 147.237.77.74 |lawidf.il PHP At t enpt B ock 1
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