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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
84.108. 118. 243 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 8
46.117. 245. 182 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 8
185.94.111.1 Russi an Federation 147.237.76. 198 e.yohal an.idf.il|B ack List drop 1
85. 64. 136. 239 | srael 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
207.232.21. 105 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
77.139. 96. 251 France 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
87.71.4.208 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
5.79. 68. 131 Net her | ands 147.237. 76. 197 e hinush.idf.il |Back List drop 1
217.23.9.123 Net her | ands 147.237. 76. 30 hi nush. i df .i | B ack List drop 1
77.139.111.76 France 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
185. 3. 147. 113 | srael 147.237.77.216 dover.idf.il SYN H ood del ete reset drop 1
46. 19. 86. 35 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature
66.249. 81.212  |147.237.77. 216 |Eur ope dover.idf.il ET SCAN NVAP -sA (2) 16
79.170.196. 68  |147.237.77.233|Uni ted K ngdom |atal .idf.il SQ Injection - Select From 8
205. 144. 171. 34 |147.237.77.233|Whited Sates  [atal.idf.il SQ Injection - Select From 8
137.117.80. 178 [147.237.77.74 |Wited Sates  |lawidf.il S Injection - Select From 5
202.131.97.219 |147.237.0.19 [india madi matal .idf.il ET SCAN Potential SSH Scan 3
202.131.97.219 |[147.237.76.201(India eatal.idf.il ET SCAN Potential SSH Scan 2
202.131.97.219 [147.237.0.16 [India ny-kosher-kravi.idf.il |[ET SCAN Potential SSH Scan 2
91.121.132. 153 |147.237.77.74 |Fance lawidf.il ET WEB SERVER Fake ogl ebot UA 1 | nbound 2
66.249.81. 175 |147.237.77. 233 |Eur ope atal.idf.il ET SCAN NVAP -sA (2) 2
202.131.97.219 [147.237.76.34 [India yohal an. i df .i | ET SCAN Potential SSH Scan 2
46.120.122.219 |147.237.72. 166 |l srael aka.idf.il Xenu Link Seuth User Agent 2
202.131.97.219 |(147.237.72.217|India eidf.il ET SCAN Potential SSH Scan 2
91.121.116. 113 |147.237.77.74 |Rance lawidf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 2
202.131.97.219 |147.237.76.42 [India refuah.idf.il ET SCAN Potential SSH Scan 2
202.131.97.219 |(147.237.72.167|India i shuri maka.idf.il ET SCAN Potential SSH Scan 2
202.131.97.219 |147.237.77.170(Indi a maar achot . i df . i | ET SCAN Potential SSH Scan 1
91.224.160.106 |147.237.0.19 |Netherlands madi matal .idf.il ET SCAN Potential SSH Scan 1
202.131.97.219 |(147.237.0.33 |[India idf.il ET SCAN Potential SSH Scan 1
91. 201. 236. 158 [147.237. 72. 156 |krai ne aman.idf.il ET SCAN NVAP -f -sS 1
202.131.97.219 |147.237.76.197|India e himush.idf.il ET SCAN Potential SSH Scan 1
187 147 3. 63 147 237.76. 30 |Mexi co b rsh i | ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
84.205.104.70 [147.237.77. 227 |Egypt e hamaz.idf.il ET SCAN NVAP -sS w ndow 3072 1
202.131.97.219 [147.237.76.148|Indi a gqcenter. aka. i df .i | ET SCAN Potential SSH Scan 1
163. 172. 169. 150|147.237.0.19 [United Ki ngdom [nadi matal .idf.il ET SCAN NVAP -sS w ndow 1024 1
202.131.97.219 [147.237.76.39 |India nobi | e.nei tav.idf.il |[ET SCAN Potential SSH Scan 1
109. 60. 153. 178 |147. 237. 77. 61 ?éj:i;’}m e.cogat.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
104. 128. 69. 129 |147.237.77. 216 |Lhited Sates dover.idf.il ET SCAN NMAP -sS wi ndow 2048 1
202.131.97.219 |147.237.77.233|India aal.idf.il ET SCAN Potential SSH Scan 1
91.224.160. 106 |[147.237. 76. 147 [Net her | ands chi nuch. aka. i df .i | ET SCAN Potential SSH Scan 1
202.131.97.219 [147.237.77.212(India e. dover.idf.il ET SCAN Potential SSH Scan 1
202.131.97.219 |147.237.72.156|India aman. i df.il ET SCAN Potential SSH Scan 1
202.131.97.219 [147.237.77.176|Indi a nat pash. i df .i ET SCAN Potential SSH Scan 1
91.224.160. 106 |147.237.0.34 [Netherlands tikshuv.idf.il ET SCAN Potential SSH Scan 1
202.131.97.219 |147.237.0.34 [india tikshuv.idf.il ET SCAN Potential SSH Scan 1
202.131.97.219 [147.237.77.121|Indi a e.navy.idf.il ET SCAN Potential SSH Scan 1
91. 201. 236. 158 [147.237. 72. 156 |krai ne anan. i df.il ET SCAN NMAP -sS wi ndow 2048 1
202.131.97.219 |147.237.76.199|Indi a e. nakchal .idf .il ET SCAN Potential SSH Scan 1
91. 201. 236. 158 [147.237.72. 156 |Wkrai ne anan. i df .| ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
901 145, 39. 135 147 237 76.31 |Mexi co nakehal i df i1 ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
202.131.97.219 |[147.237.76.196(India e svivaidf.il ET SCAN Potential SSH Scan 1
186. 119, 14. 7 147 237.0.34 0ol onbi Cikshuv.idf il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
79.181.136. 73  [147.237.72. 166 |l srael aka.idf.il portscan: TCP Distributed Portscan 1
219, 80. 144. 229|147 237 76. 38 |Tai van o o ngitav. i il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
202.131.97.219 |[147.237.76.38 [India e.e.nmeitav.idf.il ET SCAN Potential SSH Scan 1
104. 128. 69. 129 |147.237.77. 216 |Lhited Sates dover.idf.il ET SCAN NMAP -sS wi ndow 4096 1
202.131.97.219 [147.237.77.234|Indi a hal ag.idf.il ET SCAN Potential SSH Scan 1
50.116. 123. 135 |147.237.76.148|lhited Sates  [ggcenter.aka idf.il ET SCAN NMAP -sS wi ndow 1024 1
202.131.97.219 |[147.237.76.30 [India hi nush. i df . i | ET SCAN Potential SSH Scan 1
104. 128. 69. 129 |147.237.77. 216 |Lhited Sates dover.idf.il ET SCAN NVAP -f -sS 1
202.131.97.219 |(147.237.77.216(India dover.idf.il ET SCAN Potential SSH Scan 1
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Attacker Address |Attacker Qount ry Target Address |Sig nature Message Devi ce Action |Oount
62.128. 48. 130 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 93
84.108. 147. 42 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 52
79.181. 234. 253 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 51
79.180.192. 172 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 51
213.57.184. 217 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 48
5.29.211. 249 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 48
77.139.74.137 France 147.237.77. 216 dover.idf.il drop First packet isn't drop 47
46. 117. 132. 202 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 43
46. 19. 85. 85 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 39
46. 19. 85. 225 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 36
141.0.14.74 Eur ope 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 36
212.179. 90. 106 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 36
46. 19. 85. 123 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 34
77.138.64.130 France 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 34
37.26. 146. 224 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 31
2.53.54. 250 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 31
217.132.127. 179 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 30
46.33.32.2 kr ai ne 147.237.77. 216 dover.idf.il drop First packet isn't drop 30
66. 249. 81. 183 Eur ope 147.237.77. 233 atal .idf.il drop First packet isn't drop 26
66.249. 81. 179 Eur ope 147.237.77. 233 atal .idf.il drop Frst packet isn't drop 26
2.53.35.63 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 25
80. 178. 162. 32 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 23
45. 35. 64. 142 Lhited Sates 147.237.77.216 dover.idf.il drop Frst packet isn't drop 18
74.208.192. 137 Lhited Sates 147.237.72. 166 aka.idf.il drop First packet isn't drop 18
66. 249. 81. 215 Russi an Federation 147.237.77.216 dover.idf.il drop First packet isn't drop 18
77.138.52. 97 France 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 18
66. 249. 81. 175 Eur ope 147.237.77. 233 atal .idf.il drop First packet isn't drop 17
66. 249. 81. 218 Eur ope 147.237.77. 216 dover.idf.il drop First packet isn't drop 17
66. 249. 93. 103 Eur ope 147.237.77.216 dover.idf.il drop Frst packet isn't drop 17
66. 249. 81. 212 Eur ope 147.237.77.216 dover.idf.il drop First packet isn't drop 14
46. 19. 85. 105 | srael 147.237.72. 166 aka.idf.il drop SAMrul e drop 12
84.108. 181. 44 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 12
185. 89. 217. 226 Net her | ands 147.237.77.216 dover.idf.il drop First packet isn't drop 10
82.74.77.251 Net her | ands 147.237.77. 216 dover.idf.il drop First packet isn't drop 9
46.19. 86. 154 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 9
79.181. 19. 154 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 9
185. 89. 217. 230 Net her | ands 147.237.77. 216 dover.idf.il drop First packet isn't drop 8
46. 19. 86. 201 | srael 147.237.72. 166 aka.idf.il drop SAMrul e drop 8
84.109. 49. 33 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 8
185. 89. 217. 231 Net her | ands 147.237.77. 216 dover.idf.il drop First packet isn't drop 8
46. 210. 129. 28 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 8
2.54.82.128 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 8
46.121. 120. 243 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 7
100. 92. 95. 174 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 7
109. 253. 223. 98 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 7
46. 19. 86. 56 | srael 147.237.77. 216 dover.idf.il drop SAMrul e drop 6
207. 46. 13. 134 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 6
46. 19. 85. 197 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 6
93.172.223. 164 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 6
46.19. 86. 6 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 6
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37.26.146.198 |lsrael 147.237.0.19 |nadimatal .idf.il [Ostributed Suspicious Response Code B ock 61
121.9.141.166 [China 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed URL Access from121.9. 141. 166 B ock 17
66.249.81.215 |[Israel 147.237.77. 216 |dover.i df .i | O stributed Wnaut horized URL Access on waw idf.il/error. htm B ock 8
66.249.81.218 |[lIsrael 147.237.77.216|dover.i df .i | Dstributed Waut horized LRL Access on waw idf.il/error.htm Bl ock 7
121.9.141.166 [China 147.237.72. 166 |aka. i df . i | PHP At t enpt B ock 6
79.178.131. 108 |lsrael 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to www cogat . i df.il/894-ar B ock 4
66.249.81.212 |[Israel 147.237.77. 216 |dover. i df . i | Distributed Uhauthorized URL Access on waw idf.il/error. htm Bl ock 4
80. 246. 130. 232 |lIsrael 147.237.77. 216 |dover.i df .i | D stributed Uhauthorized URL Access on wawidf.il/error.htm B ock 3
66.220. 145. 243 |Wnited Sates |[147.237.77.216|dover.idf.il O stributed Wnaut horized URL Access on waw i df.il/error. htm B ock 3
2.53.2.66 | srael 147.237.0.19 |nadimatal .idf.il [Ostributed Suspicious Response Code B ock 3
185. 89. 217. 234 [Netherlands  |147.237.77.216|dover.idf.il D stributed Uhauthorized URL Access on wawidf.il/error.htm B ock 3
109. 253. 200. 197 ]I srael 147.237.0.19 |madimatal .idf.il [Distributed Suspicious Response Qode B ock 3
2.53.44.121 | srael 147.237.0.19 |nadimatal .idf.il [Ostributed Suspicious Response Code B ock 3
80. 246.130.19 |l srael 147.237.77. 216 |dover . i df .i | D stributed Uhauthorized URL Access on wawidf.il/error.htm B ock 3
37.142.11. 144 |israel 147.237.72. 156 [aman. i df . i | Suspi ci ous Response Code B ock 3
80.246.130.92 |[lIsrael 147.237.77.216|dover.i df .i | Dstributed Waut horized LRL Access on waw idf.il/error. htm Bl ock 3
46.120.122.219 |Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut horized Method for Known URL from 46.120.122.219  |B ock 2
185. 89. 217.225 |Netherlands  |147.237.77.216|dover.idf.il O stributed Wnaut horized URL Access on waw idf.il/error. htm B ock 2
62.219.137.5 | srael 147.237.72. 156 |aman. i df . i | Untraceabl e SSL Sessi ons: (pen Mvde None 1
157. 55. 39. 14 Lhited Sates |147.237.72.166|aka.idf .il Unknown Paraneter catid in aka.idf.il/main/smalinisnal i maspx None 1
98.218.140.83 [Lhited Sates [147.237.72. 156 |anan.idf.il Unaut hori zed URL Access to ww anan. i df.il/favicon.ico B ock 1
46. 19. 85. 215 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 1
185. 89. 217. 229 [Netherlands  [147.237.77.216|dover.idf.il Dstributed Uhauthorized URL Access on waw idf.il/error.htm B ock 1
66.249. 64.253 I srael 147.237.0.34 [tikshuv.idf.il ~ [hauhorized dﬁl’;fceﬁ;fa:gs/ e/ nevs. | . aspx Bl ock 1
46.19. 86. 178 I srael 147.237.0.19 |madimatal .idf.i| |[Paraneter Type Mol ation ReturnUt| in nadimatal.idf.il/login. aspx B ock
2.55.13. 236 I srael 147.237.77. 216 |dover.i df .i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
68.180.230. 162 |Uited Sates [147.237.0.15  [kosher-kravi.idf. i| oo o 200 o mC:rTSpslattZs/ har e user cont r ol & header upper Bl ock 1
193.193.81.35 |Poland 147.237.72. 156 |anman. i df . i | D stributed Lhauthori zed LR Access on ww anan. idf.il/favicon.ico |B ock 1
163. 172. 164. 93 LK!iﬂr:gegom 147.237.72. 156 |anman. i df . i | D stributed Lhauthorized LR Access on ww anan. idf.il/favicon.ico |B ock 1
98. 218. 140. 83 Lhited Sates |[147.237.72.166|aka.idf.il Lhaut hori zed Method PCST for wan aka. i df.il/yohal an B ock 1
46.19. 86. 152 I srael 147.237.77. 216 |dover.i df .i | Ml tiple Abnormal |y Long Request from 46.19. 86. 152 B ock 1
79.180.168. 179 |[Israel 147.237.72. 156 [anan. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 1
185. 89. 217. 230 |Net herl ands 147.237.77.216|dover.i df .i | Distributed Waut horized LRL Access on waw idf.il/error.htm Bl ock 1
66.249.76.106 [Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to www aka. i df . il/key/ aswd56425csa B ock 1
46.19. 86. 178 I srael 147.237.0.19 |nadimatal .idf.il |[Wauthorized URL Access to madimatal.idf.il/favicon.ico B ock 1
87.69.105.237 |[lsrael 147.237.77.216|dover.i df .i | Dstributed Uhaut hori zed URL Access on waw idf.il/https:/wwidf.il/ [B ock 1
77.127.83.202 | srael 147.237.77. 234 |hal ag. i df . i | 1D4§t ;gt;”t??dzg;‘r'tng;;ﬁﬂaﬁ sess f_";i . Bl ock 1
207. 46. 13. 90 Lhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to www i df.il/atal 1/izkor/view noreinfo.asp |B ock
66.220. 145. 245 |lLhited Sates |[147.237.77.216|dover.idf.il Dstributed Uhauthorized URL Access on wawidf.il/error.htm B ock 1
174.114.135. 24 |Canada 147.237.72. 166 |aka. i df . i | m“;(r:: 'dfzelo: /'\i'ftu??fmaﬁ;‘;g{ay i o i ors. asp B ock 1
109. 66.53. 171 |l srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ styl e/ shar ed/ reset . css B ock 1
46.19. 86. 152 I srael 147.237.77. 216 |dover.i df .i | Miltiple I11egal HITP Version from46. 19. 86. 152 B ock 1
79.183.10.107 |Israel 147.237.72. 166 |aka. i df . i | m”:k‘“:'i??:ﬁ;r nf;;gﬁicltgangicgzﬁgfcf)hsamar$Ct' rin None 1
121.9.141.166 |china 147.237.72.166 |aka. i df . i | m”;griidzfe.?l ?ﬁ;ﬁ?ﬁhm;&;l (. aspx Bl ock 1
37.26.149.198 |Israel 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Qode B ock

89. 139. 28. 85 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to aka.idf.il/nain/ giyus/face Bl ock
79.176.90.244 i srael 147.237.77. 234 |hal ag. i df . i | 1D4§t ;gt;”t??dzg;‘r'tng;;ﬁﬂaﬁ sess f_";i . Bl ock 1
207.232.21. 105 |lIsrael 147.237.77. 216 |dover. i df . i | Unaut hori zed URL Access to 147.237.77.216/ Bl ock 1
66.249.64.219 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237. 77. 233/ 1357- he/ at al . aspx B ock 1
46.19. 86. 152 I srael 147.237.77. 216 |dover.i df .i | Ml tiple Mal formed URL from 46. 19. 86. 152 B ock 1
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