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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
79. 180. 55. 64 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
149. 56. 41. 137 Lhited Sates 147.237.77. 74 lawidf.il HTTP- M sc- BadBl ue-Di r - Tr ave- 2 dest - r eset 3
134.147. 203. 115 Ger nany 147.237.76. 199 e.nakchal .idf.il |Back List drop 2
17.142. 156. 109 Lhited Sates 147.237.77.216 dover.idf.il SYN H ood out of context drop 1
217.23.9.123 Net her | ands 147.237.76.176 test.ncore.idf.il |Back List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker GQountry |Ste |Signature

64.87.23.55 147.237.72. 166 |Wiited Sates aka.idf il SQ Injection - Select From 26
74.208.192. 137 |147.237.72. 166 |Wited Sates aka idf.il QA Injection - Select From 20
149.56.41. 137  [147.237.77.74 |Wited Sates lawidf.il Tehila - Perl LWP with fake user agent 19
24.222.4.86 147.237.77.74 |Canada lawidf.il SQ Injection - Select From 18
195. 8.208.130  [147.237.72. 166 |Net her| ands aka.idf.il QA Injection - Select From 8
46.120. 122. 219 (147. 237.72. 166 |l srael aka.idf.il Xenu Link Seuth User Agent 2
116.31.116. 12  [147.237.76. 44 |China e.refuah.idf.il ET SCAN Potential SSH Scan 1
116.31.116.12  [147.237.76.31 |China nakchal . i df . i1 ET SCAN Potential SSH Scan 1
87.236.194. 161 [147.237.77.227 |Czech Republic |e. hamaz.idf.il ET SCAN NMVAP -sS w ndow 1024 1
208. 100. 26. 228 |147.237.77.226 |Lhited Sates wa chanat z. aka. i df . i1 |ET SCAN NMAP -sS wi ndow 1024 1
54.72.73. 168 147.237.77. 216 |Irel and dover.idf.il portscan: TGP D stributed Portscan 1
177.200.192.50 [147.237.8.45 |Razil e.eitanidf.il ET SCAN NVAP -sS wi ndow 2048 1
45.79.111.169  [147.237.72. 166 [Lhited Sates aka.idf.il WEB- M SC Chunked- Encodi ng transfer attenpt 1
139. 162. 225. 219 [147. 237. 77. 212 |United Sates e. dover.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
116.31.116. 12  [147.237. 76. 177 |Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
116.31.116. 12  |147.237.76.38 |China e.eneitav.idf.il ET SCAN Potential SSH Scan 1
116.31.116.12  [147.237.0.15 |China kosher-kravi .idf il ET SCAN Potential SSH Scan 1
63.142. 161. 5 147. 237. 77. 121 |Canada e.navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
177.200.192. 50 |147.237.8.45 |Bazil eeitanidf.il ET SCAN NVAP -f -sS 1
149.56.41. 137  [147.237.77. 74 |wnited Sates lawidf.il ET VBB SERVER Expl oit Suspected PHP Injection Attack (cnd=) (1
117.135.131.60 |147.237.76. 198 |Chi na e.yohal an.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Sig nature Message Devi ce Action |Oount
88.101. 183. 181 Czech Republic 147.237.77. 234 hal ag.idf.il dr op First packet isn't SN drop 15
77.127.83. 141 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SWN drop 11
79.177.14.108 I srael 147.237.72. 166 aka.idf.il dr op First packet isn't SYN drop 10
212. 143.142.56 I srael 147.237.77.216 dover.idf.il dr op First packet isn't SN drop 3
109. 253. 205. 20 | srael 147.237.72. 156 anan.idf.il dr op Frst packet isn't SN drop 3
79. 180. 55. 64 I srael 147.237.77.216 dover.idf.il dr op First packet isn't SYN drop 2
31.154.81. 4 I srael 147.237.72. 166 aka.idf.il dr op First packet isn't SN drop 2
213. 8. 204. 49 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't SWN drop 2
94.77.196. 82 Saudi Arabia 147.237.77.216 dover.idf.il dr op First packet isn't SYN drop 2
178. 134. 206. 160 Georgi a 147.237.77.216 dover.idf.il dr op First packet isn't SN drop 1
86. 253. 10. 198 France 147.237.77.216 dover.idf.il drop First packet isn't SWN drop 1
46.121. 112. 160 I srael 147.237.77.233 atal.idf.il dr op First packet isn't SYN drop 1
216.243.31.2 Lhited Sates 147.237.0.35 akaws. i df . il dr op drop 1
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|Top Attackers In V\AF|

Devi ce

At acker

Count ry Target Address [Site Sgnature Action ‘Count
2.53.186.207 |Israel 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code Bl ock 8
84. 108. 249. 206 || srael 147.237.77.243|nobi | e.i df . i | Distributed Suspici ous Response Qode Bl ock 4
84.111.102. 219 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code Bl ock 4
149.56.41. 137 |Whited Sates [147.237.77.74 |lawidf.il Mil ti pl e Waut hori zed URL Access from 149. 56. 41. 137 Bl ock 4
2.53.156.6 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode Bl ock 3
79.178.166.22 |lsrael 147.237.77. 216 |dover.idf.il D stributed Unaut hori zed LRL Access on waw idf.il/error. htm Bl ock 3
5. 29. 150. 68 | srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code Bl ock 3
87.69.184. 148 |lsrael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode Bl ock 3
46.19. 85. 68 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 3
46.19.86.136 |lsrael 147.237.77.243|nobi l e. i df . i | Distributed Suspici ous Response Code Bl ock 3
77.138. 167. 221 |France 147.237.72. 166 |aka. i df . i | m ;Ii(:.”it;d. iﬂa#;ihnerr:oﬁ? dﬁ;ﬂ??. ;;’;XK”O"‘” WL on Bl ock 2
68.180.228.29 |lhited Sates [147.237.72.166|aka.idf.il Unaut hori zed URL Access to www aka. i df.i|/main/gi yus/ NN B ock 1
62.219.46.86 |Israel 147.237.72. 156 |anan. i df . i | Mil tipl e Untraceabl e SSL Sessions from 62.219.46.86 ((pen Mde) |None 1
45.79.111.169 |lhited Sates [147.237.72.166|aka.idf.il Ml formed HTTP Header Line 1 B ock 1
93.172. 239. 120 |l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
66. 249. 64. 147 [ srael 147.237.77. 226 \A:A:N chanat z. aka. i df D str} buted Lhauthori zed R ﬁg/cfzfg_ogspm Bl ock 1
198. 57. 247. 239 |Whited Sates |147.237.77.74 |lawidf.il Mil ti pl e Unaut hori zed LRL Access from 198. 57. 247. 239 Bl ock 1
46.19.86.174 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
68.180. 230. 47 [nited Sates [147.237.77.216|dover.idf.il Lhaut hori zed URL Access to wwuidf.il/en Bl ock 1
62.219.46.86 |lsrael 147.237.72. 156 [aman. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
45.79.111.169 |[Lhited Sates [147.237.72.166|aka.idf.il Mal for med URL Bl ock 1
109. 65. 43. 177 |l srael 147.237.77.216|dover.i df . il Uhaut hori zed URL Access to wawidf.il/https:/wwidf.il/ Bl ock 1
79.178. 194. 232 |l srael 147. 237.72. 156 |anan. i df . i | m”;m_iizdiéiﬁtfggffmom_ — B ock 1
66.249. 66. 187 I srael 147.237.77.74 |lawi df .i | ml‘tnzgii zed WL focess 1o oat zar . aspx - par agr aph. 12 Bl ock 1
207.46.13.90 |lhited Sates [147.237.77.216|dover.idf.il D stributed Unaut hori zed LRL Access on waw idf.il/error. htm Bl ock 1
46.116.103.9 |lsrael 147.237.72. 166 |[aka. i df . i | Uhaut hori zed URL Access to www aka. i df .il/matash Bl ock 1
85. 250. 222. 198 || srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ 1518- he/ r ef uah. aspx |B ock 1
66.102.9.24  |United Sates |147.237.72.166|aka. i df.il chaut hor| zed Mt fod PCST for asox B ock 1
45.79.111. 169 |Wnited Sates [147.237.72.166|aka.idf.il Unknown HTTP Request Method 1 in URL Bl ock 1
79.182.32.108 |Israel 147.237.77. 176 [mat pash. i df . i | PHP At t enpt Bl ock 1
66. 249. 66. 213 |l srael 147.237.76.31 [nakchal .idf il muaglffzélzﬁddftﬁ /?ce(r:sjzlttez/ shar ed/ user cont r ol s/ navnenu/ Bl ock !
207.46.13.134 |lhited Sates |147.237.77.216 |dover.idf.il mﬂtgf?ﬁiljea? aIUELi Zﬁf{;‘ispsritn?_bo“om asp Bl ock 1
46. 120. 160. 252 [l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
5.102.242.210 [ srael 147.237.77. 226 \A:A:N chanat z. aka. i df shauthor | zed WL A0Cess 10 el df g, aspxOX Bl ock 1
79.177. 217. 226 |I srael 147.237.77. 226 V\:A:N chamat 2. aka. 1 df mrcihl:#a‘fg.Lig’tih;r.iizﬁdlﬂ%_ :glcie(jfsg?gspxnx Bl ock 1
66.249.64.66 |lsrael 147.237.0.34 |tikshuv.idf.il Lhaut hori zed LR. Access to tikshuv.idf.il/giyus/general/ B ock 1
185. 159. 36. 10 147.237.77.234|hal ag. i df . i | Mil tiple Unauthorized URL Access from 185. 159. 36. 10 Bl ock 1
79.182.32.108 |lsrael 147.237.77. 176 |nat pash. i df . i | Uhaut hori zed URL Access to waw cogat . idf.il/wp-1ogin. php Bl ock 1
66.249.76.73 |lsrael 147.237.0.19 |[nadimatal .idf.il Uhaut hori zed URL Access to nadi matal .idf.il/robots. txt B ock 1
46.121. 195. 145 || srael 147.237.77. 234 |hal ag. i df . i | 1D4§t ;'?,S”t?;’dZﬁffmggsfziaﬁlﬁﬁi 1‘_’; . Bl ock 1
5.197.92.33  |Acerbaijan  [147.237.72. 166|aka. i df .i | m;&:‘f;ﬁ‘iw% :/0;;:1;’?:{ Method for Known LRL on Bl ock 1
89. 139. 170. 120 |l srael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/ reset . css [B ock 1
79.178.52.24 I srael 147.237.77. 226 V\:A|W chamatz.aka. 1l mut:ﬂgﬂafic.‘aﬁigﬁ??slj tteonpl at es/ honepage/ honmepage. aspx Bl ock !
66.249. 64. 126 |l srael 147.237.0.34 |tikshuv.idf.il Lhaut hori zed URL Access to tikshuv.idf.il/main/sachar/klali.aspx  [B ock 1
198. 57. 247. 239 |Whited Sates |147.237.77.74 |lawidf.il Distributed PHP Attenpt Bl ock 1
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