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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
149. 56. 41. 137 Lhited Sates 147.237.77. 74 lawidf.il HTTP- M sc- BadBl ue-Di r - Tr ave- 2 dest - r eset 9
54.72.73. 168 Irel and 147.237.77. 216 dover.idf.il |SYN Hood out of context dr op 6
46.19. 86. 228 | srael 147.237.77. 216 dover.idf.il |TCP handshake violation, first packet not syn drop 6
192. 249. 66. 247 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 3
134. 147. 203. 115 Ger nany 147.237.76. 42 refuah.idf.il |B ack List drop 2
134.147. 203. 115 Ger nany 147.237. 76. 86 navy.idf.il B ack List drop 2
122.114.102. 90 Chi na 147.237.76. 196 e.sviva.idf.il|JJLM Under _Attack_Con_Tcp drop 2
109. 236. 84. 10 Net her | ands 147.237.76. 30 hinush.idf.il |Back List dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry

Federati on

149.56. 41. 137  |147.237.77.74 |lhited Sates lawidf.il Tehila - Perl LW with fake user agent 57
149.56.41. 137 |147.237.77.74 |Lnited Sates  |[lawidf.il ET VB SERVER Expl oit Suspected PHP I njection Attack (cnu=) 3
94.102.52. 71 147.237.8.50 |Netherl ands e.tikshuv.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
94.102.48.195 [147.237. 76. 201 [Net her | ands e.atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
77.138.52. 97 147.237. 77. 216 |France dover . idf.il portscan: TCQP D stributed Portscan 1
193. 201. 225. 138|147. 237. 72. 14 |rai ne dover.idf.il(od) |ET SCAN NVAP -sS w ndow 1024 1
109. 67. 202. 106 [147.237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
104. 128. 69. 129 [147.237.76. 199 |Lhited Sates e.nakchal .idf.il |ET SCAN NVAP -sS wi ndow 3072 1
94.102.52. 71 147.237.8.27 |Netherl ands e.nadimatal .idf.i[ET SCAN NVAP -sS wi ndow 1024 1
91.92.120.134 [147.237.0.15 |Bulgaria kosher-kravi.idf.i|ET SCAN Potential SSH Scan 1
. L ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons,
59.127.232. 143 |147.237.8.14 |[Taiwvan e.orchot.idf.il . 1
Potential Scan or Brute Force
208. 100. 26. 228 |(147.237.77.227 |Wited Sates e. hanaz. i df .i | ET SCAN NMAP -sS wi ndow 1024 1
176.58.124.35 |147.237.0.33 |United K ngdom |idf.il ET SCAN Potential VNC Scan 5900- 5920 1
109. 60. 153. 178 [147.237.77. 19 |RSSI &N lawforumidf.il |ET SCAN Potential VNC Scan 5900- 5920 1
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|Top Attackers In FW |

Attacker Address |Attacker Gountry Target Address |Sig nature Message Devi ce Action |Oount
185. 114. 254. 53 Lebanon 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 10
66. 249. 81. 196 Eur ope 147.237.0. 34 tikshuv.idf.il dr op Frst packet isn't drop 9
185. 114. 254. 54 Lebanon 147.237.77. 216 dover.idf.il dr op First packet isn't drop 9
176.13.239. 2 | srael 147.237. 77. 243 nobi le.idf.il dr op Frst packet isn't drop 5
192. 249. 66. 247 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 2
185. 114. 254. 52 Lebanon 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
201.192. 46. 34 (osta Rca 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 2
212. 143. 142. 56 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 2
185. 114. 254. 55 Lebanon 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
77.126.26. 174 | srael 147.237. 72. 156 anan.idf.il dr op Frst packet isn't drop 2
185. 114. 254. 51 Lebanon 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 2
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
109. 253. 144. 102 | srael 147.237. 72. 166 aka.idf.il dr op Frst packet isn't drop 1
66. 249. 69. 6 I st ael 147.237.0.33 idf.il drop drop 1
112. 215. 173. 227 I ndonesi a 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
66. 249. 81. 202 | srael 147.237.0.34 tikshuv.idf.il dr op Frst packet isn't drop 1
184.105. 139. 114 Lhited Sates 147.237.0. 35 akavs. i df . il drop drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
84.111.102. 219 |[lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 131
2.53.156.6 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 96
2. 53. 186. 207 I srael 147.237.0.19 |madi matal .idf.il Dstributed Suspici ous Response Code B ock 38
212.40.139.39 |Lebanon 147.237.77.216|dover. i df . i | D stributed Lhaut hori zed URL Access on www i df.il/error.htm B ock 16
2.53.190. 186 I srael 147.237.77. 243 |nobi l e. i df . i | D stributed Suspici ous Response Code B ock 6
] . . D stributed Whaut hori zed Method for Known URL on
71.179.102.57 |Lhited Sates [147.237.72.166|aka. i df .i | v aka, i df i1/ i n sachar B ock 5
79.178.136.57 |lsrael 147.237.72. 156 |anan. i df . i | D stributed Suspici ous Response Code B ock 5
. . Unaut hori zed Met hod PCST for
77.138.208. 3 France 147.237.72. 166 |aka. i df . i | v aka, i o i |/ mai v snal i n sl | m aspx Bl ock 4
} . . Lhaut hori zed URL Access to
149.56.41. 137 |lWited Sates |147.237.77.74 |lawidf.il vow | aw i df i 1/si p,_st orage/ fi | es/ 4/ 304. pe & Bl ock 4
77.138. 146. 157 |France 147.237.72. 166 |aka. i df . i | Unhaut hori zed Met hod POST for www aka. i df.i|/mai n/ sachar B ock
109. 253. 208. 137|l sr ael 147.237.0.19 |nadi matal .idf.il D stributed Suspici ous Response Gode B ock
79.178.141. 168 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock
. . . Unaut hori zed URL Access to
37.142.189.40 |[Israel 147.237.77.243|mobi | e. i df . i | nobi l e, i cf i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1362 Bl ock 3
66.249. 83. 248  |Israel 147.237.77.216|dover. i df . i | D stributed Lhaut hori zed URL Access on www i df.il/error. htm B ock 3
77.138. 6. 206 France 147.237.72. 166 |aka. i df . i | Lhaut hori zed Method PCST for ww aka.idf.il/ishurinmain/ B ock 2
185. 114. 254. 52 |Lebanon 147.237.77.216|dover . i df . i | D stributed Lhaut hori zed URL Access on v i df.il/error. htm B ock 2
198.57.247.239 |[Uhited Sates [147.237.77.74 |lawidf.il Mil tiple Waut hori zed URL Access from 198.57. 247. 239 B ock 2
198.57.247.239 |lnited Sates |147.237.77.74 |lawidf.il PHP At t enpt B ock 2
185. 114. 254. 54 |Lebanon 147.237.77. 216 |dover . i df . i | D stributed Lhaut hori zed URL Access on wwww i df.il/error. htm B ock 2
77.138.38.90  |France 147.237.72. 166 |aka. i df . i | Distributed thauthorized Nethod for Known URL on B ock 2
wwv aka. i df . i | /i shurindnai n/
84.229. 30. 73 I srael 147.237.0.19 |madi matal .idf.il D stributed Suspicious Response Code B ock 2
149.56.41. 137 |Uhited Sates |147.237.77.74 |lawidf.il Ostributed PHP At tenpt B ock 2
149.56.41. 137 |Uited Sates [147.237.77.74 |lawidf.il Mil tipl e Unaut horized URL Access from 149. 56. 41. 137 B ock 2
66. 249. 76. 35 I srael 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut horized URL Access from 66.249. 76. 35 B ock 1
89. 139. 227. 113 |Israel 147. 237.72. 166 |aka. i df . i | Paraneter Read ly Molation in None 1
waw aka. i df . i |/ mai n/ sachar/ f or got passwor d. aspx
. . Paraneter Read Qhly Molation in
79.178. 87.55 I srael 147.237.72. 166 |aka. i df . i | v aka i o i 1/ nai 1V sachar /  egi strati onvi zar i regi st er . aspx None 1
-kosher - kravi . i df |ostri i
207.46.13.104 |United Sates |147.237.0.16 |7 Distributed thaut hori zed URL Access on B ock 1
il W ny- kosher -kravi . idf.il/robots.txt
109. 253. 135. 210|1 srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ styl el shared/reset.css  [B ock 1
66.249.76.108 |[Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to waw aka. i df . il/mai mikapat z B ock
84.110.58. 114 |Israel 147.237.72. 156 |anan. i df . i | Suspi ci ous Response Code B ock
: . . Unaut hori zed URL Access to
66.220.158. 111 |UWited Sates [147.237.72. 156 |anan. i df . i | N Jidf.i1/sip storagelfil es/9/ 67379, pg Bl ock 1
66. 249. 76. 35 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/.well-knowy asset!inks.json B ock 1
. . D stributed Unaut hori zed URL Access on
89.237.108. 207 |France 147.237.77.234|hal ag. i df . i | 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
. . Unaut hori zed Met hod PCST for
77.138.32.248 |France 147.237.72. 166 |aka. i df . i | vaw aka. | df i 1/ i 1 gi yus/ i nf or mat i on. asp B ock 1
185. 114. 254. 53 [Lebanon 147.237.77.216|dover. i df . i | D stributed Lhaut hori zed URL Access on www i df.il/error. htm B ock 1
. . Unaut hori zed URL Access to
66.249.76.115 |l srael 147.237.77. 216 (dover . i df . il 147. 237, 77. 216/ 1133- 19484- he/ i df gdover . aspx Bl ock 1
. . Uhaut hori zed URL Access to
66.249.64.58  |Israel 147.237.72. 156 [anan. i df . i | v aran. i o i1/ redirect s/ ssl -redirect. ht Bl ock 1
. . Unaut hori zed Met hod PCST for
77.139. 200. 2 France 147.237.72. 166 |aka. i df . i | v aka i dff i 1/ il ui nit enpl at es/ hone. asp Bl ock 1
71.179.102.57 |lnited Sates [147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCST for waw aka.idf.il/main Bl ock 1
. . D stributed Whaut horized Method for Known URL on
178. 63. 101. 134 |Ger many 147.237.72. 166 |aka. i df . i | v aka i o i |/ brot her s/ ski ra/ def aul t. asp Bl ock 1
66. 249. 76. 75 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
. ; D stributed Unaut hori zed URL Access on
93.173.235.177 |israel 147.237.76.31 [nakchal .idf.il 147, 237. 76. 31/ 894- he/ nakhal . aspx Bl ock 1
212.179.23.29 [israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx B ock 1
. . Unhaut hori zed Met hod HEAD for
144.76. 236. 183 |Ger nany 147.237.72. 166 |aka. i df . i | vw aka. i o i |/ brot her s/ ski ra/ def aul t . asp Bl ock 1
66.249. 76.116 |l srael 147.237.77. 216 |dover . i df .i | Unaut hori zed URL Access to 147.237.77.216/ robots. t xt B ock 1
66.249.64.131 [Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to aka.idf.il/appl e-app-site-association B ock 1
: ; ; Unaut hori zed URL Access to
198.57.247.239 |lnited Sates |147.237.77.74 |lawidf.il v | aw i o i 1/si p, storagel i1 es/ 4/ 304. pe /i ndex. php Bl ock 1
79.177.14.108 | srael 147.237.72. 166 |aka. i df . i | llegal Byte Qode Character in R /mai kapatz//resf012 Bl ock 1
our ces/ i mages/ i nner page/ goback. gi f
. . Unaut hori zed Met hod PCST for
77.69.27.3 G eece 147.237.72. 166 |aka. i df . i | vawn aka, i o i |/ i 1 kapat 2/ def aul t . aspx Bl ock 1
185.32.179. 121 |Israel 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
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