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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
8. 37. 225. 247 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 47
0.0.0.0 147.237.77.216 dover.idf.il SYN H ood out of context drop 17
109. 253. 230. 172 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 10
8.37.225. 75 Lhited Sates 147.237.77. 216 dover.idf.il JLM Under Attack Con Htp drop 6
109. 226. 40. 40 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
8. 37. 225. 247 Lhited Sates 147.237.77. 216 dover.idf.il JLM Under _Attack Con Htp drop 3
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
109. 253. 230. 172 | srael 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2
8. 37. 225. 247 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood unveri fi ed cooki e drop 2
115. 230. 125. 146 Chi na 147.237.77. 205 prisha.idf.il |[JLMPurple Con Limt Tcp drop 1
46. 19. 85. 91 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
115. 230. 125. 146 Chi na 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 forward 1
117.21.191.2 Chi na 147.237.76. 44 e.refuah.idf.il|JJLM Under Attack _Con Htp drop 1
66. 240. 236. 119 Lhited Sates 147.237.76. 31 nakchal .idf.il |Back List drop 1
115. 230. 125. 146 Chi na 147.237.77.176 nat pash.idf.il [JLMPurple Con Limt Tcp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
104. 192. 0. 22 147.237.76.199 Lhited Sates |e.nakchal.idf.il |ET SCAN Potential SSH Scan 1
104.192.0. 21 147.237.77. 227 |Uhited Sates |e hanaz.idf.il ET SCAN Potential SSH Scan 1
104.192. 0. 21 147.237.76.42 |thited Sates |refuah.idf.il ET SCAN Potential SSH Scan 1
104.192. 0. 21 147.237.0.200 |[lLhited Sates |rdu.idf.il ET SCAN NMAP -sS wi ndow 1024 1
189. 209. 188. 2001147 237 76.30 i co hirmsh i df i | ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
94.102.48.195 |[147.237.76.44 |[Netherlands e.refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
185.72.177.20 |147.237.76.38 |Romani a eemitav.id.il |ET SCAN NVAP -sS wi ndow 1024 1
91.92.120.134 |147.237.76.148|Ril garia gacenter. aka idf.il [ET SCAN Potential SSH Scan 1
139. 162. 179. 166|147. 237. 72. 14 [thited Sates |dover.idf.il(old) |ET SCAN Potential VNC Scan 5900- 5920 1
91.92.120.134 [147.237.8.45 |Bilgaria eeitanidf.il ET SCAN Potential SSH Scan 1
104, 237. 146. 151|147. 237. 76. 176 [Lited Sates |test.ncore.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
91.92.120.134 [147.237.0.33 |Bigaria idf.il ET SCAN Potential SSH Scan 1
104.192. 0. 22 147.237.77.179|Wited Sates |e mazi.idf.il ET SCAN Potential SSH Scan 1
46.227.67.172 |147.237. 76. 199 [Sweden e.nakchal .idf.il [ET SCAN NMAP -sS w ndow 1024 1
104.192. 0. 22 147.237.76. 177 |Whited Sates |ncore.idf.il ET SCAN Potential SSH Scan 1
104.192. 0. 21 147.237.76. 147 [Lhited Sates |chinuch.aka.idf.il |ET SCAN Potential SSH Scan 1
104.192. 0. 21 147.237.76.39 |lLited Sates |nobile neitav.idf.i|ET SCAN Potential SSH Scan 1
216. 81.230. 167 [147.237.8.50 [lWnited Sates |e.tikshuv.idf.il |[ET SCAN NMAP -sS wi ndow 1024 1
104. 192. 0. 20 147.237.76. 202 |lhited Sates |e halag.idf.il ET SCAN Potential SSH Scan 1
185.72.177.20 |147.237.76.38 |Ronani a eemitav.idf.il [ET SCAN NMAP -sS w ndow 2048 1
91.92.120.134 |147.237.77.234|Bl garia hal ag.idf.il ET SCAN Potential SSH Scan 1
185.72.177.20 |147.237.76.38 |Romani a eemitav.idi.il [ET SCAN NVAP -f -sS 1
91.92.120.134 |147.237.76.44 |Bigaria e.refuah.idf.il ET SCAN Potential SSH Scan 1
139. 162. 179. 166|147, 237.8.14 |lhited Sates |e.orchot.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
91.92.120.134 |147.237.8.28 |Rilgaria e.mobi | e-ks.idf.il |[ET SCAN Potential SSH Scan 1
104. 192. 0. 22 147.237.77.234|tnited Sates |halag.idf.il ET SCAN Potential SSH Scan 1
79.177.96.227 |147.237.76.86 |lsrael navy.idf.il ET SCAN NVAP -sA (2) 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address |dte ‘Si gnatu re‘ Message

8. 37. 225. 247 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 228
109. 253. 230. 172l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 60
8.37.225.75 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 56
185. 120. 124. 7 | srael 147.237. 72. 166 |aka. i df .i | dr op First packet isn't SN drop 16
46. 116. 94. 27 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 12
197. 40. 143. 187 |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop

85. 65. 222. 62 | srael 147.237. 72. 166 |aka. i df .i | dr op First packet isn't SN drop 7
176. 67. 116. 60 (F;dcis;iigéa” Territory, 147. 237. 77. 216 |dover. i of . i drop Frst packet isn't SWN drop 6
212.179.90. 106 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
46.19. 86. 251 | srael 147.237.76.42 |refuah.idf.il dr op First packet isn't SN drop 4
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3
54.72.73. 168 Ireland 147.237.77. 216 |dover.idf.il dr op drop 3
41. 33. 231. 86 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
110. 4. 89. 42 Korea, Republic of 147. 237. 77. 216 |dover. i df . drop tﬂgzgfz;e‘j post SYN packet - ST or SN drop 2
46.19.85.91 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
183. 129. 160. 229|Chi na 147.237.76. 199 [e. nakchal .idf .il [drop SAMrule drop

54.72. 0. 55 I'rel and 147. 237. 77. 216 | dover. i of . i1 drop gﬂgzsfg;ed post SYN packet - ST or SN drop 1
184. 105. 247. 250|lhited Sates 147.237.0. 33 idf.il dr op drop 1
54.210.209.11 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 1
216.218.206.90 |Whited Sates 147.237.0. 35 akaws.idf.il dr op drop 1
128.232.110.28 |Uhited K ngdom 147.237. 76. 148 |gacent er. aka. i df . i |dr op drop 1
216.243.31. 2 Lhited Sates 147.237.0.200 |rdu.idf.il dr op drop 1
207. 46. 13. 90 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 1
109. 253. 211. 85 |l srael 147.237.0.19 nadi matal .idf.il |dr op First packet isn't SN drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Acti on ‘Count
2.53.152. 38 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode B ock 90
46. 19. 85. 210 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 48
109. 66. 105. 66 |l srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code B ock 30
117.26.117.51 |China 147.237.77.216|dover. i df . il Dstributed PHP At tenpt B ock 9
117.26.117.51 [China 147.237.77.216|dover.idf . il Ml tipl e Unhauthorized URL Access from117.26.117.51 B ock 8
2.53.22.172 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 5
84.109. 36. 3 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode B ock 3
131.253.27.64 |Uhited Sates |147.237.77.216|dover.idf .l Distributed Unaut hori zed LRL Access on wawnidf.il/error. htm B ock 3
109. 66. 1. 154 I srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 109. 66. 1. 154 B ock 2
87. 68. 40. 43 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode B ock 2
84.229. 30. 73 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 2
109. 253.193. 7 |Israel 147.237.0.19 |[nadimatal .idf.il Distributed Suspici ous Response Code B ock 2
204.79.180.143 |Wited Sates |147.237.72.166|aka. i df .i | Unaut hori zed Method PCBT for B ock 1
aka.idf.il/portal nil ui nitenpl at es/ i nner. asp
118. 193. 208. 231|Chi na 147.237.77. 216 |dover.idf.il Unaut hori zed URL Access to waw i df.i|/wp-1ogin. php B ock 1
68.180.228. 231 |[lhited Sates  |147.237.77. 176 |mat pash. i df .i | Paraneter Type M ol ation PageNumin Bl ock 1
wane cogat . i df . i | /901- he/ cogat . aspx
Russi an . . D stributed Unaut hori zed Method for Known URL on
5.18. 201. 167 e ot i on 147.237.72. 166 [aka. i df . i | v aka, i o . i 1/ mai v r abanut / gener al . aspx Bl ock 1
. . Uhaut hori zed URL Access to
85. 250. 222. 198 |l srael 147.237.76.42 [refuah.idf.il 147, 237. 76, 42/ 1518- he/ r ef uah. aspx Bl ock 1
134.191.232.72 |l srael 147.237.77.216|dover.i df .i | Distributed Unaut hori zed URL Access on wawidf.il/error. htm B ock
77.237.138.202 |Czech Republic |147.237.77.170|maarachot .idf .il Uhaut hori zed URL Access to / B ock
. . Uhaut hori zed URL Access to
66. 249. 64. 41 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ edi m yoman/ yonan. asp Bl ock 1
Russi an . . Unaut hori zed Met hod PCST for
95. 24. 34. 82 eration 147.237.72. 166 [aka. i df . i | v aka. i df i |/ nai v har edi i gener al . aspx Bl ock 1
84.110.58. 114 |Israel 147.237.72. 156 |anan. i df . i | Suspi ci ous Response Code B ock 1
128. 69. 231. 45 RJSf;;”ion 147.237.72. 166 |aka. i df . i | Lhaut hori zed Met hod POST for waw aka.idf. i/ mai n/kapat z/ B ock 1
_ wWww. chanmat z. aka. i d .
71. 6. 146. 185 Lhited Sates 147.237.77. 226 £l Unaut hori zed URL Access to 147.237.77.226/ robot s. t xt Bl ock 1
109. 66. 1. 154 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/mai nguyus B ock 1
37.204. 55. 52 R‘SS::I”i o 147.237.72. 166 |aka. i df . i | Lhaut hori zed Met hod PCST for www aka. i df.il/iturimasp/ B ock 1
Russi an ; ] Unaut hori zed Met hod PCST for
176.15.197. 226 Federati on 147.237.72. 166 [aka. i df . i | v aka. i df . i |/ mai n/ rabanut/ gener al . aspx B ock !
79.177.27.35 I srael 147.237.77.216|dover.idf.il Distributed PHP Attenpt B ock 1
. . Uhaut hori zed URL Access to
66. 249. 76. 75 I srael 147.237.72. 166 |aka. i df . i | 147, 237.72. 166/ edi m yonan/ enl ar ge. asp Bl ock 1
Russi an . . Unaut hori zed Met hod PCST for
95. 27. 45. 165 eration 147.237.72. 166 |[aka. i df . i | ww aka i df i |/ edi 1 brary/ gener al doc. asp Bl ock 1
77.138. 175. 40 France 147. 237.72. 166 |aka. i df . i | Distri bu_t ed _maut_horl zed Method for Known URL on 8 ock 1
wwy aka. i df . i |/ mai n/ hone/ def aul t . aspx
- kosher-kravi . i df . i
40.77.167.77  |Wited Sates  |147.237.0.16 |V Wnauit hori zed LRL Access to B ock 1
il v ny- kosher -kravi . i df .il/robots. txt
89.248.172.16  |Netherl ands 147.237.0.15 |kosher-kravi.idf.il [Wauthorized URL Access to 147.237.0.15/robots. t xt B ock 1
79.177.27.35 I srael 147.237.77.216|dover.i df . il Uhaut hori zed URL Access to wwuidf.il/wp-1ogin. php B ock 1
Russi an . . D stributed Unaut hori zed Method for Known URL on
188.244. 47. 215 |eoior ot on 147.237.72. 166 |aka. i df . i1 wiw aka. i df . i1 /i turi ndasp/ di spl ayonesol di er . asp Bl ock !
. . Unaut hori zed URL Access to
66. 249. 76. 77 I srael 147.237.72. 166 |aka. i df . i | 147. 237.72. 166/ i tan/ prat i d pi rt eychayal / Bl ock 1
117.26.117.51 |China 147.237.77. 216 |dover.idf.il Uhaut hori zed LRL Access to wan i df.il/license. php B ock 1
Russi an . . Unhaut hori zed Met hod PCST for
95.221.229. 179 Federati on 147.237.72. 166 [aka. i df . i | vy aka. i df . i |/ mai n/ kapat z/ cont act us. aspx B ock !
. . Unaut hori zed URL Access to
85.64.232.133 |lIsrael 147.237.77.234|hal ag. i df . i | 147. 237. 77. 234/ i nages/ shar e/ bul | et 1. g f Bl ock 1
134.191. 232. 68 |Israel 147.237.77. 216 |dover.i df . il D stributed Unaut horized LRL Access on wwwidf.il/error. htm Bl ock 1
77.138.221.109 |France 147.237.72. 156 |anan. i df . i | Distributed Lhauthori zed URL Access on B ock 1
wan anan. i df . i 1/ favicon.ico
Russi an . . Uhaut hori zed URL Access to
90. 154. 99. 252 eration 147.237.72. 166 |aka. i df . i | v aka, i df i1 /si p storagel fil es/ 6/ 66846, ppt Bl ock 1
79.180. 221. 213 |lIsrael 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237. 76. 31/ 894- he/ nakhal . aspx |Bl ock 1
199.30. 24. 242 |uhited Sates |147.237.77.216|dover.idf.il Distributed Lhaut hori zed URL Access on waw i df.il/error. htm B ock 1
. . Unknown Paranet er anp; docld in
66.249. 76.109 |l srael 147.237.72. 166 |aka. i df . i | W aka. i o i 1/ brot her s/ ay def aul t . asp None 1
118. 193. 208. 231|Chi na 147.237.77.216|dover.idf .l PHP At tenpt B ock 1
. . Uhaut hori zed URL Access to
109. 65. 63. 98 I srael 147.237.77.74 |lawidf.il wwe | aw i df i 1/si p, storagel fil es/ 9/ 1709, pof Bl ock 1
www. chamat z. aka. i d i
85.65.26.109 | srael 147.237.77. 226 | . Wnauit hori zed LRL Access to B ock 1
foil waw. chamat z. aka. i df . i1/t enpl at es/ honepage/ honepage. aspx
134.191.232.69 |Israel 147.237.77.216|dover.idf . il Distributed Lhaut hori zed URL Access on wawidf.il/error. htm B ock 1
77.139.85.133 |France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method PCST for wwu aka. i df.il/rights/asp/info.asp [B ock 1
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