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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
66. 240. 219. 146 Lhited Sates 147.237.76. 30 hi nush.idf.il |TQP handshake viol ation, first packet not syn |drop 3
198. 20. 69. 98 Lhited Sates 147.237. 76. 200 eitan. aka.idf.il|B ack List drop 1
109. 236. 84. 10 Net her | ands 147.237.76. 196 e.sviva.idf.il |Back List drop 1
198. 20. 69. 98 Lhited Sates 147.237.76.31 nakchal .idf.il |Back List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Country|S'te |Signature |Count\
216. 249. 107. 200|147.237. 77. 74 |Wnited Sates lawidf.il SQ Injection - Select From 18
64.34.186.9 147.237.77. 233 |lhited Sates atal.idf.il QA Injection - Select From 8
62.210. 97. 79 147.237.77.74 |France lawidf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 3
62. 210. 97. 57 147.237.77.74 |France lawidf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 2
50.116. 123. 135 |147.237.72.156 |Lhited Sates aman. i df.il ET SCAN NVAP -sS wi ndow 1024 1
45, 63. 30. 95 147.237.77. 170 |Wnited Sates naarachot. i df .i I|ET SCAN NVAP -sS w ndow 1024 1
132. 255. 155. 186|147. 237. 77. 178 |Brazi | e.matpash.idf.il|[ET SCAN NVAP -sS wi ndow 2048 1
132. 255. 155. 186(147. 237. 77. 178 |Brazi e.matpash.idf.il|[ET SCAN NVAP -f -sS 1
66.249. 64. 226 |147.237.77.170|Wited Sates naarachot.i df.i I[[ET SCAN NVAP -sA (2) 1
62.219.14.189 |147.237.77. 243 |Israel nobi | e.i df il BT SCAN Behavi pral Uusual ly fast Terminal Server Traffic, Potential 1
Scan or Infection

46.120.216. 65 |[147.237.77.216 |l srael dover . idf.il portscan: TCP Distributed Portscan 1
139. 162. 179. 166|147. 237.76.30 |Lhited Sates hinussh.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
132. 255. 155. 186|147. 237. 77. 178 |Brazi | e.matpash.idf.il|[ET SCAN NVAP -sS wi ndow 1024 1
100. 60. 153. 178 [147.237.8.46 |51 e.chinuch.idf.il|ET SCAN NVAP -sS wi ndow 1024 1

Feder at i on
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address Ste |Sig nature |Message Devi ce Action |Oount
5.102. 104. 36 Pal estinian Territory, Qcupied 147.237.77. 176 nat pash. i df . i | drop Frst packet isn't drop 22
46.19. 86. 251 | srael 147.237.76. 42 refuah.idf.il dr op First packet isn't drop 5
46. 19. 86. 255 | srael 147.237.76. 31 nakchal .idf.il drop Frst packet isn't drop 3
62. 43.225.9 Spai n 147.237.72. 166 aka.idf.il drop Frst packet isn't drop 3
119. 94. 180. 31 Phi | i ppi nes 147.237.77. 74 lawidf.il drop First packet isn't drop 2
31.154.7. 4 | srael 147.237.77. 233 atal.idf.il drop Frst packet isn't drop 2
156. 194. 140. 134 Egypt 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 2
187. 161. 20. 31 Mexi co 147.237.77. 170 naar achot . i df . il dr op Frst packet isn't drop 2
212. 143.142.56 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 2
176. 13. 23. 65 | srael 147.237.72. 166 aka.idf.il drop Frst packet isn't drop 1
187.161. 145. 146 Mexi co 147.237.76. 34 yohal an.idf .il dr op drop 1
83. 20. 114. 149 Pol and 147.237.77. 216 dover.idf.il drop First packet isn't drop 1
176.13.241.9 | srael 147.237.72. 166 aka.idf.il drop Frst packet isn't drop 1
201.172.233.3 Mexi co 147.237.0. 200 mu. i df il dr op drop 1
177.238. 208. 11 Mexi co 147. 237. 76. 148 gocenter. aka.idf.il |drop drop 1
62.219. 14. 189 | srael 147.237.77.19 lawforumidf.il drop SAMrul e drop 1
201.175. 120. 243 Mexi co 147.237.0. 33 idf.il dr op drop 1
128. 232. 110. 28 Uni ted Ki ngdom 147.237.0. 35 akaws. i df . il drop drop 1
183. 129. 160. 229 Chi na 147.237. 76. 197 e hinush.idf.il drop SAMrul e drop 1
62.219. 14. 189 | srael 147.237.77.121 e.navy.idf.il drop SAMrul e drop 1
201.175.120. 243 Mexi co 147.237.0. 35 akaws. i df . il drop drop 1
62.219. 14. 189 | srael 147.237.77. 205 prisha.idf.il drop SAMrul e drop 1
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
176.13. 23. 54 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 177
62.219.137.5 I srael 147.237.72. 156 |aman. i df . i | DO stributed Suspici ous Response Qode B ock 4
. - Unaut hori zed Met hod PCST for
77.139.214. 176 |France 147.237.72.166 |aka. i df . i | vown aka. i df i |/ nai v har edi i gener al . aspx B ock 4
87.68. 36. 87 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i | Unaut hori zed URL Access to ww chi nuch. aka. i df .il/404. htm B ock 3
118. 69. 173. 152 |M et nam 147.237.76. 147 |chi nuch. aka. i df . i | Dstributed PHP At tenpt B ock 2
46.19. 85. 170 I srael 147.237.72. 166 [aka. i df . i | Ostributed I11egal Byte Qode Character in URL Bl ock 2
2.53.21.211 I srael 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code Bl ock 2
5.28. 142. 68 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. i df.il/mai n/sachar/undefined |B ock 2
46.19. 85. 239 I srael 147.237.77.243|nobi l e.idf . il Ml tiple Unaut horized URL Access from 46. 19. 85. 239 Bl ock 2
109. 253.193.7  |Israel 147.237.0.19 |[nadimatal .idf.il O stributed Suspicious Response Code Bl ock 2
. . . Unaut hori zed URL Access to
46. 19. 85. 239 | srael 147.237.77.243|mobi l e. i df . i | mobi | . i df . |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1431 B ock 2
46.120.38.133 |[Israel 147.237.72. 156 [arman. i df . i | D stributed Suspicious Response Code B ock 1
201.175. 95. 203 [Mexi co 147.237.77.74 |lawidf .il Mil ti pl e Redundant HITP Headers in header Content - Type B ock 1
85.65.165. 192  [Israel 147.237.72. 156 [aman. i df . i | Suspi ci ous Response Code B ock 1
192.117.175.29 |Israel 147. 237. 72. 156 |aman. i df . i | thaut hori zed LR Access to . . Bl ock 1
ww anan. i df . i1/ resour ces/ i nages/ f avi con/ f avi con. png
. - Unaut hori zed Met hod PCBT for
77.138.38.213 |France 147.237.72. 166 |aka. i df . i | vow aka i o i 1/ il ui it enpl at es/ hone. asp B ock 1
66.240.219. 146 |Wnited Sates |147.237.76.30 |hinush.idf.il Uhaut hori zed URL Access to 147.237.76. 30/ robot s. t xt B ock 1
177.238.208. 11 |Mexi co 147.237.77.216|dover . i df . i Mil ti pl e Redundant HITP Headers in header Content - Type B ock
95.110.194.252 |[italy 147.237.76.200|ei tan. aka. i df . il PHP At t enpt B ock
. . O stributed Uhaut hori zed URL Access on
82.81.129.158 |lIsrael 147.237.77.234|hal ag. i df . i | 147.237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
201.173.65. 155 |Mexico 147.237.76.30 |hinush.idf.il Ml tipl e Redundant HTTP Headers in header Content - Type B ock 1
_ m ny- kosher - kr avi . i
189. 218. 63. 199 |Mexi co 147.237.0. 17 df il Redundant HTTP Headers from 189. 218. 63. 199 B ock 1
- - Distributed Lhaut hori zed URL Access on
66.249. 76. 77 I srael 147.237.72. 166 |aka. i df . i | 147.237. 72. 166/ gi yus/ f or urd asp/ showf or um asp B ock 1
118. 69. 173. 152 |V et nam 147.237. 76. 147 |chi nuch. aka. i df . i | Mil tipl e Unaut hori zed URL Access from 118. 69. 173. 152 B ock 1
. . Unaut hori zed Met hod PCBT for
59. 153. 235. 98 M et nam 147.237.72.166|aka. i df . i | wiw aka. i df . i |/ nai r/ sachar/ vi ewpaysl i p. aspx Bl ock 1
201. 175. 120. 243|Mexi co 147.237.0.34 |tikshuv.idf.il Redundant HTTP Headers Cont ent - Type B ock 1
201.158.83.67 |Mexico 147.237.0.19 |madimatal .idf.il Redundant HTTP Headers Content - Type B ock 1
77.138.57.9 France 147.237.72. 156 |arman. i df . i | Ostributed Waut hori zed UR. Access on www anan. i df . i | /favicon.ico B ock 1
. - Unaut hori zed URL Access to
66.249. 64. 9 I srael 147.237.72.166 |aka. i df . i | 147, 237.72. 166/ yohal an/ mai n/ i n. asp B ock 1
187. 161. 3. 58 Mexi co 147.237.77. 176 |mat pash. i df . i | Mil tipl e Redundant HTTP Headers in header Content- Type B ock 1
46.19. 85. 188 I srael 147.237.72. 156 [aman. i df . i | O stributed Suspicious Response Code B ock 1
95.110.194. 252 |[italy 147.237.76.200|ei tan. aka. i df.il Uhaut hori zed LRL Access to waw eitan. aka.idf.il/wp-1ogin. php Bl ock
82.81.213.190 |israel 147.237.72. 166 |aka. i df . i | llegal Byte Qe Character in WAL /mai nkapat2//resi012 B ock 1
our ces/ i mages/ i nner page/ goback. gi f
201. 173. 65. 155 |Mexi co 147.237.76.31 |nakchal .idf.il Mil ti pl e Redundant HTTP Headers in header Content- Type B ock 1
189. 218. 67. 125 |Mexi co 147.237.76.42 |refuah.idf.il Mil tipl e Redundant HTTP Headers in header Content- Type Bl ock 1
66. 249. 76. 83 I srael 147.237.77.216|dover . i df . il Mil ti pl e Unaut horized URL Access from 66. 249. 76. 83 B ock 1
157. 55. 39. 34 Lhited Sates [147.237.77. 216 |dover. i df .i | Unaut hori zed URL Access to 147.237.77.216/ B ock 1
Unhaut hori zed URL Access to
207. 46. 13. 90 Lhited Sates [147.237. 77. 216 |dover . i df .i | www, i df . i 1/1283-18645- </ di v></ di v></ di v><! - - B ock 1
googl e ad section end --><div class=
. . Unaut hori zed URL Access to
87.68.36.87 I srael 147.237.77. 216 [dover . i df . i | wn i df . i |/t enpl at es/ shar ed/ user cont r ol s/ navnenu/ undef i ned Bl ock !
201.172.16.105 |[Mexico 147.237.77.235|sviva.idf . il Ml tipl e Redundant HTTP Headers in header Content- Type B ock 1
77.139. 185.0 France 147.237.72. 156 |aman. i df . i | Dstributed Unaut hori zed LRL Access on v anan. i df .il/favicon.ico |B ock 1
. . Distributed Lhaut hori zed URL Access on
66. 249. 64. 41 I srael 147.237.72. 166 |aka. i df . i | 147.237. 72. 166/ gi yus/ f or urd asp/ showf or um asp B ock 1
) wWwv. chanmat z. aka. i d _ .
187.161. 145. 191 |Mexi co 147.237.77. 226 £l Mil ti pl e Redundant HTTP Headers in header Content-Type B ock 1
109. 64. 147. 143 |l srael 147.237.77.216|dover . i df . il Uhaut hori zed URL Access to wwwidf.il/https:/waidf.il/ B ock 1
. . Distributed Lhaut hori zed URL Access on
85. 64. 67. 21 I srael 147.237.77.234|hal ag. i df . i | 147. 237. 77. 234] i nages! shar ed/ bul | et 1. gi f Bl ock 1
201. 173. 219. 111|Mexi co 147.237.77.233|atal .idf .il Mil tipl e Redundant HTTP Headers in header Gontent- Type Bl ock 1
189. 218. 250. 12 |Mexi co 147.237.76.200(ei tan. aka. i df . il Ml ti pl e Redundant HTTP Headers in header Content- Type B ock 1
68. 180. 228. 231 |Uni ted Sates |147. 237. 77. 176 [nat pash. i df . i | raraneter Type Mol atl on Pagefmin Bock |1
waw cogat . i df . il/1043-ar/ cogat . aspx
] - - D stributed Unaut hori zed Method for Known URL on
66.102.6.5 Lhited Sates [147.237.72. 166 |aka. i df .i | voww aka. i i |/ nai / sachar/vi ewpays! i p. aspx B ock 1
5.29. 181. 69 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to ww aka.idf.il/main/ B ock 1
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