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|Top Attackers | n DDoS- Def ence |

|Attacker Country

Attacker Address

Target Address Signature Device Action Count
123. 59. 59. 52 Chi na 147.237.72. 166 aka.idf.il bl ock-sp-traf 1 forward 1
82.221.105.7 | cel and 147.237. 76. 147 chinuch. aka.idf.il B ack List drop 1
109. 236. 84. 10 Net her | ands 147.237. 76. 200 eitan. aka.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry
Korea, Republic

Signature

112. 217. 150. 112|147. 237. 76. 200 | ¢ eitan. aka.idf.il ET SCAN Potential SSH Scan 1
107. 193, 150. 175|147 237 0.35  |United Sates  lakaus.idf il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
193. 201. 227. 81 |147. 237. 76. 200 |Wkr ai ne eitan. aka. idf.il ET SCAN Potential SSH Scan 1
94.102.48.195 |147.237.77. 235 |Net her | ands svivaidf.il ET SCAN NVAP -sS wi ndow 1024 1
193. 201. 227. 81 |147. 237. 76. 148 |Wkrai ne ggcenter. aka. i df .i ET SCAN Potential SSH Scan 1
91.201.236.50 [147.237.8.28 |Wkraine e. nobi | e-ks.idf.il ET SCAN NMAP -sS wi ndow 2048 1
193. 201. 227. 81 |[147.237.76. 44 |kraine e.refuah.idf.il ET SCAN Potential SSH Scan 1
88.249.106.23 |147.237.77. 170 |Turkey naar achot . i df . i | ET SCAN NVAP -sS w ndow 1024 1
193. 201. 227. 81 |147.237.76.34 |Wkraine yohal an.idf il ET SCAN Potential SSH Scan 1
59.72.153. 2 147. 237. 76. 201 |Chi na e.aa.idf.il ET SCAN Potential SSH Scan 1
193. 201. 227. 81 [147.237.0.33 |lkraine idf.il ET SCAN Potential SSH Scan 1
59. 72. 153. 2 147.237.0.34 |[China tikshuv.idf.il ET SCAN Potential SSH Scan 1
191 5. 184.51  |147 237 0. 33 |Korea Repwdlic| ET SCN\I Behavi oral Uhusual |y fast inbound Tel net Connecti ons, 1
of Potential Scan or Brute Force
45.33.116.208 |147.237.77.234|lnited Sates |halag.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
116. 12. 175. 233 |147.237. 77. 74 |S ngapore lawidf.il ET SCAN NVAP -f -sS 1
112. 217. 150. 112|147. 237. 0. 17 Okfrea Republ i | o kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
211.141.78.56 [147.237.77.61 |China e.cogat.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
94.102.48.195 |147.237.77. 243 |Net her| ands nobi | e.idf.il ET SCAN NVAP -sS wi ndow 1024 1
193. 201. 227. 81 |147.237. 76. 197 |krai ne e. hinush. i df . il ET SCAN Potential SSH Scan 1
94.102.48.195 |147.237.77. 234 |Net her| ands hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1
193.201. 227. 81 |147.237.76.86 |Wkraine navy.idf.il ET SCAN Potential SSH Scan 1
91.201.236.50 [147.237.8.28 |Wkraine e. nobi | e-ks.idf.il ET SCAN NVAP -f -sS 1
193. 201. 227. 81 |147.237.76. 42 |Wkraine refuah.idf.il ET SCAN Potential SSH Scan 1
66. 249. 76. 83 147.237.77.216|lhited Sates |dover.idf.il ET SCAN NVAP -sA (2) 1
193. 201. 227. 81 [147.237.0.35 |lkraine akavs. i df . il ET SCAN Potential SSH Scan 1
59. 72. 153. 2 147.237.76.39 [China nobi | e. nei tav.idf.il ET SCAN Potential SSH Scan 1
182 33.27 211 |147. 237 76. 30 |chi na hish i df | ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
45, 63. 30. 95 147.237.72. 156 |Lhited Sates |anan.idf.il ET SCAN NMAP -sS wi ndow 1024 1
116. 12. 175. 233 |147.237.77. 74 |9 ngapore lawidf.il ET SCAN NVAP -sS w ndow 2048 1
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|Top Attackers In FW |

Attacker Address |Attacker Gountry Target Address Ste |Signature |Message Devi ce Action |Oount |
185. 27. 105. 106 | srael 147.237.77.216 |dover.idf.il drop First packet isn't drop 14
185. 89. 217. 229 Net her | ands 147.237.77.226 |ww chanat z. aka. i df . il dr op First packet isn't drop 8
185. 89. 217. 235 Net her | ands 147.237.77.226 |ww chanatz. aka.idf.il drop First packet isn't drop 8
185. 89. 217. 230 Net her | ands 147.237.77.226  |ww chanat z. aka. i df . i | drop First packet isn't drop 8
185. 89. 217. 228 Net her | ands 147.237.77.226 |ww chanat z. aka. i df . il dr op First packet isn't drop 6
185. 89. 217. 233 Net her | ands 147.237.77.226 |ww chanatz. aka.idf.il drop First packet isn't drop 6
185. 89. 217. 232 Net her | ands 147.237.77.226  |ww chanat z. aka. i df . i | drop First packet isn't drop 4
185. 89. 217. 226 Net her | ands 147.237.77.226 |ww chanat z. aka. i df . il dr op First packet isn't drop 4
185. 89. 217. 231 Net her | ands 147.237.77.226 |ww chanatz. aka.idf.il drop First packet isn't drop 4
79.181.99.91 | srael 147.237.77.216 |dover.idf.il drop First packet isn't drop 3
109. 253. 206. 71 | srael 147.237.72.166 |aka.idf.il dr op First packet isn't drop 3
185. 89. 217. 225 Net her | ands 147.237.77.226 |ww chamatz. aka.idf.il drop First packet isn't drop 2
37.231.24.182 Kuvai t 147.237.77.216 |dover.idf.il drop First packet isn't drop 2
212. 143. 142. 56 | srael 147.237.77.216 |dover.idf.il dr op First packet isn't drop 2
185. 89. 217. 227 Net her | ands 147.237.77.226 |ww chamatz. aka.idf.il drop First packet isn't drop 2
109. 226. 40. 40 | srael 147.237.77.216 |dover.idf.il drop First packet isn't drop 1
176. 13. 243. 96 | srael 147.237.77.216 |dover.idf.il dr op First packet isn't drop 1
74.82.47.23 Lhited Sates 147.237.0. 33 idf.il drop drop 1
216.243.31.2 Lhited Sates 147.237.76.148 |gacenter.aka.idf.il drop drop 1
109. 253. 131. 244 |l srael 147.237.72.156 |aman.idf.il dr op First packet isn't drop 1
74.82.47.28 Lhited Sates 147. 237. 0. 200 . i df .| drop drop 1
109. 253. 136. 12 | srael 147.237.72.166 |aka.idf.il drop First packet isn't drop 1
31.154.81.2 | srael 147.237.72.166 |aka.idf.il dr op First packet isn't drop 1
212. 14.228. 158 Pal estinian Territory, Qccupied 147.237.77.176 |natpash.idf.il drop First packet isn't drop 1
85. 65.120. 41 | srael 147.237.72.156 |anan.idf.il drop First packet isn't drop 1
176. 13. 8. 111 | srael 147.237.72.166 |aka.idf.il dr op First packet isn't drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
2.53. 154. 232 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode B ock 166
109. 67.188.52 |lIsrael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 61
37.26.147.213 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 6
2.53.177.65 | srael 147.237.77.243|nobi l e. i df . i | Mil tipl e Unaut hori zed URL Access from2.53.177.65 B ock 4
109. 65. 186.53 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 3
46.19. 85. 53 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
46.117.2.110 I srael 147.237.0.19 |nmadimatal .idf.il D stributed Suspici ous Response Code Bl ock 2
. . . Uhaut hori zed URL Access to
2.53.177.65 I srael 147.237.77.243|nobi l e.i df . i | nobi | e, i o i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1431 Bl ock 1
220. 255. 148. 100|S ngapor e 147.237.77. 216 |dover.i df . il Distributed Waut hori zed URL Access on waw idf.il/error. htm B ock 1
109. 253. 132. 169l srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 1
: . . Uhaut hori zed URL Access to
68. 180. 230. 47 Lhited Sates |147.237.77.216|dover.idf.il ww i o i 1/ engl i shY news/ j eni nki | | ed/ st n Bl ock 1
66. 102. 9. 10 Lhited Sates |147.237.72.166 |aka. i df.il Whaut hor zed Method PCST T or B ock 1
wwn aka. i df . i |/ mai n/ hone/ def aul t . aspx
203.127.58.229 |9 ngapore 147.237.77.216|dover.idf . il Distributed Lhaut hori zed URL Access on waw i df.il/error. htm B ock 1
107.77.203.131 |Wited Sates |147.237.72. 166 |aka. i df .i | Wnaut hori zed Method PCBT for B ock 1
wwy aka. i df . i |/ mai n/ sachar/ vi ewpaysl i p. aspx
66. 249. 76. 83 I srael 147.237.77.216|dover.idf . il Mil tipl e Unaut hori zed URL Access from 66. 249. 76. 83 B ock 1
31.13.113.132 |ireland 147.237.77.216|dover. i df . il Distributed Lhaut hori zed URL Access on waw idf.il/error. htm B ock
157.55.39. 71 Lhited Sates |147.237.72.166aka.idf.il Unhaut hori zed URL Access to 147.237.72. 166/ Bl ock
77.138.201.236 |France 147.237.72. 156 |anan. i df . i | Distributed Lhauthori zed URL Access on B ock 1
wan anan. i df . i 1/ favicon.ico
. - Uhaut hori zed URL Access to
66. 249. 64. 41 | srael 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ gi yus/ f or und asp/ showf or um asp Bl ock 1
: . . Unaut hori zed URL Access to
207.46.13.134 |Wited Sates [147.237.77.216|dover.idf.il ww i df i 1/at al 1/ Zkor/ pri nt_bottom asp Bl ock 1
108.14.77.135 |lnited Sates [147.237.72.166|aka.idf.il Unaut hori zed Met hod POST for waw aka. i df.il/ishurinimai n/ B ock 1
66. 249. 76. 83 I srael 147.237.77. 216 |dover.i df . il Uhaut hori zed URL Access to wawidf.il/1415 Bl ock 1
. . Unaut hori zed Met hod HEAD for
192. 115. 100. 190]I sr ael 147.237.72. 166 [aka. i df . i | ww aka i df i 1/i turi nh aspl vers. asp Bl ock 1
77.237.146. 28 g‘ﬁ)ﬂc 147.237.77.235|sviva. i df . i | Unaut hori zed Method HEAD for / B ock 1
. . Uhaut hori zed URL Access to
66.249. 66. 177 [Israel 147.237.77. 216 |dover.i df . il ww i o i |/ at al 1/ zkor/ vi ew pi ot ur s, asp Bl ock 1
212.117.152.82 |lIsrael 147.237.77.216|dover.i df . il PHP At t enpt Bl ock 1
66.249.88.154 [Israel 147.237.77.216|dover.i df . il Distributed Unaut hori zed LRL Access on waw idf.il/error. htm B ock 1
) wwwv. chamat z. aka. i df )
192. 169. 7. 223 Lhited Sates |147.237.77.226 i Unhaut hori zed URL Access to 147.237.77.226/ Bl ock 1
79.179.16.104 |lIsrael 147.237.72. 156 |anan. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
. . Uhaut hori zed URL Access to
66. 249. 76. 75 I srael 147.237.72. 166 [aka. i df . i | 147, 237. 72. 166/ gi yus/ f or s/ downl oadf or m asp Bl ock 1
212.117.152. 82 |lsrael 147.237.77.216|dover. i df . il Unaut hori zed LRL Access to waw idf.il/wp-1ogin. php B ock 1
66.249. 88. 157 [l srael 147.237.77.216|dover.i df . il Distributed Unaut hori zed LRL Access on wawidf.il/error. htm B ock 1
199.30.24.118 |thited Sates |147.237.77.216|dover.idf.il Distributed Uhaut hori zed URL Access on waw idf.il/error. htm B ock 1
84.108. 5. 185 | srael 147.237.77.216|dover.i df .il Lhaut hori zed URL Access to www idf.il/https: /v idf.il/ Bl ock 1
66.249.76.77  |israel 147.237.72. 166 |aka. i df . i | Distributed thauthori zed URL Access on B ock 1

147.237. 72. 166/ gi yus/ f or un asp/ showf or um asp
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