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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country
85. 250. 136. 18

|Target Address |Site

|Signature |Device Action [Count |
| srael 147.237.72. 166 aka.idf.il L4 Source or Dest Port Zero drop 1
93. 174. 93. 156 Net her | ands 147.237.76. 198 e.yohalan.idf.il |Back List dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Qountry Signature

45, 56. 74. 212 147.237.77. 212 Lhited Sates e.dover.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
163. 172. 238. 37 147.237.76. 197 Uni ted Ki ngdom e. hinush.idf.il ET SCAN NMAP -sS wi ndow 1024 1
116. 12. 175. 233 147. 237. 76. 86 S ngapore navy.idf.il ET SCAN NVAP -sS w ndow 3072 1
109. 60. 153. 178 147. 237. 76. 148 Russi an Federation gacenter. aka. i df .i | ET SCAN Potential VWNC Scan 5900- 5920 1
94.102.52. 71 147.237.76.148  |Netherl ands gocent er. aka. i df .i | ET SCAN NMAP -sS wi ndow 1024 1
220. 124. 151. 130 147.237.77. 216 Korea, Republic of dover.idf.il ET SCAN Potential SSH Scan 1
94.102. 48. 195 147.237.76. 198 Net her | ands e.yohal an.idf.il ET SCAN NMAP -sS wi ndow 1024 1
220. 124. 151. 130 147.237.76. 148 Korea, Republic of gocenter. aka. i df . il ET SCAN Potential SSH Scan 1
91. 224. 160. 106 147. 237. 76. 86 Net her | ands navy.idf.il ET SCAN Potential SSH Scan 1
220. 124. 151. 130 147.237.0. 17 Korea, Republic of mny- kosher-kravi . i df.il ET SCAN Potential SSH Scan 1
91. 224. 160. 106 147. 237.0. 35 Net her | ands akave. i df . il ET SCAN Potential SSH Scan 1
219. 87.191. 219 147.237.0. 17 Tai wan m ny-kosher - kravi . i df . i ET SCAN Potential SSH Scan 1
46.227.67.172 147.237.77. 243 Sweden nobi | e.i df il ET SCAN NMAP -sS wi ndow 1024 1
177. 200. 192. 50 147.237.77. 170 Brazil maar achot . i df . i | ET SCAN NMAP -sS wi ndow 4096 1
116. 12. 175. 233 147. 237. 76. 86 S ngapore navy.idf.il ET SCAN NVAP -sS w ndow 4096 1
109. 60. 153. 178 147. 237. 76. 200 Russi an Feder ati on eitan aka.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
108. 61. 199. 29 147.237.72. 217 Net her | ands eidf.il ET SCAN Potential SSH Scan 1
94.102.52. 71 147. 237. 76. 86 Net her | ands navy.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
220. 124. 151. 130 147. 237. 76. 200 Korea, Republic of eitan. aka.idf.il ET SCAN Potential SSH Scan 1
91. 224. 160. 106 147.237.76.148  |Netherl ands gocent er. aka. i df .i | ET SCAN Potential SSH Scan 1
220. 124. 151. 130 147. 237. 76. 39 Korea, Republic of nobi | e. nei tav.idf.il ET SCAN Potential SSH Scan 1
91. 224. 160. 106 147. 237.76. 42 Net her | ands refuah.idf.il ET SCAN Potential SSH Scan 1
219.87.191. 219 147.237.76.199  |Tai van e. nakchal i df .i | ET SCAN Potential SSH Scan 1
91. 224. 160. 106 147.237.0. 19 Net her | ands nadi matal .idf.il ET SCAN Potential SSH Scan 1
198. 58. 110. 199 147.237.77. 178 Lhited Sates e. nat pash. i df.il ET SCAN Potential WNC Scan 5900- 5920 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Sig nature Message Devi ce Action |Oount
176.13.251. 31 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 10
87.70.21.3 | srael 147.237.72. 166 aka.idf.il dr op Frst packet isn't drop 7
66. 102. 9. 145 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 5
212. 143.142.56 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 5
176. 13. 245. 201 | srael 147.237.72. 167 ishurimaka idf.il |dr op Frst packet isn't drop 2
82. 205. 33. 34 Pal estinian Territory, Qcupi ed 147.237.77. 176 nat pash. i df . i | drop First packet isn't drop 2
46. 19. 86. 48 | srael 147.237.76. 31 nakchal .idf.il drop First packet isn't drop 2
107.170.125. 121 Lhited Sates 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 2
109. 226. 40. 40 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 1
79.178.6. 114 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 1
109. 253. 217. 227 | srael 147.237.72. 166 aka.idf.il dr op Frst packet isn't drop 1
31.154.81.35 | srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 1
128. 232. 110. 28 Uni ted Ki ngdom 147.237.76. 34 yohal an.idf.il drop drop 1
183. 129. 160. 229 Chi na 147.237. 0. 200 nu.idf.il dr op SAMrul e drop 1
141. 212. 122. 162 Lhited Sates 147.237. 0. 200 mu. i df il drop drop 1
141. 212.122. 163 Lhited Sates 147.237. 0. 200 ndu.idf.il dr op drop 1
66. 102. 9. 149 Lhited Sates 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 1
216.243.31.2 Lhited Sates 147.237.0. 33 idf.il drop drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
109. 253. 143. 138]I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 120
109. 253. 215. 150|1 sr ael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 67
87.71.29. 74 I srael 147.237.72. 156 [aman. i df . i | Suspi ci ous Response Code B ock 4
84.109.124. 192 [Israel 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 3
85. 250. 197. 215 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 3
66. 249. 76. 83 I srael 147.237.77.216|dover.i df . il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 2
. . Unaut hori zed URL Access to
66. 249. 64. 41 I srael 147.237.72. 166 |aka. i df . i | 147. 237.72. 166/ ei t an/ prat i n pi rt eychayal / Bl ock 1
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
89.237.111.92 |France 147.237.72. 166 |aka. i df . i | vow aka. i df .|/ nai v sachar / nar ki veysachar . aspx None 1
79.179. 155. 224 |l srael 147.237.0.19 |madimatal .idf.i[SSL Untraceabl e Connection - Cpen Mde None 1
68.180.228. 169 [Lhited Sates 147.237.72. 156 [anan. i df . i | Uhaut hori zed URL Access to vww aman. i df.il/robots. txt Bl ock
46.19. 85. 251 I srael 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Code B ock
207.46.13.57  |Wited Sates  |147.237.72.166|aka. i df .i| Wnknown Paranet er 136cd360 in None 1
wwn aka. i df . i |/ mai n/ hone/ def aul t . aspx
. . D stributed Whaut horized Met hod for Known URL on
77.139. 6. 178 France 147.237.72. 166 |aka. i df . i | W aka, i df i1/ i n sachar B ock 1
66. 249. 76. 2 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 1
80. 246. 130. 151 [l srael 147.237.77.216|dover. i df . il Ostributed Whaut hori zed URL Access on ww i df.il/error. htm Bl ock 1
68.180.229.49 |[wited Sates 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robots. t xt B ock
212.29.222.162 |Israel 147.237.72. 166 |aka. i df . i | thknown Pararet er __\ EABTATEENCRYPTED i n None 1
ww aka. i df . i |/ mai n/ sachar/ nas. aspx
46.120. 113. 100 [l srael 147.237.72. 156 |anan. i df . i | D stributed Unaut hori zed LRL Access on wa anan. i df .il/robots. txt B ock 1
79.176.96.171 |l srael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Qode B ock 1
66. 249. 76. 75 | srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ ei t an/ t nuna/ B ock 1
80.246.137.20 [Israel 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Code B ock 1
77.138.46.85 France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod PCBT for waw aka. i df .il/mai n/ sachar B ock 1
217. 69. 133. 29 RJSIS;;ni o 147.237.72. 156 |anan. i df . i | Unavt hori zed LRL Access to list.ips.gov.il/robots. txt B ock 1
46.120. 113. 100 |Israel 147.237.72. 156 |aman. i df . i | Ml ti pl e Unaut horized URL Access from 46. 120. 113. 100 B ock 1
87.70.20.242  |israel 147.237. 7. 170 |n@ar achot . i df . i | | L 1S Above Root Drectory B ock 1
naar achot . idf.il/../inages/ shar ed/ maar achot _| ogo. png
79.177.195. 238 [Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
66.249.76. 77 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ edi mi yoman/ yoman. asp |Bl ock 1
131.253.27.209 |Uhited Sates 147.237.77.216|dover.idf .l Ostributed Waut horized LRL Access on waw idf.il/error.htm Bl ock 1
80. 246. 137. 152 |[Israel 147.237.77.243|nobi l e.i df . i | O stributed Suspicious Response Code B ock 1
77.138.133.62 |France 147.237.72. 156 |aman. i df . i | O stributed Uhaut hori zed URL Access on waw anan.idf.il/favicon.ico |B ock 1
. ; D stributed Whaut horized Met hod for Known URL on
46.120. 113. 100 |lIsrael 147.237.72. 166 |aka. i df . i | wa aka, i df . i | / mai n/ hone/ def aul t . aspx Bl ock 1
79.179.155. 224 |[Israel 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 1
136.243.11.18 |Germany 147.237.72. 166 |aka. i df . i | thaut hor i zed Met hod HEAD f or B ock 1
wwn aka. i df . i |/ mai n/ hone/ def aul t . aspx
84.108.27.188 [Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1501- he/ at al . aspx B ock 1
77.138.234.212 |France 147.237.72. 156 |aman. i df . i | Lhaut hori zed URL Access to ww anan.idf.il/favicon.ico B ock 1
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