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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site
85. 250. 136. 18

|Signature

|Device Action  |Count |
| srael 147.237.72. 166 aka.idf.il L4 Source or Dest Port Zero drop 14
0.0.0.0 147.237.77. 216 dover.idf.il |HTTP Page H ood Attack forward 4
120. 132. 50. 135 Chi na 147.237.77. 233 atal.idf.il bl ock-sp-traf 1l forward 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature |Count |
209. 208. 126. 125 147.237.77. 216 Lhited Sates dover.idf.il SQ Injection - Select From 54
212.147. 60. 96 147.237.76. 86 Swi tzerl and navy. i df .il SQ Injection - Select From 20
65. 39. 128, 237 147.237.77. 233 Lhited Sates atal.idf.il S Injection - Select Fom 20
202. 124. 109. 87 147. 237.76. 42 New Zeal and refuah.idf.il SQ Injection - Select From 20
177.185. 192. 85 147.237.77.233 Brazil atal.idf.il SQ Injection - Select From 18
71.227.10. 76 147.237.77. 74 Lhited Sates lawidf.il S Injection - Select Fom 18
173.0. 129. 149 147.237.77. 74 Lhited Sates lawidf.il SQ Injection - Select From 14
50. 63. 197. 9 147.237.77. 74 Lhited Sates lawidf.il SQ Injection - Select From 12
96. 251. 45. 13 147.237.77. 233 Lhited Sates atal.idf.il S Injection - Select Fom 9
85. 136. 227. 77 147.237.77. 74 Sain lawidf.il A Injection - Select From 8
204. 93. 196. 218 147.237.77. 74 Lhited Sates lawidf.il SQ Injection - Select From 8
184. 168. 192. 31 147.237.77. 233 Lhited Sates atal.idf.il S Injection - Select Fom 8
158. 85. 253. 245 147.237.77. 74 Lhited Sates lawidf.il SQ Injection - Select From 8
175.142. 129. 124 147. 237.77. 216 Ml aysi a dover.idf.il Xenu Link Seuth User Agent 2
83. 168. 250. 50 147.237.76. 31 Sweden nakchal .idf il S Injection - Select Fom 2
45.56. 74. 212 147.237.8.50 Lhited Sates e tikshuv.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
108. 61. 199. 29 147.237.8. 46 Net her | ands e. chinuch. i df .il ET SCAN Potential SSH Scan 1
65. 183. 101. 8 147. 237.76. 34 Lhited Sates yohal an. i df . il ET SCAN NVAP -sS wi ndow 4096 1
66. 249. 93. 181 147.237.77. 170 Eur ope naar achot . i df .i1 ET SCAN NVAP -sA (2) 1
65.183.101. 8 147.237.76. 34 Lhited Sates yohal an. i df .| ET SCAN NVAP -sS w ndow 3072 1
62.219. 14. 189 147.237.77.19 I 'srael I aw forumidf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address Ste |Sig nature |Message Devi ce Action |Oount
87.106. 184. 160 Ger many 147.237.77. 233 atal .idf.il drop Frst packet isn't drop 18
209. 208. 126. 125 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't drop 18
37.231.24.182 Kuvai t 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 9
176. 65. 29. 130 Pal estinian Territory, Qcupied 147.237.77. 176 nat pash. i df . i | drop Frst packet isn't drop 9
46.43.107. 3 Pal estinian Territory, Qcupi ed 147.237.77.176 nat pash. i df . il dr op Frst packet isn't drop 8
46. 19. 86. 63 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 7
46. 19. 86. 212 I srael 147.237.76. 42 refuah.idf.il drop Frst packet isn't drop 5
2.53.184.1 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 4
46. 43.107. 3 Pal estinian Territory, Qcupied 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 4
105. 157. 51. 184 Mor occo 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 4
109. 253. 192. 26 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 3
5.102. 104. 36 Pal estinian Territory, Qcupied 147.237.77. 176 nat pash. i df . i | drop First packet isn't drop 3
66.249. 81. 179 | srael 147.237.77. 233 atal .idf.il drop Frst packet isn't drop 2
37.8.120. 156 Pal estinian Territory, QGccupied 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 2
141. 212. 122. 18 Lhited Sates 147. 237.76. 148 gocenter. aka.idf.il |drop drop 1
212.179.90. 106 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 1
109. 253. 136. 59 | srael 147.237.0.19 nadi matal .idf.il drop Frst packet isn't drop 1
79.183. 53. 161 | srael 147.237.0.19 nadi matal .idf.il drop First packet isn't drop 1
45. 63. 30. 95 Lhited Sates 147.237.0. 33 idf.il dr op drop 1
216.243.31. 2 Lhited Sates 147.237.0. 35 akaws. i df .il dr op drop 1
2.139.151.41 Spai n 147.237.77. 216 dover.idf.il drop First packet isn't drop 1
184. 105. 247. 238 Lhited Sates 147.237.0. 200 mu. i df il dr op drop 1
45. 63. 30. 95 Lhited Sates 147.237.0. 35 akaws. i df.il drop drop 1
120. 59. 247. 95 I ndi a 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 1
62.219. 14. 189 | srael 147.237.77.19 lawforumidf.il drop SAMrul e drop 1
141.212.122. 17 Lhited Sates 147.237.76. 148 gacenter. aka. i df.il dr op drop 1
66. 249. 81. 175 | srael 147.237.77. 233 atal.idf.il drop Frst packet isn't drop 1
212. 143.142.56 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 1
109. 253. 128. 246 | srael 147.237.72. 167 ishurimaka.idf.il dr op Frst packet isn't drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
2.53.187.110 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 98
46.19. 86. 161 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 50
109. 67.192. 93 |Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 39
2.53.135.99 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 19
199. 30. 24. 95 Lhited Sates 147.237.77. 216 |dover.i df . i | Dstributed Lhauthori zed URL Access on wwwidf.il/error. htm B ock 10
199.30.24.210 |lnited Sates 147.237.77. 216 |dover . i df . i | Distributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 10
31.168.240.21 |lsrael 147.237.72. 156 |aman. i df . i | D stributed Suspici ous Response Gode B ock 5
65.55.210. 142 |Lhited Sates 147.237.77. 216 |dover.i df . i | Dstributed Lhauthori zed URL Access on wwwidf.il/error. htm B ock 4
65.55.210. 147 |Wnited Sates 147.237.77. 216 |dover.i df . i | Distributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 4
109. 253. 146. 217|I srael 147.237.72. 166 |aka. i df . i | DOstributed I11egal Byte Gde Character in LRL B ock 3
2.53.128.53 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
217.132. 124. 110|1 srael 147.237.72. 156 [aman. i df . i | D stributed Suspici ous Response Code B ock 3
46. 19. 86. 209 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 3
37. 146. 86. 243 gz::;”i o 147.237.72.166 |aka. i df . i | m;l'(:ﬂt sfd_ iﬁa#;ihnc;rhiozr;? d':::;:f’f. ;;’;XK”""‘” L on Bl ock 2
109. 253. 147. 114/l sr ael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode Bl ock 2
207.46.13.134 |Wnited Sates 147.237.77. 216 |dover . i df . i | O stributed Lhauthorized UR. Access on ww idf.il/error. htm Bl ock 2
109. 253.223.5 |Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 2
212.76.97.15 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode Bl ock 2
66. 249. 76. 83 I srael 147.237.77. 216 |dover.i df .i | Dstributed Wauthorized URL Access on waw idf.il/error.htm Bl ock 2
131.253.27.212 |Wited Sates 147.237.77. 216 |dover . i df . i | Distributed Waut hori zed URL Access on waw idf.il/error.htm B ock 2
207. 46. 13. 90 Lhited Sates 147.237.77. 216 |dover.i df . i | Distributed Whaut hori zed URL Access on waw idf.il/error. htm B ock 1
66. 249. 76. 83 | srael 147.237.77.216|dover. i df . i | Mil tipl e Whaut horized URL Access from 66. 249. 76. 83 Bl ock 1
185.27.105.73 |l srael 147.237.77. 216 |dover . i df . i | m”itgfo_ri' Iie:avﬁ;if‘;?fseipf e/ homepage. asp Bl ock 1
85.64.255.23  |Israel 147.237.76.31 |nakchal .idf.il ﬁiﬁ;ﬂh _oir(ijfzﬁdl /ﬁsﬁcfgr;’ doc. gt/ doc. T asp Bl ock 1
66.249.66. 177 |l srael 147.237.77. 216 |dover . i df . i | Distributed Waut hori zed URL Access on waw idf.il/error. htm B ock 1
207. 46. 13. 90 Lhited Sates 147.237.77. 216 |dover.i df . i | Uhaut hori zed URL Access to wwwidf.il/atal 1/izkor/vi ew noreinfo. asp |B ock 1
46.19. 85. 138 I srael 147.237.77. 216 |dover.i df .i | Distributed Wauthorized URL Access on waw idf.il/error.htm Bl ock 1
77.138.200. 77 |France 147.237.72. 156 [aman. i df . i | Uhaut hori zed URL Access to waw anman. i df . il/favicon.ico B ock 1
87.70.19.187  [Israel 147.237.76.42 |refuah. idf.il  |[orors o TP Maation Sear oo | . Bl ock 1
66.249.76.75  |Israel 147.237.72.166 |aka. i df . i | ?43; r2i3b7‘ftf2d. ngtg?%szﬁdorﬁ g‘;‘;‘isho%r\; or um asp Bl ock 1
79.177.247.180 |lsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod PCST for waw aka. i df.il/mai n/ sachar/ about . aspx |Bl ock 1
66.102.9.24  |[lnited Sates  |147.237.72.166|aka. i df .i m;:(:.“it;d. iﬁr}a#;ihn‘;rhiozni‘/j d'\e‘:;:‘l’?_ ;‘SJLXK”OV‘" R on Bl ock 1
89. 138. 189. 244 |l srael 147.237.77.233|atal . i df.il Unaut hori zed URL Access to 147.237.77. 233/ 1517- he/ atal . aspx B ock 1
66.249.76.77  |Israel 147.237.72. 166 |aka. i df . i | ?45; rzig.tfg‘ fgg;’;?%szﬁdorﬁ gcsgishom or um asp Bl ock 1
46.19. 86. 164 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 1
131.253.27.37 |liited Sates 147.237.77. 216 |dover.i df .i | Distributed Waut horized URL Access on waw idf.il/error. htm B ock

81.218. 155. 177 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None

66. 249. 64. 9 I srael 147.237.72.166 |aka. i df . i | ﬂ?”tzg;’r;gefﬁéﬁ‘l :Cnufreestsl éa?l eyl showpi ot r e, asp Bl ock 1
207. 46.13. 68 Lhited Sates 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to navy.idf.il/1132-8613-he/ navy. aspx. aspx |B ock 1
82.81.97.75 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to wwwu aka. i df.il/main/ B ock 1
66. 249. 64. 41 I srael 147.237.72. 166 |aka. i df . i | D stributed Unauthorized URL Access on 147.237.72.166/robots.txt  [B ock 1
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