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|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country |Target Address|Site

|Signature |Device Action|Count]|
46.19. 85. 171 | srael 147.237.77. 216 dover.idf.il [network flood | Pv4 TCP-FI N ACK drop 34
5.102. 104. 36 Pal estinian Territory, Qcupi ed147.237.77.176 nat pash. i df . i | | TGP handshake vi ol ation, first packet not syn |drop 9
109. 236. 84. 10 Net her | ands 147.237.76. 196 e.sviva.idf.il |Back List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature

87.106. 184. 160 |147.237.77. 233 |Ger many atal.idf.il A Injection - Select From 53
188. 165. 250. 173(147. 237. 76. 42 |France refuah.idf.il SQ Injection - Select Fom 20
187. 188. 169. 247|147. 237. 77. 74 |Mexi co lawidf.il SQ Injection - Select From 14
81. 88. 48. 113 147.237.77.233|Italy atal.idf.il QA Injection - Select From 8
96. 251. 45, 13 147.237.77.233|Whited Sates |atal.idf.il SQ Injection - Select Fom 6
83.168.250.50 |147.237.76.31 |Sweden nakchal . i df.i| SQ Injection - Select From 4
212.179. 216. 93 |147.237.72. 166 | srael aka.idf.il ET SCAN NVAP -sA (2) 4
5.135.164.228 |[147.237.77.74 |Fance lawidf.il ET WEB SERVER Fake ogl ebot UA 1 | nbound 3
185.125.32.26 |147.237.0.16 |Turkey ny- kosher -kravi . i df . il ET SCAN Potential SSH Scan 2
116. 12. 175. 233 |147. 237. 77. 235 |S ngapor e sviva idf.il ET SCAN NMAP -sS wi ndow 4096 1
108. 61.199.29  [147.237.72. 167 |Netherl ands  |ishurimaka.idf.il ET SCAN Potential SSH Scan 1
104. 128. 144. 131|147. 237. 76. 200 |Canada eitan aka.idf.il ET SCAN NMAP -sS wi ndow 4096 1
208. 100. 26. 228 [147.237.77.19 [Wited Sates |lawforumidf.il ET SCAN NMAP -sS wi ndow 1024 1
42.116. 29. 68 147.237.8.24 |V etnam elifestyleidf.il ET SCAN NMAP -sS wi ndow 3072 1
161 10. 63. 16 147 237 0.34  |col onbi & Cikshov. i | ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1

Potential Scan or Brute Force
132. 255. 155. 186147. 237. 72. 156 |Brazi | aman.idf.il ET SCAN NVAP -sS wi ndow 1024 1
117.135.131. 60 |147.237.76.30 |China hi nush. i df . il ET SCAN Potential SSH Scan 1
116. 12. 175. 233 |147. 237. 77. 235 |9 ngapore sviva.idf.il ET SCAN NMAP -sS wi ndow 3072 1
108. 61.199.29 [147.237.0.35 |Netherlands  |akavs.idf.il ET SCAN Potential SSH Scan 1
104. 128. 144. 131|147. 237. 76. 86 [Canada navy. i df il ET SCAN NVAP -sS w ndow 4096 1
185.125.32.26  |147.237.0.17 [Turkey mny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
185 93, 185. 10 |147. 237. 77. 179 |k ai e o razi idf il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force

132. 255. 155. 186|147. 237. 72. 156 |Brazi | aman.idf.il ET SCAN NMAP -sS wi ndow 3072 1
117. 135. 131. 60 |147. 237. 76. 196 [Chi na e.svivaidf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address Ste |Sig nature |Massage Devi ce Action |Oount ‘
79.177.52. 219 | srael 147.237.77.216 |dover.idf.il drop First packet isn't drop 55
212.143.142. 56 | srael 147.237.77.216 |dover.idf.il dr op First packet isn't drop 6
109. 253. 217. 164 |l srael 147.237.72.166 |aka.idf.il dr op First packet isn't drop 6
5.102. 104. 36 Pal estinian Territory, Qcupied |147.237.77.176 |natpash.idf.il drop First packet isn't drop 5
46.19. 86. 73 | srael 147.237.77.216 |dover.idf.il dr op First packet isn't drop 4
176. 13. 237. 136 | srael 147.237.72.166 |aka.idf.il dr op First packet isn't drop 3
199. 119. 140. 203 |Whited Sates 147.237.77.216 |dover.idf.il dr op First packet isn't drop 2
119.94.97. 19 Phi | i ppi nes 147.237.77.176 |natpash.idf.il drop First packet isn't drop 2
183. 129. 160. 229 |Chi na 147.237.72.14 dover.idf.il (ol d) drop SAMrul e drop 1
128. 232.110. 28 United Ki ngdom 147.237.0. 33 idf.il dr op drop 1
89. 108. 144. 115 Lebanon 147.237.77.216 |dover.idf.il dr op First packet isn't drop 1
45. 63. 30. 95 Lhited Sates 147.237.76. 34 yohal an.idf.il drop drop 1
109. 253. 217. 164 |l srael 147.237.72.156 |aman.idf.il dr op First packet isn't drop 1
183. 129. 160. 229 |Chi na 147.237.0. 17 mny- kosher-kravi .idf.il drop SAMrul e drop 1
216.243.31.2 Lhited Sates 147.237.76. 34 yohal an.idf.il drop drop 1
183.129. 160. 229 |Chi na 147.237.0. 33 idf.il dr op SAMrul e drop 1
66. 249. 66. 153 | srael 147.237.0. 33 idf.il dr op drop 1
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry ‘Target Address |Site Sgnature Action ‘Count
109. 253. 136. 59 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 92
2.53.4.6 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Gode B ock 43
65.55.210. 147 |lnited Sates 147.237.77.216|dover . i df . i | Distributed Lhaut hori zed URL Access on wawn idf.il/error. htm B ock 12
109. 65. 184. 162 |l srael 147.237.72. 156 |anan. i df . i | Distributed Suspici ous Response Code B ock 9
79.179.21.160 |Israel 147.237.72. 156 |anan. i df . i | Distributed Suspicious Response Code B ock 3
46.117.67. 42 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
46. 120. 46. 60 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
46.116.79.183 |Israel 147.237.72. 166 |aka. i df . i | Dstributed |l1egal Bte Gode Character in URL B ock 2
79.178.203.39 [Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
66.249. 76. 75 | srael 147.237.72.166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
. . Illegal Paraneter Encoding text in
46.117.67. 42 | srael 147.237.72. 166 [aka. i df . i | wan aka. i df . i |/ mai n/ gi yus/ pni ot handl er 1. asnx/ sendr equest None !
104. 237.91. 189 |Hong Kong 147.237.77.216|dover . i df .i | Mil tipl e Unaut hori zed LRL Access from 104. 237. 91. 189 Bl ock 1
80.230.227.55 |Israel 147.237.77.216|dover. i df .i | D stributed Lhaut hori zed URL Access on wan i df.il/error. htm B ock 1
70.189.145. 213 [lhited Sates 147.237.77. 216 |dover.idf .i | Uhaut hori zed URL Access to www i df .il/894-en/idf gdover.aspx [B ock 1
194. 90. 36. 155 |l srael 147.237.77.233|atal .idf .il Unaut hori zed URL Access to 147.237.77. 233/ 1405- he/ at al . aspx B ock 1
. . D stributed Uhauthorized URL Access on
66.249.64.9 | sr ael 147.237.72. 166 aka. i df . i | 147.237. 72. 166/ gi yus/ f or uni asp/ showf or um asp Bl ock !
82.166. 20. 137 |l srael 147.237.77. 170 [maar achot . i df . i | |Unaut hori zed HTTP Met hod Bl ock 1
. . Uhaut hori zed URL Access to
66. 249. 76. 77 I srael 147.237.72. 166 [aka. i df . i | 147. 237.72. 166 ei t any prat i v pi rt eykat aval B ock 1
80. 230.227.56 |[lIsrael 147.237.77.216|dover. i df .i | Distributed Uhaut hori zed URL Access on wawn i df.il/error. htm B ock 1
74.91. 23. 166 Lhited Sates 147.237.72. 167 |i shuri maka. i df . i|naut hori zed URL Access to 147.237.72. 167/ B ock 1
] ; ; D stributed Unaut hori zed Method for Known URL on
204.79.180.47 |wited Sates 147.237.72. 166 [aka. i df . i | vaw aka. i df . i 1/ mai n/ home/ def aul t . aspx B ock 1
. . D stributed Lhauthori zed URL Access on
66. 249. 64. 41 | srael 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ gi yus/ f or urd asp/ showf or um asp B ock 1
2.53.47.2 I srael 147.237.77.216|dover. i df .i | SSL Untraceabl e Connection - Cpen Mde None 1
82.166.20.137 |[Israel 147.237.77. 170 [maar achot . i df . i | |Uhaut hori zed URL Access to naarachot.idf.il/pdf/files/6/ Bl ock 1
79.183.104. 175 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None 1
66. 249. 76. 83 I srael 147.237.77.216|dover.i df . il Mil tipl e Whaut horized URL Access from 66. 249. 76. 83 B ock 1
80. 230.227.60 |[lIsrael 147.237.77.216|dover. i df .i | Distributed Uhaut hori zed URL Access on waw idf.il/error. htm B ock 1
74.91. 23. 166 Lhited Sates 147.237.77.216|dover . i df .i | Unaut hori zed URL Access to 147.237.77. 216/ Bl ock 1
66. 249. 76. 70 | srael 147.237.77.216|dover. i df .i | Mil ti pl e Unhaut horized URL Access from 66.249. 76. 70 B ock 1
5.22.135. 174 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ f avi con. i co Bl ock 1
89.138. 154. 215 |[Israel 147.237.77.216|dover . i df .i | Unt raceabl e SSL Sessi ons: (pen Mde None 1
80. 230. 226. 64 |Israel 147.237.77.216|dover. i df .i | D stributed Lhaut hori zed URL Access on wan i df.il/error. htm B ock 1
. . Uhaut hori zed URL Access to
66.249.76.115 |l srael 147.237.77. 216 |dover . i df . il 147, 237. 7. 216/ 1133- 22550- he/ i df gdover . aspx Bl ock 1
. . Uhaut hori zed URL Access to
109. 253. 214. 245l srael 147.237.77.234|hal ag.idf . il 147.237. 77, 2341 i nages/ shar ed/ bul | et 1. g f Bl ock 1
80.230.227.61 |[lIsrael 147.237.77.216|dover. i df . i | Distributed Uhaut hori zed URL Access on wawn i df.il/error. htm B ock 1
77.138.57.16  |France 147.237.72. 166 |aka. i df . i | tnaut hor i zed Method POST for B ock 1
wan aka. i df . i |/ mai n/ hone/ def aul t . aspx
. . Uhaut hori zed URL Access to
66. 249. 76. 70 I srael 147.237.77.216|dover.i df .i | v i i 1/ vl | - knowry appl e- app- si t e- associ at i on B ock 1
89.139.203.63 |[Israel 147.237.72. 156 [anan. i df . i | SSL Untraceabl e Gonnection - Qpen Mde None 1
80. 230. 226. 251 |l srael 147.237.77.216|dover . i df .i | D stributed Lhaut hori zed URL Access on wan i df.il/error. htm B ock 1
] . . Paraneter Type Mol ati on PageNumin
68.180.228. 231 |lhited Sates 147.237.77. 176 |mat pash. i df . i | v cogat i df i |/ 1043- ar/ cogat . aspx Bl ock 1
188. 161. 19. 165 gjceusgi':('ja” Territory, 1447, 237.77. 216 |dover . i df . i | Lhaut hor i zed URL Access to vaw i df .il/894-ar B ock 1
] . . D stributed Unaut hori zed Method for Known URL on
66.102. 9. 118 Lited Sates 147.237.72. 166 [aka. i df . i | vaw aka i df . i 1/ mai n/ home/ def aul t . aspx B ock 1
82.80. 62. 45 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to www aka. i df.il/guyus B ock 1
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