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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country Target Address Signature Device Action Count
204. 42. 253. 132 Lhited Sates 147.237.76. 201 eatal.idf.il B ack List drop 1
71. 6. 158. 166 Lhited Sates 147.237.76. 31 nakchal .idf.il B ack List drop 1
91. 230. 107. 174 Russi an Federation 147.237.76.176 test.ncore.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

| Target Address

Attacker Address

Attacker Country

Signature

208. 100. 26. 228 147.237.77. 233 Lhited Sates atal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
117. 135. 131. 60 147. 237.76. 197 Chi na e himsh.idf.il ET SCAN Potential SSH Scan 1
66. 249. 76. 112 147.237. 72. 166 Lhited Sates akaidf.il ET SCAN NVAP -sA (2) 1
46.227.67.172 147. 237. 8. 46 Sweden e. chinuch.idf.il ET SCAN NVAP -sS wi ndow 1024 1
45. 63. 30. 95 147.237.0. 15 Lhited Sates kosher-kravi .i df .i | ET SCAN NVAP -sS wi ndow 1024 1
219. 87.191. 219 147. 237. 76. 201 Tai wan eata.idf.il ET SCAN Potential SSH Scan 1
122. 224. 250. 234 147.237.77. 216 Chi na dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
87.236. 194. 161 147. 237.72. 217 Czech Republic eidf.il ET SCAN NVAP -sS w ndow 1024 1
46.227.67. 172 147. 237. 8. 50 Sweden e tikshuv.idf.il ET SCAN NMAP -sS w ndow 1024 1
46.227.67.172 147. 237. 8. 45 Sweden e.eitanidf.il ET SCAN NVAP -sS wi ndow 1024 1
219.87.191. 219 147. 237. 76. 202 Tai wan e haagidf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Sig nature Message Devi ce Action |Count
74.208. 230. 195 Lhited Sates 147.237.76. 42 refuah.idf.il drop First packet isn't drop 18
101. 127. 180. 93 S ngapor e 147.237.72. 156 anan.idf.il drop First packet isn't drop 8
151. 20. 80. 83 Italy 147.237.77. 216 dover.idf.il drop First packet isn't drop 6
212. 143.142.56 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 3
141.8.132. 78 Russi an Federation 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
203. 219. 208. 156 Australia 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
183. 129. 160. 229 Chi na 147.237.8. 28 e.nobi l e-ks.idf.il drop SAMrul e drop 1
183. 129. 160. 229 Chi na 147.237. 8. 45 eetanidf.il dr op SAMrul e drop 1
176.13.15.21 | srael 147.237.77. 243 nobi | e.idf.il drop First packet isn't drop 1
89. 139. 215. 58 | srael 147.237.77.216 dover.idf.il drop First packet isn't drop 1
183. 129. 160. 229 Chi na 147.237.8. 24 elifestyle.idf.il drop SAMrul e drop 1
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Site
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Country Action
68. 180. 228. 231 | ted Sates [147.237.77. 176 |nat pash. i df . i | Paraneter Type Vol ation Pagefimin Bl ock 4
wan cogat . i df . i | /1043- ar/ cogat . aspx
175.44.19. 1 Chi na 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut hori zed Method for Known URL from 175.44.19.1 B ock 4
77.138.99.4  |France 147. 237. 72. 166 |aka. i df . i | Distributed thauthorized Method for Known URL on B ock 2
wwv aka. i df . il /i shurind mai n/
77.138.99. 4 France 147.237.72. 166 |aka. i df . i | Ml ti pl e Unauthorized Method for Known URL from 77.138. 99. 4 B ock 2
46.120.38.133 [lIsrael 147.237.72. 156 [aman. i df . i | Suspi ci ous Response Code B ock 1
212.235.53. 129 |l srael 147.237.77. 176 [nat pash. i df . i | PHP At t enpt Bl ock 1
79.181. 113. 163 [l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1518- he/ ref uah. aspx |B ock 1
Unaut hori zed URL Access to
66.249. 75. 115 |l srael 147.237.76.31 |nakchal .idf.il vy nakhal . i df . i1/tenpl at es/ shar ed/ user cont r ol s/ navnenu/ undefi ne |Bl ock 1
d
. . DO stributed Unaut hori zed URL Access on
66. 249. 64. 9 I srael 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ gi yus/ f or und asp/ showf or um asp Bl ock 1
212. 235. 53. 129 [l srael 147.237.77. 176 |mat pash. i df . i | Unaut hori zed URL Access to www cogat . i df . il/wp-1ogin. php B ock 1
. . D stributed Unhaut hori zed LRL Access on
84.229.3.29  |Israel 147.237.76.42 (refuah.idf.il 147, 237. 76. 42/ 1518- he r ef uah, aspx Bl ock 1
66.249.76.72 |Israel 147.237.72. 156 |anan. i df . i | Lhaut hori zed LRL Access to waww anan. i df.il/nodiin/default. B ock 1
2.53.149.155 |israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237. 76. 42/ favi con. i co B ock 1
175.44.19.1  |china 147.237. 72. 166 |aka. i df . i | thaut hor i zed et hod HEAD T or Bl ock 1
vy aka. i df . i |/ nai n/ hone/ def aul t. aspx
66.249.64.41 |[lIsrael 147.237.72. 166 |aka. i df . i | Mul ti pl e Unaut hori zed URL Access from 66. 249. 64. 41 B ock
216. 244. 66. 233 [Lhited Sates [147.237.72.166|aka.idf.il Uhaut hori zed URL Access to aka.idf.il/mluind/ B ock
. . Unaut hori zed Met hod HEAD for
148. 251. 2. 180 |Ger many 147.237.72. 166 [aka. i df . i | v aka. i o i |/ brot her s/ ski ra/ def aul t . asp Bl ock 1
. . D stributed Unaut hori zed LRL Access on
66.249.76.75 |lsrael 147.237.72. 166 [aka. i df . i | 147, 237. 72. 166/ gi yus/ f or und asp/ showf or um asp Bl ock 1
5.29. 73. 104 | srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ styl e/ shared/ reset.css  |Bl ock 1
192.169.7.223 |wnited Sates [147.237.76.42 |refuah.idf.il Unaut hori zed Method HEAD for 147.237.76. 42/ Bl ock 1
77.138.99.4 France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod POST for v aka.idf.il/ishurim B ock 1
waww, chamat z. aka. i df |unaut hori zed URL Access to
66.249.64.47  lsrael 147.237.77.226) 147. 237.77. 2261 si p_st or age/ i | es/ 0/ 1920. doc Bl ock !
157.55.39.71 |lhited Sates [147.237.72.166|aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
. . D stributed Unaut hori zed URL Access on
66.249.76.77 |Israel 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ gi yus/ f or und asp/ showf or um asp Bl ock 1
46.117.251.80 |[lIsrael 147.237.72. 166 [aka. i df . i | Lhaut hori zed Met hod HEAD for ww aka. i df . il /mai n/ sachar/ B ock 1
204.79.180.47 [Wited Sates [147.237.72.166|aka.idf.il Unaut hori zed Met hod POST for waw aka.idf.il/ishurimmai n/ B ock 1
. . Uhaut hori zed URL Access to
79. 181. 105. 241 |I srael 147.237.77.234|hal ag. i df . i | 147. 237. 77. 2341 i nages/ shar ed/ bul | et 1. gi f B ock 1
ww. chamat z. aka. i df )
66. 249. 64. 49 | srael 147.237.77. 226 i Uhaut hori zed URL Access to 147.237.77. 226/ robot s. t xt Bl ock 1
157.55.39. 160 |Lhited Sates |147.237.72.156|aman. idf.il Unaut hori zed URL Access to waw anan. i df.il/robots. txt B ock 1
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