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Top Attackers 
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85.250.182.240

87.68.40.43

Top Attackers

Number
Of

Attacks

0

20

5

10

15

74
.2
08
.2
30
.1
95

96
.2
51
.4
5.
13

20
9.
15
.1
96
.1
71

46
.1
20
.9
4.
48

20
0.
19
5.
13
5.
82

21
2.
14
3.
14
2.
56

19
7.
48
.1
44
.1
03

10
1.
12
7.
18
0.
93

85
.2
50
.1
82
.2
40

87
.6
8.
40
.4
3

 09-03-2016-08:04:08 to 09-03-2016-09:04:08 



Top Attackers In DDoS-Defence

Attacker Address Attacker Country Target Address Site Signature Device Action Count
94.156.128.101 Bulgaria 147.237.76.198 e.yohalan.idf.il Black List drop 1
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Top Attackers In IPS

Attacker Address Attacker Country Target Address Site Signature Device Action Count
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Top Attackers In IDS

Attacker Address Target Address
Attacker
Country

Site Signature Count

74.208.230.195 147.237.76.42 United States refuah.idf.il SQL Injection - Select From 20

96.251.45.13 147.237.77.74 United States law.idf.il SQL Injection - Select From 12

209.15.196.171 147.237.77.233 Canada atal.idf.il SQL Injection - Select From 8

85.250.182.240 147.237.77.216 Israel dover.idf.il Xenu Link Sleuth User Agent 2

200.195.135.82 147.237.76.39 Brazil mobile.meitav.idf.ilET SCAN NMAP -sS window 4096 1

200.195.135.82 147.237.76.39 Brazil mobile.meitav.idf.ilET SCAN NMAP -f -sS 1

122.224.250.234 147.237.77.212 China e.dover.idf.il ET SCAN NMAP -sS window 1024 1

46.227.67.172 147.237.8.27 Sweden e.madim.atal.idf.il ET SCAN NMAP -sS window 1024 1

200.195.135.82 147.237.76.39 Brazil mobile.meitav.idf.ilET SCAN NMAP -sS window 2048 1

191.110.171.176 147.237.0.34 Colombia tikshuv.idf.il
ET SCAN Behavioral Unusually fast inbound Telnet Connections,
Potential Scan or Brute Force

1

115.29.197.215 147.237.77.121 China e.navy.idf.il ET SCAN NMAP -sS window 1024 1

66.249.64.230 147.237.77.170 United States maarachot.idf.il ET SCAN NMAP -sA (2) 1
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Top Attackers In FW

Attacker Address Attacker Country Target Address Site Signature Message Device Action Count

197.48.144.103 Egypt 147.237.77.243 mobile.idf.il drop First packet isn't SYN drop 3

212.143.142.56 Israel 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 3

46.19.85.200 Israel 147.237.77.176 matpash.idf.il drop First packet isn't SYN drop 2

101.127.180.93 Singapore 147.237.72.156 aman.idf.il drop First packet isn't SYN drop 2

141.212.122.21 United States 147.237.0.200 m4u.idf.il drop drop 1

141.212.122.22 United States 147.237.0.200 m4u.idf.il drop drop 1

198.20.69.74 United States 147.237.0.200 m4u.idf.il drop drop 1
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Top Attackers In WAF
Attacker
Address

Attacker
Country

Target Address Site Signature
Device
Action

Count

46.120.94.48 Israel 147.237.0.19 madim.atal.idf.ilDistributed Suspicious Response Code Block 3

87.68.40.43 Israel 147.237.0.19 madim.atal.idf.ilSuspicious Response Code Block 2

66.102.9.2 United States 147.237.72.166 aka.idf.il Unauthorized Method POST for www.aka.idf.il/main/giyus/pniotfaq.aspx Block 1

66.249.76.75 Israel 147.237.72.166 aka.idf.il
Unauthorized URL Access to
147.237.72.166/giyus/forum/asp/showforum.asp

Block 1

87.69.123.41 Israel 147.237.76.42 refuah.idf.il Multiple Unauthorized URL Access from 87.69.123.41 Block 1

66.249.64.9 Israel 147.237.72.166 aka.idf.il
Distributed Unauthorized URL Access on
147.237.72.166/giyus/forum/asp/showforum.asp

Block 1

66.249.76.77 Israel 147.237.72.166 aka.idf.il Multiple Unauthorized URL Access from 66.249.76.77 Block 1

40.77.167.38 United States 147.237.77.216 dover.idf.il
Unauthorized URL Access to
www.idf.il/english/news/jump_2_eng_300900.stm)

Block 1

109.66.112.152 Israel 147.237.72.166 aka.idf.il Unauthorized URL Access to www.aka.idf.il/main/sachar/undefined Block 1

66.249.64.41 Israel 147.237.72.166 aka.idf.il
Unauthorized URL Access to
147.237.72.166/sip_storage/files/0/71520.pdf

Block 1

66.249.76.115 Israel 147.237.77.216 dover.idf.il Unauthorized URL Access to 147.237.77.216/ Block 1

207.46.13.90 United States 147.237.77.216 dover.idf.il Abnormally Long Request URL Block 1

66.249.64.124 Israel 147.237.72.166 aka.idf.il Unauthorized URL Access to www.aka.idf.il/1151-he/chinuch.aspx Block 1

77.138.14.205 France 147.237.72.166 aka.idf.il
Unauthorized Method POST for
www.aka.idf.il/main/sachar/viewpayslip.aspx

Block 1

46.120.94.48 Israel 147.237.77.243 mobile.idf.il Unauthorized URL Access to mobile.idf.il/authentication/index Block 1

66.249.76.31 Israel 147.237.77.243 mobile.idf.il Unauthorized URL Access to mobile.idf.il/.well-known/assetlinks.json Block 1
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