09-03-2016-08:04:08 to 09-03-2016-09:04:08

@
1"PT SwNn [ )

GOV

www.gov.il

IDF Under Attack

Daily Report

[Top Targets |
204"
154"
104"
Number -,
a 5T
Attacks
0 N 5 & & &
. 5\.
&‘\6 o > S o > IS &3
> 5 & F N N > :
N, AN [re X N N
& & & & & ¢ s
o &
& $
®
Top Tar get

[Top Attackers |

M refuah.idf.il
Wiawidf.il
Watal.idf.il

B dover.idf.il

W aka idf.il

M nadimatal .idf.il
I nobi le.idf.il
Wi df il

mobi le.neitav.idf.i

M anan.idf.il

2044

M 74. 208. 230. 195

96. 251. 45. 13
10 M 209. 15. 196. 171

46. 120. 94. 48
N”gber B 200. 195. 135. 82
At t acks Bl 212.143.142.56

\ o ! R S o
LI N AN N N R N
Yoo Yoo e Yooq \ S
& o N NS N s W R S,
. S O I Q: "],‘ . N. .
A> > D RS N

Top Attackers

[ 197. 48. 144. 103
M 101. 127.180. 93

85. 250. 182. 240
W 387.68. 40. 43
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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Signature Device Action Count
94.156. 128. 101 Bul garia 147.237.76. 198 e.yohal an.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action




09-03-2016-08:04:08 to 09-03-2016-09:04:08

|Top Attackers In |D|

Attacker Address |Target Address A(;)tue:]c;kre; Signature

74.208.230.195 |147.237.76.42 |Uhited Sates [refuah.idf.il SQ Injection - Select From 20
96. 251. 45. 13 147.237.77.74 |United Sates |[lawidf.il SQ Injection - Select From 12
209. 15. 196. 171 |147.237. 77. 233 |Canada atal.idf.il SQ Injection - Select From 8
85. 250. 182. 240 |147.237.77. 216 |l srael dover.idf.il Xenu Link Seuth User Agent 2
200. 195. 135. 82 |147.237.76.39 |Brazil nobi | e. nei tav.idf.i|[ET SCAN NVAP -sS wi ndow 4096 1
200. 195. 135. 82 [147.237.76.39 |Fazil nobi | e. nei tav. i df.i [ET SCAN NVAP -f -sS 1
122. 224. 250. 234|147. 237. 77. 212 |Chi na e. dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
46.227.67.172 [147.237.8.27 |Sweden e.nadimatal .idf.il |[ET SCAN NVAP -sS wi ndow 1024 1
200. 195. 135. 82 |147.237.76.39 |Bazil nobi | e. nei tav. i df.i |[ET SCAN NVAP -sS wi ndow 2048 1
191. 110. 171. 176(147. 237.0. 34  |Col onbi a tikshuv.idf.il ET SCAN Behavi oral Lhusually fast inbound Tel net Connections, 1

Potential Scan or Brute Force

115. 29. 197. 215 |147.237. 77. 121 |Chi na e.navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
66.249. 64.230 |147.237.77.170|Wited Sates |maarachot.idf.il [ET SCAN NVAP -sA (2) 1
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|Top Attackers In FW |

Attacker Address |At tacker Qountry Target Address |Si gnature Message Devi ce Action |Oount
197. 48. 144. 103 Egypt 147.237.77. 243 nobi | e.idf.il drop First packet isn't SN drop 3
212.143.142. 56 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 3
46. 19. 85. 200 | srael 147.237.77.176 nat pash. i df . i | drop First packet isn't SYN drop 2
101. 127. 180. 93 S ngapor e 147.237.72. 156 anan.idf.il drop First packet isn't SN drop 2
141.212.122. 21 Lhited Sates 147.237.0. 200 nu.idf.il dr op drop 1
141, 212. 122. 22 Lhited Sates 147. 237. 0. 200 mu. i df . il drop drop 1
198. 20. 69. 74 Lhited Sates 147.237. 0. 200 mdu.idf.il dr op drop 1
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|Top Attackers In V\AF|

At acker

Devi ce

Count ry Target Address |Site Sgnature Acti on ‘Count
46.120.94.48  |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock
87. 68. 40. 43 I srael 147.237.0.19 |madi matal . idf. i |Suspicious Response Code B ock
66.102.9.2 Lhited Sates [147.237.72.166|aka.idf .l Uhaut hori zed Met hod POST for ww aka. i df.il/main/giyus/ pniotfag. aspx |B ock
. . Uhaut hori zed URL Access to
66.249.76.75 |Israel 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ gi yus/ f or urd asp/ showf or um asp Bl ock 1
87.69.123.41 [Israel 147.237.76.42 |refuah.idf.il Ml tipl e Unaut horized URL Access from 87.69. 123. 41 B ock 1
. . DO stributed Unaut hori zed URL Access on
66. 249. 64. 9 I srael 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ gi yus/ f or und asp/ showf or um asp B ock 1
66.249.76.77 |Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 66. 249. 76. 77 B ock 1
) . . Unaut hori zed URL Access to
40.77.167.38 |lnited Sates [147.237.77.216|dover.idf.il v i df i 1/ engl i sh/ news/j unp. 2 eng_300900. st ) B ock 1
109. 66. 112. 152 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to www aka. idf.il/mai n/sachar/undefined B ock 1
. . Unaut hori zed URL Access to
66.249.64.41 |[Israel 147.237.72. 166 [aka. i df . i | 147.237.72. 166/ si p st orage {1 es/ 0/ 71520. plf B ock 1
66.249.76. 115 |l srael 147.237.77.216|dover . i df .i | Unaut hori zed URL Access to 147.237.77.216/ Bl ock 1
207.46.13.90 |wnited Sates |147.237.77.216|dover.idf.il Abnormal |y Long Request URL B ock 1
66.249. 64. 124 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to waw aka. i df . il/1151- he/ chi nuch. aspx B ock 1
77.138.14.205 |France 147.237.72. 166 |aka. i df . i | Wnaut hor i zed et hod PCST T or . B ock 1
viewv aka. i df . i | / nai n/ sachar/ vi ewpaysl i p. aspx
46.120.94.48 |lIsrael 147.237.77.243|nobi l e. i df . i | Lhaut hori zed URL Access to nobile.idf.il/authentication/ i ndex B ock 1
66.249.76.31 |[Israel 147.237.77.243|nobi | e.i df . i | Uhaut hori zed URL Access to nobile.idf.il/.well-know assetlinks. json B ock 1
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