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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Signature Device Action Count
204. 42. 253. 132 Lhited Sates 147. 237. 76. 147 chi nuch. aka.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature

94. 73. 145. 50 147. 237. 77. 176 | Tur key natpash.idf.il |SQL Injection - Sel ect From 26
83.168.250.50 |147.237.77. 233 |Sweden atal.idf.il SQ Injection - Select From 20
194. 88. 154. 131 |147.237.76. 42 |Pol and refush.idf.il [SQL Injection - Select From 18
195.8.208. 118 |147.237.76.42 |Netherl ands refush.idf.il [SQL Injection - Select From 15
209.17.114.79 |147.237.77.74 |Wited Sates |lawidf.il SQ Injection - Select From 8
158. 85. 253. 245 [147.237.77.74 |Wited Sates |lawidf.il SQ Injection - Select Fom 8
85. 250. 182. 240 |147.237.77. 170l srael naarachot . i df .il|Xenu Li nk S euth User Agent 3
85. 250. 182. 240 |[147.237.77. 216 |l srael dover.idf.il  |Xenu Link Seuth User Agent 2
96. 251. 45. 13 147.237.77.74 |Uited Sates [lawidf.il SQ Injection - Select Fom 2
104. 197. 206. 193|147. 237. 77. 235 |Lhited Sates |[svivaidf.il ET SCAN NVAP -sS wi ndow 1024 1
116. 12. 175. 233 |147. 237. 77. 179 |9 ngapor e enazi.idf.il [ET SCAN NVAP -sS wi ndow 2048 1
104. 197. 206. 193|147. 237. 77. 235 |Lhited Sates |[svivaidf.il ET SCAN Potential SSH Scan 1
90. 10. 162. 32 147 237 0.33 | Reuni on il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1

Potential Scan or Brute Force
46.227.67.172 |147.237.8.14 |Sweden e.orchot.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
167 0.254. 108|147 237 0.33  |col onbi & o ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force

123.176. 80. 201 |147.237.77.74 |China lawidf.il ET SCAN NVAP -sS wi ndow 1024 1
116. 12. 175. 233 |147. 237. 77. 179 |9 ngapor e enazi.idf.il |ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

Attacker Address |Attacker Gountry Target Address |Sig nature Message Devi ce Action |Oount
87.115.137. 146 Uni ted Ki ngdom 147.237.77. 74 lawidf.il dr op SAMrul e drop 2
212. 143. 142. 56 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't SWN drop 2
176. 13. 242. 153 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't SYN drop 2
183. 129. 160. 229 Chi na 147.237. 8. 46 e.chinuch.idf.il dr op SAMrul e drop 1
202. 28.10. 20 Thai | and 147.237.77.74 lawidf.il dr op SAMrul e drop 1
120. 132. 68. 87 Chi na 147.237. 76. 148 gqacenter. aka. i df . i dr op drop 1
183. 129. 160. 229 Chi na 147.237.76. 34 yohal an.idf.il dr op SAMrul e drop 1
183. 129. 160. 229 Chi na 147.237.76. 38 eenetav.idf.il dr op SAMrule drop 1
183. 129. 160. 229 Chi na 147.237.8.14 e.orchot.idf.il dr op SAMrul e drop 1
183. 129. 160. 229 Chi na 147.237.76. 44 e.refuah.idf.il dr op SAMrul e drop 1
183. 129. 160. 229 Chi na 147.237.8. 24 elifestyle.idf.il drop SAMrul e drop 1
184. 105. 139. 83 Lhited Sates 147.237.0. 33 idf.il dr op drop 1
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|Top Attackers In V\AF|

At acker

Devi ce

ountry ‘Target Address |Site Sgnature Acti on ‘Count

175.44.17.151 [China 147.237.77. 176 |nat pash. i df . i I[Mil ti pl e Unaut hori zed UR. Access from 175.44.17. 151 B ock 15
175. 44.17. 151 |China 147.237.77. 176 [mat pash. i df . i I[PHP At t enpt B ock 6
79.180.35. 1 I srael 147.237.72. 156 [anan. i df . i | Suspi ci ous Response Code B ock 2
104. 200. 154. 63 |Lhited Sates  [147.237.72. 166 |aka. i df.il Unaut hori zed Met hod PCST for v aka. i df . il/mai n/ hone/ def aul t. aspx Bl ock 1
66.249.64.41  |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ i shuri ni exanpcert/ B ock 1
207.46.13.77 |Wited Sates [147.237.77.216|dover.idf.il |[Ostributed Unhauthorized LRL Access on wawidf.il/error.htm B ock 1
66. 249. 76. 100 |l srael 147.237.72. 156 [anan. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/robots. txt Bl ock 1
66.249.69. 67 |lIsrael 147.237.76.42 |refuah.idf.il |Unhauthorized URL Access to 147.237.76. 42/ styl el shared/ reset . css B ock 1
68.180.230. 47 |Wnhited Sates [147.237.77.216|dover.idf.il |Paraneter Type Vol ati on PageNumin v i df . il/1153- he/ dover. aspx B ock 1
66.249.76.75 |Israel 147. 237.72. 166 |aka. i df . i | ﬂ?‘nzg(;r.i7zzdlé§‘y§ﬁgf§/tf(;r s/ aspy showf of um 8sp B ock 1
72.13.86.188 |Lnhited Sates [147.237.77.216|dover.idf.il |[DOstributed Unauthorized LRL Access on waw idf.il/error.htm B ock

175. 44.17. 151 |[Chi na 147.237.77. 176 |mat pash. i df . i I|haut hori zed LR Access to waw cogat.idf.il/index. asp B ock
66.249.76.77 |lsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ edi mi yoman/ yoman. asp Bl ock
66.249.64.9  |Israel 147.237.72.166 |aka. i df . i | ﬂa?‘_’tzg‘;r_'fze_dlgg‘gxﬁgsfotrz ot asp! show or um asp B ock 1
204.79. 180. 238 |Lhited Sates  [147.237.72.166|aka. i df .i | Unaut hori zed Method POST for waw aka. i df.il/miluinitenpl ates/ hore. asp |Bl ock 1
66.249.76.98 |Israel 147.237.72. 156 |anman. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/list7.htm B ock 1
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