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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country
94. 156. 128. 101

|Target Address  |Site

|Signature |Device Action |Count |
Bul gari a 147.237.76. 30 hi nush. i df . i | B ack List drop 1
123. 249. 45. 182 Chi na 147.237.77. 74 lawidf.il JLM Purpl e Gon Limt_Tcp dr op 1
123. 249. 45. 182 Chi na 147.237.77. 178 e.natpash.idf.il JLMPurple Con Linmt Tcp drop 1
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|Top Attackers In IPS|
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|Top Attackers In |D|

At acker

Attacker Address |Target Address ount ry Signature
66. 249. 76. 40 147.237.76.86 |Lhited Sates [navy.idf.il ET SCAN NVAP -sA (2) 267
83.168.250.50 |147.237.77. 233 |Sweden atal.idf.il SQ Injection - Select Fom 20
163.172.67.13  |147.237.8.50 E?';;gom e tikshuv.idf.il ET SCAN Potential SSH Scan 1
163.172.67.13  |147.237.0. 19 E;Ir:;cci]om nadi matal .idf.il ET SCAN Potential SSH Scan 1
_ L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
191. 109. 139. 114|147. 237.0.35 |Col onbi a akaws. i df .i | . 1
Potential Scan or Brute Force
120.26.93.170 |147.237.0.16 [China ny-kosher-kravi .idf.il |ET SCAN NVAP -sS w ndow 1024 1
190. 196. 178. 78 |147.237.0.34 |Gile tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1
104. 128. 144. 131|147. 237. 76. 34 [Canada yohal an.idf.il ET SCAN NMAP -sS wi ndow 3072 1
163. 172. 169. 150|147, 237. 77. 234 E;Ir:;cci]om hal ag. i df .i | ET SCAN NVAP -sS wi ndow 1024 1
94.102.48.195 |147.237.77.19 |Netherlands | aweforumidf.il ET SCAN NVAP -sS wi ndow 1024 1
163.172.67.13  |147.237.77. 243 E?';;gom nobi | e.idf.il ET SCAN Potential SSH Scan 1
91. 201. 236. 155 [147.237.0.33 |kraine idf.il ET SCAN NVAP -sS wi ndow 2048 1
163.172.67.13  |147.237.77. 170 Eimntgec(ijom naar achot . i df . i | ET SCAN Potential SSH Scan 1
91.201. 236. 155 [147.237.0.33 |Wraine idf.il ET SCAN NVAP -f -sS 1
163.172.67.13 |147.237.76. 198 E?';;gom e.yohal an.idf. il ET SCAN Potential SSH Scan 1
66. 249. 76. 88 147.237.72.156 |Lhited Sates  |anan.idf.il VB- A3 redirect access 1
163.172.67.13 |147.237.72. 166 LK?';gegom aka.idf.il ET SCAN Potential SSH Scan 1
163.172.67.13 |147.237.8.28 E?';;gom e nobi | e-ks. i df.il ET SCAN Potential SSH Scan 1
i ET SCAN Behavi oral Unhusual |y fast inbound Tel net Gonnecti ons,
122.128.61. 101 |147.237.0.34 KO8 Republic |y on it i ) y 1
of Potential Scan or Brute Force
190.196.178. 78 [147.237.0.34 |Gile tikshuv.idf.il ET SCAN NVAP -sS wi ndow 2048 1
106. 186. 20. 183 [147. 237. 77. 170 |Japan naar achot . i df . i | ET SCAN Potential SSH Scan 1
190. 196. 178. 78 |147.237.0.34 |chile tikshuv.idf.il ET SCAN NVAP -f -sS 1
94.102.48.195 |147.237.77.61 |Netherlands e.cogat.idf.il ET SCAN NVAP -sS w ndow 1024 1
163. 172. 169. 150|147. 237. 77. 170 LKJ?';:gom maar achot . i df . i | ET SCAN NVAP -sS wi ndow 1024 1
94.102. 48.195 |147. 237. 76. 201 |Net her | ands e.atal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
163.172.67.13  |147.237.77.176 E;Ir:;cci]om nat pash. i df .| ET SCAN Potential SSH Scan 1
91. 201. 236. 155 |147.237.0.33 |kraine idf.il ET SCAN NVAP -sS wi ndow 1024 1
163.172.67.13 |147.237.77. 121 E?';;gom e navy.idf.il ET SCAN Potential SSH Scan 1
163.172.67.13 |147. 237. 76. 147 LK?';gegom chi nuch. aka. i df .i | ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address
77.138.52. 97

‘ Attacker Country

Target Address

|Signature

Devi ce Action |Oount
France 147.237.77.216 dover.idf.il drop First packet isn't SN drop 3
104. 128. 144. 131 Canada 147.237.76. 34 yohal an. i df .il dr op drop 1
212. 143.142. 56 | srael 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 1
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|Top Attackers In V\AF|

Devi ce

At acker

country Target Address |Site S gnature Acti on ‘Oount
113.87.53.86 |China 147.237.77.216|dover.idf .i| |Miltiple Wauthorized UR. Access from 113. 87.53. 86 Bl ock 2
66.249.76.77 |Israel 147.237.72.166 |aka. i df . i | 104? rzig't?e; ;gg“;gﬁ;'l 2‘:3 n?nfﬁ;ieﬁlsagg Bl ock 1
66. 249. 64.9 I srael 147.237.72. 166 [aka. i df . i | Ml tiple Unauthori zed URL Access from 66.249. 64.9 B ock
66.249.76.88 |lsrael 147.237.72. 156 |aman. i df . i| |Wauthorized URL Access to v anan. idf.il/redirects/ssl-redirect.htm B ock
113.87.53.86 |China 147.237.77.216|dover. i df .i| |Unhauthorized URL Access to waw idf.il/contact.aspx B ock
66.249.64.41 |srael 147.237.72. 166 [aka. i of .11 [shatorized MR gfsctejfa;; (i1 es/ 1/ 69071, pdf Bl ock 1
66.249. 76. 115 |Israel 147.237.77. 216 |dover . i df . i | [Wauthorized URL Access to 147.237.77.216/ robots. t xt B ock 1
157.55.39.14 |thited Sates  [147.237.72.166|aka.idf .il Unknown Paraneter docid in aka.idf.il/nai n/ haredi nigeneral . aspx None 1
66. 249. 66. 177 |l srael 147.237.77.216|dover. i df . i| |Unauthorized URL Access to waw idf.il/1503-en/ dover. aspx. B ock 1
68.180. 230. 47 [Wnited Sates  [147.237.77.216|dover.idf.i| |Paraneter Type Vol ati on PageNumin ww i df . il/1397-en/ dover. aspx B ock 1
157.55.39. 118 [thited Sates  [147.237.76.31 [nakchal .i df . i|Unhaut horized URL Access to 147.237.76. 31/ B ock 1
66.249.76.75 |Israel 147.237.72. 166 |aka. i df . i | i;t. rzisglftf; fggu;gﬁgl 2?3 n?n/pﬁ:iei.saz; Bl ock 1
77.69.27.3 G eece 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method POST for waw aka. i df.il/nai n/kapat z/ def aul t . aspx B ock
207.46.13.90 [Wnited Sates  [147.237.77.216|dover.idf.il |Miltiple Wauthorized URL Access from 207.46. 13. 90 B ock
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