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Top Attackers In DDoS-Defence

Attacker Address Attacker Country Target Address Site Signature Device Action Count
94.156.128.101 Bulgaria 147.237.76.30 himush.idf.il Black List drop 1

123.249.45.182 China 147.237.77.74 law.idf.il JLM_Purple_Con_Limit_Tcp drop 1

123.249.45.182 China 147.237.77.178 e.matpash.idf.il JLM_Purple_Con_Limit_Tcp drop 1
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Top Attackers In IPS

Attacker Address Attacker Country Target Address Site Signature Device Action Count
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Top Attackers In IDS

Attacker Address Target Address
Attacker
Country

Site Signature Count

66.249.76.40 147.237.76.86 United States navy.idf.il ET SCAN NMAP -sA (2) 267

83.168.250.50 147.237.77.233 Sweden atal.idf.il SQL Injection - Select From 20

163.172.67.13 147.237.8.50
United
Kingdom

e.tikshuv.idf.il ET SCAN Potential SSH Scan 1

163.172.67.13 147.237.0.19
United
Kingdom

madim.atal.idf.il ET SCAN Potential SSH Scan 1

191.109.139.114 147.237.0.35 Colombia akaws.idf.il
ET SCAN Behavioral Unusually fast inbound Telnet Connections,
Potential Scan or Brute Force

1

120.26.93.170 147.237.0.16 China my-kosher-kravi.idf.il ET SCAN NMAP -sS window 1024 1

190.196.178.78 147.237.0.34 Chile tikshuv.idf.il ET SCAN NMAP -sS window 1024 1

104.128.144.131 147.237.76.34 Canada yohalan.idf.il ET SCAN NMAP -sS window 3072 1

163.172.169.150 147.237.77.234
United
Kingdom

halag.idf.il ET SCAN NMAP -sS window 1024 1

94.102.48.195 147.237.77.19 Netherlands law-forum.idf.il ET SCAN NMAP -sS window 1024 1

163.172.67.13 147.237.77.243
United
Kingdom

mobile.idf.il ET SCAN Potential SSH Scan 1

91.201.236.155 147.237.0.33 Ukraine idf.il ET SCAN NMAP -sS window 2048 1

163.172.67.13 147.237.77.170
United
Kingdom

maarachot.idf.il ET SCAN Potential SSH Scan 1

91.201.236.155 147.237.0.33 Ukraine idf.il ET SCAN NMAP -f -sS 1

163.172.67.13 147.237.76.198
United
Kingdom

e.yohalan.idf.il ET SCAN Potential SSH Scan 1

66.249.76.88 147.237.72.156 United States aman.idf.il WEB-CGI redirect access 1

163.172.67.13 147.237.72.166
United
Kingdom

aka.idf.il ET SCAN Potential SSH Scan 1

163.172.67.13 147.237.8.28
United
Kingdom

e.mobile-ks.idf.il ET SCAN Potential SSH Scan 1

122.128.61.101 147.237.0.34
Korea, Republic
of

tikshuv.idf.il
ET SCAN Behavioral Unusually fast inbound Telnet Connections,
Potential Scan or Brute Force

1

190.196.178.78 147.237.0.34 Chile tikshuv.idf.il ET SCAN NMAP -sS window 2048 1

106.186.20.183 147.237.77.170 Japan maarachot.idf.il ET SCAN Potential SSH Scan 1

190.196.178.78 147.237.0.34 Chile tikshuv.idf.il ET SCAN NMAP -f -sS 1

94.102.48.195 147.237.77.61 Netherlands e.cogat.idf.il ET SCAN NMAP -sS window 1024 1

163.172.169.150 147.237.77.170
United
Kingdom

maarachot.idf.il ET SCAN NMAP -sS window 1024 1

94.102.48.195 147.237.76.201 Netherlands e.atal.idf.il ET SCAN NMAP -sS window 1024 1

163.172.67.13 147.237.77.176
United
Kingdom

matpash.idf.il ET SCAN Potential SSH Scan 1

91.201.236.155 147.237.0.33 Ukraine idf.il ET SCAN NMAP -sS window 1024 1

163.172.67.13 147.237.77.121
United
Kingdom

e.navy.idf.il ET SCAN Potential SSH Scan 1

163.172.67.13 147.237.76.147
United
Kingdom

chinuch.aka.idf.il ET SCAN Potential SSH Scan 1
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Top Attackers In FW

Attacker Address Attacker Country Target Address Site Signature Message Device Action Count

77.138.52.97 France 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 3

104.128.144.131 Canada 147.237.76.34 yohalan.idf.il drop drop 1

212.143.142.56 Israel 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 1
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Top Attackers In WAF
Attacker
Address

Attacker
Country

Target Address Site Signature
Device
Action

Count

113.87.53.86 China 147.237.77.216 dover.idf.il Multiple Unauthorized URL Access from 113.87.53.86 Block 2

66.249.76.77 Israel 147.237.72.166 aka.idf.il
Distributed Unauthorized URL Access on
147.237.72.166/yohalan/main/main.asp

Block 1

66.249.64.9 Israel 147.237.72.166 aka.idf.il Multiple Unauthorized URL Access from 66.249.64.9 Block 1

66.249.76.88 Israel 147.237.72.156 aman.idf.il Unauthorized URL Access to www.aman.idf.il/redirects/ssl-redirect.html Block 1

113.87.53.86 China 147.237.77.216 dover.idf.il Unauthorized URL Access to www.idf.il/contact.aspx Block 1

66.249.64.41 Israel 147.237.72.166 aka.idf.il
Unauthorized URL Access to
147.237.72.166/sip_storage/files/1/69071.pdf

Block 1

66.249.76.115 Israel 147.237.77.216 dover.idf.il Unauthorized URL Access to 147.237.77.216/robots.txt Block 1

157.55.39.14 United States 147.237.72.166 aka.idf.il Unknown Parameter docid in aka.idf.il/main/haredim/general.aspx None 1

66.249.66.177 Israel 147.237.77.216 dover.idf.il Unauthorized URL Access to www.idf.il/1503-en/dover.aspx. Block 1

68.180.230.47 United States 147.237.77.216 dover.idf.il Parameter Type Violation PageNum in www.idf.il/1397-en/dover.aspx Block 1

157.55.39.118 United States 147.237.76.31 nakchal.idf.ilUnauthorized URL Access to 147.237.76.31/ Block 1

66.249.76.75 Israel 147.237.72.166 aka.idf.il
Distributed Unauthorized URL Access on
147.237.72.166/yohalan/main/main.asp

Block 1

77.69.27.3 Greece 147.237.72.166 aka.idf.il Unauthorized Method POST for www.aka.idf.il/main/kapatz/default.aspx Block 1

207.46.13.90 United States 147.237.77.216 dover.idf.il Multiple Unauthorized URL Access from 207.46.13.90 Block 1
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