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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country
118. 193, 26. 34

|Target Address | site

|Signature  |Device Action |Count |
Hong Kong 147.237.76. 30 hi nush. i df .i | B ack List drop 1
118. 193. 26. 39 Hong Kong 147.237.76. 30 hi nush.idf.il B ack List dr op 1
204. 42. 253. 132 Lhited Sates 147.237. 76. 86 navy.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |S'Ie |Signature |Count\
212.68.146.35 |[147.237.77.226|l srael v chanat z. aka. i df .i| [SQL I njection - Select From 54
213.60.255. 71 |147.237.77.74 |Sain lawidf.il SQ Injection - Select From 36
184.168.46.74 |147.237.76.42 |Wited Sates refuah.idf.il S Injection - Select From 20
81. 88. 48. 113 147.237.77.74 |itay lawidf.il SQ Injection - Select From 14
207.178.197. 44 |147.237.77.74 |lhited Sates lawidf.il QA Injection - Select From 8
184. 168. 152. 41 [147.237.77.74 |Wnited Sates lawidf.il S Injection - Select From 8
74.63.228.226 |147.237.77.74 |Wited Sates lawidf.il SQ Injection - Select From 8
188. 165. 250. 173(147. 237. 77. 74 |France lawidf.il QA Injection - Select From 8
23.91.70.77 147.237.72. 166 |Lhited Sates aka.idf.il S Injection - Select From 8
80. 246. 130. 158 |147.237.77. 233 |I srael atal.idf.il ET D5 Large amount of TCP ZeroWndow - Possible Niller2 2
DDos attack

221.204. 249. 157|147.237.0.33  |Chi na idf.il ET SCAN NVAP -sS wi ndow 1024 1
123.176. 80. 201 |147.237.76.30 |China hi nush. i df . i | ET SCAN NMAP -sS wi ndow 1024 1
104.232.98.38 |147.237.77.61 [Lhited Sates e.cogat.idf.il ET SCAN NMAP -sS wi ndow 2048 1
208. 100. 26. 228 |[147.237.76.198|lnited Sates e.yohal an.idf.il ET SCAN NMAP -sS wi ndow 1024 1
91. 201. 236. 155 |147. 237. 77. 234 |kr ai ne hal ag. i df .il ET SCAN NVAP -sS wi ndow 3072 1
91. 201. 236. 155 |147. 237. 77. 234 |kr ai ne hal ag.idf.il ET SCAN NVAP -f -sS 1
87.236.194. 161 |[147.237.76.42 |[Czech Republic refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
183. 82. 106. 200 |147.237.0.15 |india kosher -kravi .idf.il ET SCAN NMAP -sS wi ndow 2048 1
163.172.238.46 [147.237.0.19 |Uited Kingdom |nmadimatal.idf.il ET SCAN NVAP -sS w ndow 1024 1
163.172.67.13  |147.237.76. 148 |Uni ted Ki ngdom |gocenter.aka.idf.il ET SCAN Potential SSH Scan 1
123.176. 80. 201 |147.237.76.34 |China yohal an. i df .il ET SCAN Potential VWNC Scan 5900- 5920 1
217.165. 67. 151 |147.237.0.34 g:;d%Nab tikshuv. i df . ET SCAN NVAP -sS wi ndow 3072 1
104.232.98.38 [147.237.77.61 |lhited Sates e.cogat.idf.il ET SCAN NVAP -sS wi ndow 4096 1
104.232.98.38 [147.237.77.61 |Uhited Sates e.cogat.idf.il ET SCAN NVAP -f -sS 1
208. 100. 26. 228 |147.237.0.35 |Lhited Sates akavs. i df il ET SCAN NVAP -sS wi ndow 1024 1
91. 201. 236. 155 |147. 237. 77. 234 |krai ne hal ag. i df.il ET SCAN NVAP -sS wi ndow 2048 1
91.201. 236. 155 [147.237.77. 234 |Wkrai ne hal ag.idf.il ET DRCP Sparhaus DRCP Listed Traffic | nbound 1
83. 84.137. 88 147.237.8.50 |[Netherl ands e.tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1
183. 82. 106. 200 [147.237.0.15 |[india kosher-kravi .idf.il ET SCAN NVAP -f -sS 1
163.172.67.13 |147.237.77.74 |Wnited Kingdom [lawidf.il ET SCAN Potential SSH Scan 1
163.172.67.13 |147.237.76.42 |United Kingdom |refuah.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address Ste |Sig nature |Message Devi ce Action |Oount
46. 244. 93. 225 Pal estinian Territory, Qcupied 147.237.77. 176 nat pash. i df . i | drop Frst packet isn't SYN |drop 23
212.143.142. 56 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SN |drop 3
74.82.47. 36 Lhited Sates 147.237.0.35 akaws. i df . il drop drop 1
202. 3. 76. 56 147.237.0.35 akaws. i df .il dr op drop 1
119. 81. 249. 132 Hong Kong 147.237.0. 200 mu. i df il dr op drop 1
52.28. 32. 164 Ger many 147.237.76. 34 yohal an.idf .il drop drop 1
183. 129. 160. 229 Chi na 147.237.72. 166 aka.idf.il dr op SAMrul e drop 1
52.28.32.164 Ger nmany 147.237.76.148  |ggcenter.akaidf.il [drop drop 1
183. 129. 160. 229 Chi na 147.237.72. 217 eidf.il drop SAMrul e drop 1
66. 249. 66. 157 | srael 147.237.0. 33 idf.il dr op drop 1
184. 105. 247. 211 Lhited Sates 147.237.0. 200 mu. i df il dr op drop 1
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|Top Attackers In V\AF|

At acker

Devi ce

count ry Target Address |Site Sgnature Action ‘Count
131. 253.25. 196 |Lhited Sates [147.237.77.216|dover.idf.il |Uauthorized LR. Access to wwwidf.il/error.htm Bl ock 2
86. 135. 150. 254 LKT';;gom 147.237.77.216|dover.idf .i| |Unhauthorized UR. Access to v idf.il/sip_storagelfiles/2/4912. png B ock 2
207.46.13.90 |Uhited Sates |147.237.77.216|dover.idf.il |Unauthorized URL Access to wawidf.il/nazi B ock
66.249.76.75 |lsrael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ yohal an/ mai n/ mai n. asp Bl ock
40.77.167.8 Lhited Sates [147.237.76.42 [refuah.idf.il| [Wauthorized URL Access to 147.237.76. 42/ robots. t xt B ock 1
. . . |Uhaut hori zed URL Access to
66. 249. 66. 222 I srael 147.237.76.30 (hi nush. i df . i v tech. atal .idf.il/tenpl ates/ searchresul tsi df/ sear chresul tsi df . aspx Bl ock !
66.249.76.77 |Israel 147.237.72. 166 |aka. i df . i | Ml ti pl e Unaut hori zed URL Access from 66. 249. 76. 77 B ock 1
46.19.86.237 |Israel 147.237.77.216|dover.idf .i| |Dstributed Uhauthorized URL Access on waidf.il/error. htm B ock
157.55.39.14 |Whited Sates [147.237.72.166|aka. i df.il Unknown Paraneter catid in aka.idf.il/nain/snalinisnal i maspx None
- - |Unaut hori zed URL Access to
66.249.75.43 |[Israel 147.237.76.31 |nakchal .idf.il nakhal i df .1/t enpl at es/ shar ed/ user cont rol s/ navrrenu/ B ock 1
68.180.230. 47 |lLnited Sates [147.237.77.216|dover.idf.il |Paraneter Type Mol ation PageNumin v i df . il/1379-he/ dover. aspx Bl ock 1
. . Unhaut hori zed URL Access to
66. 249. 64.9 I srael 147.237.72. 166 [aka. i df . i | 147, 237. 72. 166/ yohal an/ f or uns/ asp/ show or um asp B ock 1
198.20.69.74 |Wnited Sates |147.237.77.176 |nmat pash. i df . i l|{haut hori zed URL Access to 147.237.77. 176/ robot s. t xt B ock 1
. . |Whaut hori zed URL Access to
66.249.75. 101 I srael 147.237.76.31 [nakehal . i df . il waw nakhal . i df . il /tenpl at es/ shar ed/ user cont r ol s/ navnenu/ Bl ock !
68.180.230. 47 |Wited Sates [147.237.77.216|dover.idf.il |Paraneter Type Mol ation PageNumin v i df . il/1380- he/ dover. aspx B ock 1
66.249.64.41 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ si p_st orage/ fil es/ 1/ 69681. pdf [B ock 1
207.46.13.77 Lhited Sates |[147.237.77.216|dover.idf.il [Uauthorized URL Access to wwyidf.il/1133-19178-he/ dover B ock 1
66. 249 76. 8 st ael 147.237.77. 233 |at al i of .i | Unhaut hori zed URL Access to ww atal . idf.il/1119-he/ DAbNI NADILN N B ock 1
aspx. np'v
66. 249. 64. 245 |l srael 147.237.0.34  |ti kshuv. i df . j |[hauthorized LR Access to . B ock 1
v ti kshuv. i df . i |/ tenpl at es/ opr ol escat egory/ opr ol escat egory. i n. aspx
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