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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address | site |Signature  |Device Action  |Count |
118. 193. 22. 197 Hong Kong 147.237.76.176 test.ncore.idf.il B ack Li st drop 1
204. 42, 253. 132 Lhited Sates 147.237.76. 44 e.refuah.idf.il B ack List dr op 1
94. 102. 49. 190 Net her | ands 147.237.76. 31 nakchal .idf.il B ack List drop 1
118. 193. 22. 198 Hong Kong 147.237.76. 148 gocenter.aka.idf.il B ack List drop 1
217.23.9.123 Net her | ands 147.237.76. 148 gocenter. aka.idf.il B ack List drop 1
118. 193. 22. 194 Hong Kong 147. 237. 76. 148 gocenter. aka.idf.il B ack Li st drop 1
118. 193. 26. 35 Hong Kong 147.237.76.176 test.ncore.idf.il B ack Li st drop 1
118.193. 22. 196 Hong Kong 147.237.76. 176 test.ncore.idf.il B ack List dr op 1
118. 193. 26. 36 Hong Kong 147.237.76.176 test.ncore.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature

36. 79. 37. 187 147.237. 77. 170 |I ndonesi a naar achot . i df . i | Tehi | a defacenent attenpt (-Hacked By- sent to Véb Server) 6
5. 255. 90. 133 147.237.77.19 |Netherlands [l awforumidf.il ET SCAN NVAP -sS wi ndow 1024 1
192. 227. 171. 173|147. 237. 76. 196 |Lhited Sates |e. svivaidf.il ET SCAN Potential SSH Scan 1
192. 227.171. 173|147.237.76. 42 |[Lhited Sates [refuah.idf.il ET SCAN Potential SSH Scan 1
192.227.171. 173(147. 237.0.200 |thited Sates |mdu.idf.il ET SCAN Potential SSH Scan 1
192.227.171.173|147.237.0.19 |lhited Sates |[nadimatal.idf.il ET SCAN Potential SSH Scan 1
110, 142, 202. 43 |147. 237 76.31 |ani na vekehal i df i1 ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1

Potential Scan or Brute Force

221.204. 249. 157|147. 237.0.15 |China kosher -kravi .idf.il ET SCAN NVAP -sS w ndow 1024 1
45, 63. 28. 148 147.237.8.50 |Lhited Sates |[e.tikshuv.idf.il ET SCAN NMAP -sS wi ndow 2048 1
212.116.72.226 |[147.237.76. 198 |Sneden e.yohal an. i df .i | ET SCAN NMAP -sS wi ndow 2048 1
45, 63. 28. 148 147.237.8.50 |Whited Sates |[e.tikshuv.idf.il ET SCAN NVAP -f -sS 1
208. 100. 26. 228 [147.237.76.31 |[Wnited Sates |nakchal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
5. 255. 90. 133 147.237.77.61 |Netherlands  [e.cogat.idf.il ET SCAN NMAP -sS wi ndow 1024 1
192.227.171. 173|147. 237. 76. 198 |Lhited Sates |e. yohal an.idf.il ET SCAN Potential SSH Scan 1
192. 227. 171. 173|147. 237. 76. 147 [Wited Sates [chi nuch. aka.idf.il ET SCAN Potential SSH Scan 1
192.227.171. 173|147.237.76. 38 [lLhited Sates [e.ereitav.idf.il ET SCAN Potential SSH Scan 1
192.227.171. 173|147.237.0. 34 |Uhited Sates |tikshuv.idf.il ET SCAN Potential SSH Scan 1
192.227.171.173|147.237.0.16 [thited Sates [ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
221. 204. 249. 157|147.237.0.17 |thina mny-kosher-kravi.idf.il |[ET SCAN NVAP -sS w ndow 1024 1
87.236.194. 161 [147.237.77. 205 gpi‘gric prisha.idf.il ET SCAN NVAP -sS wi ndow 1024 1
212.116.72.226 |147.237.76. 198 [Sweden e.yohal an.idf.il ET SCAN NMAP -sS wi ndow 4096 1
45. 63. 28. 148 147.237.8.50 |lhited Sates [e.tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1
212.116.72.226 |147.237.76.198 |Sweden e.yohal an.idf.il ET SCAN NVAP -f -sS 1
192. 227.171. 173|147. 237. 76. 201 [Lhited Sates [e atal.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Sig nature Message Devi ce Action |Count
66.102.9. 171 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 5
212. 143. 142. 56 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 4
66. 102. 9. 167 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't drop 4
176. 195. 158. 233 Russi an Federation 147.237.0. 34 tikshuv.idf.il drop First packet isn't drop 3
178. 140. 114. 222 Russi an Federation 147.237.0. 34 tikshuv.idf.il dr op Frst packet isn't drop 2
109. 173. 60. 201 Russi an Federation 147.237.0. 34 tikshuv.idf.il drop First packet isn't drop 2
176. 193. 104. 241 Russi an Federation 147.237.0. 34 tikshuv.idf.il drop First packet isn't drop 2
37.112. 224. 36 Russi an Federation 147.237.0. 34 tikshuv.idf.il dr op Frst packet isn't drop 2
183. 129. 160. 229 Chi na 147.237.76. 176 test.ncore.idf.il drop SAMrul e drop 1
31.13.110. 110 Irel and 147.237.77. 216 dover.idf.il drop First packet isn't drop 1
31. 13.110. 126 Irel and 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address count ry Target Address |Site Sgnature Action ‘Oount

66. 249. 76. 83 | srael 147.237.77.216|dover. i df . il Mil tipl e Unhaut horized URL Access from 66. 249. 76. 83 B ock 2
. . Unaut hori zed Met hod HEAD f or

148. 251. 179. 145|Ger many 147.237.72. 166 [aka. i df . i | v aka, i of i1/ il Ui it enpl at es/ i nner . asp Bl ock 1
. - Uhaut hori zed URL Access to

66. 249. 64. 41 I srael 147.237.72. 166 |aka. i df . i | 147.237.72. 166/ si p._st or age/ f | es/ 7/ 63577. doc Bl ock 1

66.249.76.112 |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to waw aka. i df . i/ mai n/gi yus/ In B ock 1

66. 249. 69. 13 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed LRL Access to wwn refua. atal .idf.il/nobile/ B ock 1

. . Uhaut hori zed URL Access to

66.249.76. 115  |Israel 147.237.77. 216 |dover . i df . i | 147. 237. 77. 216/ 1153- 22261- he/ dover . aspx Bl ock 1
. . D stributed Lhauthori zed URL Access on

66. 249. 76. 75 I srael 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ gi yus/ f or urd asp/ showf o um asp Bl ock 1

68. 180. 230. 47 Lhited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df.il/navy/ Bl ock 1
. . Uhaut hori zed URL Access to

66. 249. 76. 77 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ edi m yoman/ yonan. asp Bl ock 1

wwv, chamat z. aka. i df
77.237.146. 28 gg}%ﬂ . 147.237.77.226| Lhaut hori zed URL Access to / H ock 1
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