09-03-2016-03:04:06 to 09-03-2016-04:04:06

@
1"PT SwNn ()

oV

www.gov.il

IDF Under Attack

Daily Report

|pr Target s |
324
244"
164"
Nunber )
d 81
At t acks
0- N & Q\ ‘8 g\ K
R & %.Q & «&\é {».}6 &'\6 KON N
¢ & ¥ K S S D
» & S NN G Ce
& ¢ < SR &
e e S
N
Top Tar get

[Top Attackers |

M dover.idf.i

M rat pash. i df . i |

M aka.idf.il

Widf.il

M prisha.idf.il

M e. nakchal .idf.il

[ refuah.idf.il

M e nat pash.idf.il
akaws. i df.il

M Kkosher-kravi .idf.i

Nunber
(6]

At acks

Top Attackers

M 41.254.0.131
85. 250. 136. 18
I 77.139. 159. 97
212.143. 142. 56
W 192. 187. 101. 170
W 66. 249. 76. 83
[ 201. 150. 38. 110
M 46.227.67. 172
180. 166. 131. 142
M 104. 128. 144. 131
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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
77.139. 159. 97 France 147.237.77. 216 dover.idf.il |TQP handshake violation, first packet not syn drop 15

85. 250. 136. 18 | srael 147.237.77. 216 dover.idf.il |L4 Source or Dest Port Zero dr op 9

124. 44. 66. 53 Japan 147.237.76. 42 refuah.idf.il |Back List drop 1
141.212.122.111 Lhited Sates 147.237.76. 201 e.atal.idf.il |Back List drop 1
217.23.9.123 Net her | ands 147.237.76. 30 hi nush.i df.il |B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

46.120.122.219 |147.237.77. 216 (I srael dover.idf.il Xenu Link Seuth User Agent 2
180. 166. 131. 142(147. 237. 76.39 |Chi na nobi | e. nei tav. i df.i|[ET SCAN Potential SSH Scan 1
119. 207 126. 67 |147. 237 76. 34 |KO'€a Repudlic yohal an, i df i | ET SCN\I Behavi oral Unhusual 'y fast inbound Tel net Gonnecti ons, 1
of Potential Scan or Brute Force
104. 128. 144. 131|147. 237. 76. 199 |Canada e.nakchal .idf.il |ET SCAN NVAP -sS wi ndow 2048 1
94.102.52. 71 147.237.0.33 [Netherl ands idf.il ET SCAN NMAP -sS wi ndow 1024 1
212. 224.109. 179|147. 237. 76. 147 |Ger many chinuch. aka.idf.il |[ET SCAN Potential SSH Scan 1
94.102.48.195 |[147.237.0.35 [Netherlands akaws. i df . il ET SCAN NMAP -sS wi ndow 1024 1
201.150.38. 110 [147.237.77. 205 [Mexi co prishaidf.il ET SCAN NVAP -sS w ndow 2048 1
46.227.67.172 |147.237.77. 227 [Sweden e. hanaz. i df .i | ET SCAN NMAP -sS wi ndow 1024 1
101109 12.91 1147 237 0.34 0ol onbi & Cikshv.idf il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
46.227.67.172 |147.237.77. 178 |Sweden e.natpash.idf.il [ET SCAN NMAP -sS wi ndow 1024 1
186, 115. 110. 1390147 237 0.33  |col onbi & il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
14.39.100. 129|147 237 0.35 |Korea Republic | . ET SCN\I Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
of Potential Scan or Brute Force
180. 166. 131. 142|147. 237. 76. 86 [Chi na navy.idf.il ET SCAN Potential SSH Scan 1
180. 96. 11. 23 147.237.76.39 |China nobi | e. nei tav. i df.i|[ET SCAN Potential SSH Scan 1
106. 186. 20. 183 [147.237.0.19 |Japan nadi matal.idf.il [ET SCAN Potential SSH Scan 1
104. 128. 144. 131|147. 237. 76. 199 [Canada e.nakchal .idf.il |ET SCAN NVAP -f -sS 1
94.102.52. 71 147.237.0.15 [Netherl ands kosher-kravi .idf.il [ET SCAN Potential VNC Scan 5900- 5920 1
201.150.38. 110 [147.237.77. 205 [Mexi co prishaidf.il ET SCAN NVAP -sS w ndow 3072 1
94.102.48.195 |147.237.0.15 [Netherlands kosher-kravi.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
201.150.38. 110 [147.237.77. 205 [Mexi co prishaidf.il ET SCAN NVAP -f -sS 1
46.227.67.172  |147.237. 77. 205 |Sweden prishaidf.il ET SCAN NVAP -sS w ndow 1024 1
186. 115. 110. 139(147. 237. 77. 178 |Col onbi a e. mat pash. i df .i | ET SCAN Behavi oral Lhusual ly fast inbound Tel net Connections, 1
Potential Scan or Brute Force
180. 166. 131. 142|147. 237. 76. 199 |Chi na e.nakchal .idf.il |ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Signature Message Devi ce Action |Oount
41.254.0.131 Li byan Arab Janahiriya 147.237.77. 176 nat pash. i df . i | drop First packet isn't SN drop 16
212.143.142. 56 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't SN drop 6
103. 4. 123. 34 Australia 147.237.77. 216 dover.idf.il drop First packet isn't SYN drop 1
141.212.122. 30 Lhited Sates 147.237.0. 33 idf.il dr op drop 1
141.212.122. 31 Lhited Sates 147.237.0. 33 idf.il dr op drop 1
41.254.0.131 Li byan Arab Janahiriya 147.237.77. 216 dover.idf.il drop First packet isn't SYN drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
192.187.101. 170|Uhited Sates [147.237.72.166|aka. i df. il Ml tipl e Unaut horized URL Access from 192.187. 101. 170 Bl ock 4
66. 249. 76. 83 I srael 147.237.77.216|dover.idf .i| [Miltiple Whauthorized URL Access from 66. 249. 76. 83 B ock 2
66. 249. 76. 83 I srael 147.237.77.216|dover. i df .i| |Dstributed Uhaut hori zed LRL Access on wawn idf.il/error. htm B ock 2
66. 249. 69. 67 | srael 147.237.76.42 |refuah.idf.il|Dstributed Unauthorized URL Access on 147.237. 76. 42/ robot s. t xt B ock 1
207.46.13.191 |lhited States |147.237.77.233|atal .idf.il [Wauthorized URL Access to 147.237.77.233/ B ock 1
192. 187. 101. 170|lhited Sates |147.237.72.166|aka. i df.i | Uhaut hori zed URL Access to 147.237.72. 166/ adnin/ el finder/el finder. htm  |B ock 1
66.249.69. 127 |l srael 147.237.76. 42 |refuah.idf.il|Unauthorized URL Access to 147.237. 76. 42/ 994- hel r ef uah. aspx Bl ock 1
68.180.229.39 |[Wnited Sates |147.237.76.31 |nakchal .idf.i|Parameter Type Mol ati on PageNumin waw nakhal . i df.il/1111-he/ nakhal . aspx B ock 1
192.243.55. 135 |lLhited Sates |147.237.72.166(aka.idf.i | Lhaut hori zed URL Access to ww aka. i df.il/eitan/ nesirat nei da B ock 1
66.249.76.75  |israel 147. 237.72. 166 |aka. i df . i | ?45;. rzist;lftfg ;22;’;2?&2:[3 ng‘uﬁC;Zisplosnho o or um asp B ock 1
121.7.37.132 S ngapor e 147.237.77.216|dover. i df .i| |Unhauthorized URL Access to wawidf.il/error.htm B ock 1
66.249.64.9  |Israel 147.237.72. 166 [aka. i of .1 |55 20 fgg;‘;g?:;f;ﬂ f%?uﬁc;zsssp/osnho o or um asp Bl ock 1
198.20.69.74  |Wited Sates [147.237.77.234|hal ag.idf.i| |Unauthorized URL Access to 147.237.77.234/robots. txt B ock 1
66.249.76.77  |Israel 147.237.72. 166 |aka. i df . i | ﬂ?‘_’tzg‘;r_i;ze_dlgg‘gxsgsfotrz i asp/ show or Um asp Bl ock 1
176.9.10.227  |cer many 147. 237.77. 216 |dover. i df . i | multgfr:lzfgetﬁwpgfg;; Ztaotion/ti cshuv | ndex. ht AT Bl ock 1
66. 249. 66. 177 |l srael 147.237.77.216|dover. i df .i| |Dstributed Uhaut hori zed LRL Access on waw idf.il/error. htm B ock
204.79.180.100 |Wited Sates |147.237.72.166|aka.idf.il Unaut hori zed Method PCST for ww aka.idf.il/mluimitenplates/hone.asp  |B ock
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