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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country
120. 132. 50. 135

|Target Address |Site

|Signature |Device Action  |Count |
Chi na 147.237.77. 74 lawidf.il bl ock-sp-traf 1 forward 2
89. 248. 167. 131 Net her | ands 147.237.76. 44 e.refuah.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

Potential Scan or Brute Force

176.47.34.179 |147.237.77.216|Sudi Arabia  |dover.idf.il ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1

163. 172. 169. 150(147. 237. 76. 39 LKJ?';:gom nobi le. nei tav.idf.i [ET SCAN NVAP -sS w ndow 1024 1
Korea, Republic i . |ET SCAN Behavi oral Lhusual |y fast inbound Tel net Connecti ons,

120. 50. 122. 198 [147.237.0. 19 nadi matal .idf.il . 1

of Potential Scan or Brute Force

94.102.52. 71 147.237. 77. 243 |Net her | ands nobi | e.i df.il ET SCAN NVAP -sS w ndow 1024 1

83.84.137.88 147.237.8.45 |Netherl ands eetanidf.il ET SCAN NVAP -sS wi ndow 1024 1

219.87.191. 219 |147.237.76.38 |Taiwan eeneitav.idf.il |ET SCAN Potential SSH Scan 1

219.87.191.219 [147.237.0.33 |Taiwen idf.il ET SCAN Potential SSH Scan 1
_ _ L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,

179. 32.110. 250 |147.237.0.34 |Col onbi a tikshuv.idf.il . 1

Potential Scan or Brute Force

163. 172. 169. 150|147. 237. 76. 42 E;Ir:;cci]om refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1

163. 172. 169. 150|147. 237. 76. 30 E?';;gom hi nush. i df . | ET SCAN NVAP -sS wi ndow 1024 1

103.207.39.11 |147.237.77. 176 |M et nam nat pash. i df .i | ET SCAN NVAP -sS w ndow 1024 1

94.102.52. 71 147. 237. 77. 233 |Net her | ands atal.idf.il ET SCAN NVAP -sS wi ndow 1024 1

219.87.191. 219 [147.237.76. 176 |Tai wan test.ncore.idf.il |[ET SCAN Potential SSH Scan 1

219.87.191.219 |147.237.0.34 |Taiwan tikshuv.idf.il ET SCAN Potential SSH Scan 1
_ _ L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,

190. 252. 168. 195(147. 237. 0. 34  |Col onbi a tikshuv.idf.il 1
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|Top Attackers In FW |

Attacker Address |At tacker Qountry Target Address |Si gnature Message Devi ce Action

79.180.177. 230 | srael 147.237.72. 156 anan.idf.il drop First packet isn't SN drop 6
212.143.142. 56 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't SN drop 3
201. 82. 169. 220 Brazil 147.237.77. 216 dover.idf.il drop First packet isn't SYN drop 3
91. 240. 80. 24 Lebanon 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 2
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|Top Attackers In V\AF|

A tacker

Devi ce

count ry ‘Target Address |Site Sgnature Acti on ‘Count
109. 67. 37. 134 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed LRL Access to waw refua. atal .idf.il/1325-he/refuah. aspx) |B ock
5.28.130.114 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock
66.249.76.83 |Israel 147.237.77. 216 |dover.i df .i | Ml tipl e Unaut horized URL Access from 66.249. 76. 83 B ock
77.138. 203. 153 [France 147.237.72. 166 |aka. i df . i | thaut hor i zed Met hod POST f or Bl ock 2
v aka. i df . i |/ mai n/ har edi ni gener al . aspx
109. 64. 56. 239 [l srael 147.237.72. 156 [aman. i df . i | Too Many Qookies in a Request - 101 cooki es B ock
66.102.9.2 Lhited Sates [147.237.72.166|aka.idf .il Unaut hori zed Met hod PCST for v aka. i df.il/mai n/ hone/ defaul t.aspx |B ock
. . Unhaut hori zed URL Access to
66.249.76.77 [Israel 147.237.72. 166 |aka. i df . i | 147.237.72. 166/ si p st or agel {1 | es/ 0/ 70980. pf B ock 1
. . Unhaut hori zed URL Access to
66.249. 64. 9 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ br ot her s/ news/ def aul t . asp B ock 1
131.253.27.189 |Wited Sates [147.237.76.42 |refuah.idf.il Unaut hori zed LRL Access to 147.237. 76. 42/ styl e/ shar ed/ r eset . css B ock 1
. . Unhaut hori zed URL Access to
66.249.64.41  |Israel 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ yohal an/ f or uns/ asp/ show o um asp B ock 1
5. 226. 86. 2 Pol and 147.237.72. 156 |anan. i df . i | Unaut hori zed URL Access to www anan. idf.il/favicon.ico Bl ock 1
207.46.13.107 |Uhited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to waidf.il/atal 1/izkor/vi ew norei nfo.asp  |Bl ock
- . Unhaut hori zed URL Access to
66. 249. 66. 197 |l srael 147.237.77. 216 [dover. i df . i | 147.237. 77, 216/ 1133- 22193- he/ i df gdover . aspx B ock 1
107.3.29.210 |United Sates [147.237.77.216|dover.idf.il Unhaut hori zed URL Access to waww i df.il/894-en/i df gdover. aspx B ock 1
40.77.167.8 Lhited Sates |147.237.76.42 [refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
207.46.13.191 |lhited Sates [147.237.72.166aka.idf .il Uhaut hori zed URL Access to aka.idf.il/faqg. aspx B ock 1
66. 249. 69. 67 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1410- he/ r ef uah. aspx Bl ock 1
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