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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action Count
190. 13. 55. 190 Col onbi a 147.237.77.170 naar achot . i df . i | Invalid L4 Header Length drop 2
217.23.9.123 Net her | ands 147.237. 76. 202 e.halag.idf.il B ack List drop 1
115. 230. 125. 146 Chi na 147.237.77. 216 dover.idf.il bl ock-sp-trafl forvard 1
190. 13. 55. 190 Col onbi a 147.237.77.170 naar achot . i df . il Invalid TGP H ags drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Address At tacker

Gountry

Signature

91.121. 143. 113 |[147.237. 72. 166 |France aka.idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 6
195. 154, 184. 122|147. 237. 77. 74 |France lawidf.il ET WEB _SERVER Fake (oogl ebot UA 1 | nbound 2
46.227.67.172 |147.237.76.34 |Sweden yohal an. i df . il ET SCAN NVAP -sS w ndow 1024 1
163. 172. 169. 150(147. 237. 0. 15 E?i;;gom kosher -kravi .idf.il ET SCAN NVAP -sS w ndow 1024 1
5. 255. 90. 133 147.237.0.19 [Netherl ands madi matal .idf.il ET SCAN NVAP -sS w ndow 1024 1
116. 12. 175. 233 |147. 237. 76. 196 |S ngapor e e svivaidf.il ET SCAN NMAP -sS wi ndow 1024 1
104. 128. 144. 131|147. 237. 77. 234 |Canada hal ag.i df . il ET SCAN NMAP -sS w ndow 3072 1
94.102.52. 71 147. 237. 77. 243 |Net her | ands nobi | e.idf.il ET SCAN NVAP -sS w ndow 1024 1
94.102.52. 71 147. 237. 77. 216 |Net her | ands dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
91.201.236.50 |[147.237.0.19 |lkraine madi matal .idf.il ET SCAN NMAP -sS w ndow 4096 1
183. 82. 106. 200 |147.237.76. 147 |India chi nuch. aka. i df .i | ET SCAN NVAP -sS w ndow 3072 1
91.201.236.50 [147.237.0.19 |Wkraine nadi matal .idf.il ET SCAN NVAP -f -sS 1
172.98.198.49 |147.237.77.170|lhited Sates |mmarachot.idf.il ET SCAN NMAP -sS w ndow 3072 1
46.227.67.172 |147.237.76.39 [Sweden nobi | e. nei tav. i df.il ET SCAN NVAP -sS w ndow 1024 1
172.98.198.49 |147.237.77.170|Wnited Sates |nmarachot.idf.il ET SCAN NVAP -f -sS 1
46.227.67.172 |147.237.0.34 [Sweden tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
116. 12. 175. 233 |147. 237. 76. 196 |3 ngapor e esvivaidf.il ET SCAN NVAP -sS w ndow 2048 1
116. 12. 175. 233 |147. 237. 76. 196 |S ngapor e e.svivaidf.il ET SCAN NVAP -f -sS 1
103.207.39. 11  |147.237. 77. 178 |M et nam e. mat pash. i df . i | ET SCAN NMAP -sS wi ndow 1024 1
94.102.52. 71 147.237.77.226 [Netherl ands  |[wwu chamat z. aka. i df . i | [ET SCAN NVAP -sS wi ndow 1024 1
94.102.52. 71 147. 237. 77. 179 |Net her | ands e.nazi.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
190.69. 215. 85 |147 237 0.35 0ol onbi & akave. i df il ET SCAN Behavi oral Lhusual Iy fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
91.201.236.50 |[147.237.0.19 |lkraine madi matal .idf.il ET SCAN NVAP -sS w ndow 2048 1
183. 82. 106. 200 |147.237.76. 147 [Indi a chi nuch. aka. i df .i | ET SCAN NMAP -sS wi ndow 1024 1
172.98.198.49 [147.237.77.170|Whited Sates [maarachot.idf.il ET SCAN NVAP -sS wi ndow 2048 1
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|Top Attackers In FW |

Attacker Address |Attacker Gountry Target Address |Sig nature Message Devi ce Action |Count
79.180. 227. 216 | srael 147. 237. 72. 166 aka.idf.il dr op First packet isn't SN drop 9
91. 240. 80. 24 Lebanon 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 8
207. 46. 13. 107 Lhited Sates 147.237.77. 216 dover.idf.il dr op First packet isn't SYN drop 6
109. 253. 212. 181 | srael 147. 237. 72. 166 aka.idf.il dr op First packet isn't SN drop 4
77.138.52. 97 France 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 2
183. 129. 160. 229 Chi na 147.237.0. 15 kosher-kravi .idf.il drop SAMrul e drop 1
183. 129. 160. 229 Chi na 147.237.0.16 ny- kosher-kravi .idf .il drop SAMrul e drop 1
183. 129. 160. 229 Chi na 147.237.0.34 tikshuv.idf.il dr op SAMrul e drop 1
212.143. 142. 56 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SYN drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

ountry Target Address |Site S gnature Action ‘Count
5.28.130.114 |lIsrael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
66.249.76.83 |Israel 147.237.77. 216 |dover . i df .i | Mil ti pl e Unaut horized URL Access from 66. 249. 76. 83 B ock 2
46.117.131. 183 |I srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
84.111.42.118 [Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to ww aka.idf.il/main/ Bl ock 1
66. 249. 64. 105 |l srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to vwwv aka. i df.il/.wvel | -knowy assetlinks.json |B ock 1
66.249.76.112 |[Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to waw aka. i df.il/appl e-app-site-association |B ock 1
84.111.42.118 [l srael 147. 237.72. 166 |aka. i df . i | mn;r; iz‘? f‘rf;wer N;‘\!hiﬁﬁzmégpi None 1
66. 249. 64. 245 |l srael 147.237.0.34 |tikshuv.idf.il mflhgduf’e? dflﬁ_l /T:n;f;te;’/ qeneral | goner a . aspx Bl ock 1
77.138. 203. 153 |France 147.237.72. 166 |aka. i df . i | Lhaut hori zed Met hod PCST for ww aka. i df . i/ mai n/ har edi nd gener al . aspx |Bl ock 1
46. 4. 15. 197 Ger many 147.237.72. 166 |aka. i df . i | Unhaut hori zed Met hod HEAD for wan aka. i df . i1/ brot hers/ skira/ defaul t. asp |Bl ock 1
157.55.39.70 |Uited Sates [147.237.77.243|nobile.idf.il Suspi ci ous Response Code Bl ock 1
66.249.76.75 |lsrael 147.237.72. 166 |aka. i df . i | Mil tiple Unaut hori zed URL Access from 66. 249. 76. 75 B ock 1
77.237.138. 202 [Czech Republic [147.237.77.235|sviva.idf . il Unaut hori zed Met hod HEAD for / B ock 1
46.19.85.207 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1501- he/ at al . aspx Bl ock 1
82.81. 10. 63 | srael 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
66.249. 76. 112 |Israel 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized URL Access from 66.249. 76. 112 B ock 1
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