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Attacker Address |Attacker Country Target Address Site Signature Device Action Count
142. 0. 39. 182 Lhited Sates 147.237. 77. 243 nobi le.idf.il |[JLMPurple Gon Limt_Tcp drop 1
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Attacker Address

Target Address

At acker
Gountry

Signature

211.141.78.56 [147.237.0.35 |China akavs. i df i | ET SCAN NMAP -sS wi ndow 1024 1
198. 211. 122. 147|147.237.76.39 |Netherlands  |nobile neitav.idi.il |ET SCAN NMAP -sS wi ndow 1024 1
176.47.110.20 |147.237.77.176|Saudi Arabia  |mat pash.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
161.18.113. 42  |147.237. 77. 216 |Col onbi a dover.idf.il ET SGAN Behavi oral Lhusually fast inbound Tel net Connect i ons, 1
Potential Scan or Brute Force
61.240.144.66 [147.237.0.200 [China mau. i df il ET SCAN NVAP -sS w ndow 1024 1
14.152.94.130 |147.237.76.86 |China navy.idf.il ET SCAN NVAP -f -sS 1
220.242.82.131 |147.237.76.86 |China navy.idf.il ET SCAN NVAP -f -sS 1
211.141.78.56 [147.237.0.33 |[China idf.il ET SCAN NMAP -sS wi ndow 1024 1
198. 211. 122. 147|147. 237. 76. 31 |Net her| ands nakchal . i df il ET SCAN NMAP -sS wi ndow 1024 1
163.172. 238. 40 |147.237.0. 16 E;ir:;cci]om ny-kosher-kravi.idf.il |ET SCAN NVAP -sS w ndow 1024 1
66. 249. 76. 69 147.237.77.233|Wited Sates |atal.idf.il ET SCAN NVAP -sA (2) 1
14.152.94. 130 |147.237.76.86 [China navy. i df.il ET SCAN NVAP -sS wi ndow 2048 1
220.242.82.131 [147.237.76.86 |thina navy. i df.il ET SCAN NVAP -sS w ndow 2048 1
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Message

Devi ce Action
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62. 16. 75. 33 Russi an Federation 147.237.77.216 dover.idf.il drop First packet isn't SYN drop 4
212. 143. 142. 56 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't SN drop 2
178. 162. 205. 25 Ger many 147.237.76. 148 gacenter. aka. i df . il drop drop 1
216.243.31.2 Lhited Sates 147.237.0. 33 idf.il dr op drop 1
79.177.178. 200 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't SN drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
77.124.22.5 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 30
185. 120. 124. 36 |l srael 147.237.77.243|nobi l e.i df . i | Suspi ci ous Response Code B ock

131. 253.27.165 |Lhited Sates |147.237.77.216|dover.idf .il D stributed Lhaut hori zed UR. Access on waww i df.il/error.htm B ock
91.4.151.238  |Germany 147.237.72. 166 |aka. i df . i | m;:(g‘uit;d. iﬁr}a;ihn(;rrioii‘/j dﬁ;ﬂ??.;;xmom R on B ock 2
207.46.13.107 |lnited Sates |147.237.77.216|dover.idf.il D stributed Lhaut hori zed UR. Access on waww i df.il/error.htm B ock

85. 64. 68. 213 I srael 147.237.77. 216 |dover.i df.il Ml tiple Unaut horized URL Access from 85. 64. 68. 213 B ock
66.249.76.79  |israel 147.237.72. 166 |aka. i df . i | ?4571 rzist’;tfg_ ﬁgf;?iﬂszﬁdom 2‘;‘;72?0?"\} or um asp Bl ock 1
37.142.184.236 |[Israel 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77. 233/ 1400- he/ at al . aspx B ock
77.138.79.114 |France 147.237.72. 156 [arman. i df . i | Lhaut hori zed URL Access to v aman. i df.il/favicon.ico B ock
66.102. 9. 13 Lhited Sates [147.237.72. 166|aka. i df .i| \?wilt;(:“f defd. ilﬂa#;ihnc;rhiozni‘? dﬁ;ﬂff;’;}(mo‘m UL on Bl ock 1
85. 64. 68. 213 I srael 147.237.77.216|dover . i df . i PHP At t enpt B ock

66. 249. 76. 83 I srael 147.237.77.216|dover.idf.il Unaut hori zed LRL Access to wawidf.il/atal 1/izkor/ vi ew i ngt op. asp Bl ock

46. 19. 86. 50 I srael 147. 237.72. 166 |aka. i df . i | L'u'ri%asl/ i?tageg?inzla;:g;fgogcﬁi’ fm’j W kapat 2/ [ 1 es012 B ock 1
194. 242. 168. 227 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Method PCST for wwy aka. i df . i1/ mai n/ gi yus/ sitenmap. aspx B ock 1
79.176.125.229 |Israel 147.237.77. 234|hal ag. i df .i | o ;gg”;?dzgﬁf‘fﬁggsﬁﬂaﬁ osess fr;i . Bl ock 1
66.102. 9. 21 Lhited Sates [147.237.72.166|aka.idf .il Uhaut hori zed Met hod PCST for waw aka.idf.il/faq. asp B ock 1
2.53.1.26 I 'srael 147.237.77.234|hal ag. i df . i | Uhaut hori zed URL Access to 147.237.77. 234/ i nages/ shared/bul l et 1. gi f  |B ock 1
66.249.76.112 |Israel 147.237.72.166|aka. i df . i | Uhaut hori zed LRL Access to waw aka. i df.il/redirects/ssl-redirect. htn B ock
46.19.86.138  |Israel 147.237.77. 234 |hal ag. i df . i | 1D4§t ;';;”;;’dZgﬁ:’ﬁgg;zflaﬁlﬁfﬁ 1(.)2]i . Bl ock 1
207. 46. 13. 90 Lhited Sates [147.237.77.216|dover.idf.il Uhaut hori zed LRL Access to waw idf.il/atal 1/izkor/ print_bottom asp B ock 1
79.179.197.215 [israel 147.237.72. 156 [aman. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
66.249.69.67  [Israel 147.237.76.42 [refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1305- he/ r ef uah. aspx Bl ock 1
2.53.176.33 I srael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ styl el shared/ r eset . css B ock 1
46. 20. 83. 217 Italy 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
82.166.228.10 |lsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod HEAD for ww aka. i df .il/brothers/skira/default.asp |B ock 1
66. 249. 76. 75 I srael 147.237.72. 166 [aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt Bl ock 1
5.29.54.7 I stael 147.237.72. 166 |aka. i df . i | m”;’k“;iﬁ? ?ne;;rn/;\:hmTiWED in None 1
176.13. 250.53 |Israel 147.237.77.243|mobi l e. i df . i | D stributed Suspici ous Response Code B ock
77.138. 8. 255 France 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod PCST for waw aka. i df . il/gi yus/ kadat z/ B ock
65.55.210.177 |Lhited Sates |147.237.77.216|dover.idf.il Lhaut hori zed URL Access to waw idf.il/error.htm B ock
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