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|Top Attackers | n DDoS- Def ence |

Attacker Address \Attacker Country Target Address Signature Device Action Count
109. 65. 71. 207 | srael 147.237. 72. 167 i shurimaka.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
202.112.38.190 |147.237.77.227|Chi na e. hanaz. i of .i | GPL SCAN nmap TCP 2
193. 201. 225. 138(147. 237. 77. 170 |Wkr ai ne maar achot . i df .i | ET SCAN NVAP -sS wi ndow 1024 1
46.227.67.172 |147.237.77.74 |Sweden lawidf.il ET SCAN NMAP -sS wi ndow 1024 1
193. 201. 225. 138|147. 237. 76. 200 |Wkr ai ne eitan aka idf.il ET SCAN NMAP -sS wi ndow 1024 1
5.79.73.145 147.237.77. 234 |Net her | ands hal ag.idf.il ET SCAN Potential SSH Scan 1
163. 172. 169. 150(147. 237. 76. 177 E?i;;gom ncore.idf.il ET SCAN NVAP -sS wi ndow 1024 1
5.79.73.145 147. 237. 72. 167 |Net her | ands i shurimaka.idf.il ET SCAN Potential SSH Scan 1
111.90.170. 75 |147.237.76.38 |India eeneitav.idf.il ET SCAN NVAP -sS w ndow 4096 1
109. 67. 162. 254 |147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
104. 197. 206. 193|147.237.8.27 |lUhited Sates |e.nadimatal .idf.il ET SCAN NMAP -sS wi ndow 2048 1
211.141.78.56 |147.237.8.24 |China elifestyle.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
104. 197. 206. 193|147.237.8.27 [Wited Sates |e nadimatal.idf.il ET SCAN NVAP -f -sS 1
208.64.31.156 |147.237.76.202|lhited Sates [e halag.idf.il ET SCAN NMAP -sS wi ndow 1024 1
104. 128. 144. 131|147. 237. 76. 31 |Canada nakchal . i df.il ET SCAN NVAP -f -sS 1
193. 201. 225. 138(147. 237. 77. 235 |kr ai ne sviva. idf.il ET SCAN NMAP -sS wi ndow 1024 1
87.70. 15. 38 147.237. 72. 166 |I srael akaidf.il portscan: TCP O stributed Portscan 1
193. 201. 225. 138|147. 237. 76. 202 |Wkr ai ne e haag.idf.il ET SCAN Potential SSH Scan 1
46.120. 122. 219 (147.237.77. 216l srael dover.idf.il Xenu Link Seuth User Agent 1
163. 172. 169. 150[147. 237. 76. 197 E;ir:;cci]om e. hinush.idf.il ET SCAN NMAP -sS wi ndow 1024 1
5.79.73. 145 147. 237. 77. 212 |Net her | ands e. dover.idf.il ET SCAN Potential SSH Scan 1
123.85.175.114 |147.237.0.16 |China ny-kosher-kravi.idf.il ET m Behavi or a Lhusuéj ly fast Termnal Server Traffic, 1
Potential Scan or Infection
5.79.73. 145 147.237.0.35 [Netherl ands akavs. i df . i | ET SCAN Potential SSH Scan 1
111.90.170.75 |147.237.76.38 |India eenetav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
104. 197. 206. 193|147. 237. 77. 216 |Lhited Sates |dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
104. 197. 206. 193|147.237.8.27 |Uited Sates |e nadimatal .idf.il ET SCAN NVAP -sS w ndow 1024 1
208.100. 26. 228 |147.237.77.234|whited Sates |halag.idf.il ET SCAN NMAP -sS wi ndow 1024 1
104. 128. 144. 131|147. 237. 76. 31 |Canada nakchal .idf.il ET SCAN NMAP -sS wi ndow 2048 1
88.249.106.23 |147.237.72. 217 [Turkey eidf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Gountry Target Address |Sig nature Message Devi ce Action |Oount
193. 43. 246. 250 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 22
46.19. 85.173 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 8
212.179. 90. 106 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 6
37.26. 149. 231 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 5
109. 186. 70. 13 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 3
94.119. 1. 43 Uni ted Ki ngdom 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 3
50. 87. 144. 145 Lhited Sates 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 2
77.138.52. 97 France 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 2
79.182. 21. 233 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 2
141. 212.122. 173 Lhited Sates 147.237.76. 34 yohal an.idf.il dr op drop 1
183. 129. 160. 229 Chi na 147.237.77. 243 nobi | e.idf.il dr op SAMrul e drop 1
109. 66. 96. 111 | srael 147.237.72. 166 aka.idf.il drop Frst packet isn't drop 1
5.152.162. 27 Pol and 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 1
176. 13. 233. 246 | srael 147.237.72. 166 aka.idf.il dr op Frst packet isn't drop 1
66. 249. 76. 83 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 1
5.152.162. 58 Pol and 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 1
183. 129. 160. 229 Chi na 147.237.77.61 e.cogat.idf.il dr op SAMrul e drop 1
212. 143.142.56 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 1
109. 226. 40. 40 | srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 1
183. 129. 160. 229 Chi na 147.237.77.74 lawidf.il dr op SAMrul e drop 1
141.212.122. 172 Lhited Sates 147.237.76. 34 yohal an.idf.il drop drop 1
183. 129. 160. 229 Chi na 147.237.77.170 naar achot . i df .il drop SAMrul e drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Acti on ‘Count
2.53.16.59 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode B ock 41
176. 13. 14. 55 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 9
66.249.81.218 |[lIsrael 147.237.77.216|dover. i df .il D stributed Lhauthori zed URL Access on waw i df.il/error. htm B ock 7
46.120. 115. 251 |[lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode B ock 5
46. 19. 85. 220 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 4
2.53. 48. 190 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
66.249.81.215 |Israel 147.237.77.216|dover.idf .il D stributed Lhaut hori zed URL Access on www i df.il/error. htm B ock 3
220. 255. 148. 68 |3 ngapor e 147.237.77.216|dover.i df . i Dstributed Lhaut hori zed URL Access on vwwvidf.il/error. htm B ock 2
37.26.148.149 [Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
2. 53, 48. 190 I srael 147.237.77. 243 |nobi | e. i df . i | Distributed thauthorized URL Access on B ock 2
nobi | e.i df . i|/nekudot/i ndex
. . Unaut hori zed URL Access to
109. 226.57.29  |Israel 147.237.76.42 |refuah.idf.il 147, 237.76. 42/ styl ef shar ed/ r eset . css Bl ock 1
2.53.16.59 | srael 147.237.0.19 |madimatal .idf.il Mil tiple Untraceabl e SSL Sessions from2.53.16.59 (Qpen Mde) [None 1
. . Unaut hori zed URL Access to
66. 249. 76. 83 I srael 147.237.77.216|dover.idf . il i i df . i | /t enpl at es/ shar ed user cont r ol s/ header upper / Bl ock 1
waw. chamat z. aka. i df |uhaut hori zed URL Access to
66.249.64.45 I srael 147.237.77.2268) 147.237.77. 226/ si p_st or age/ fi | es/ 8/ 1918. doc Bl ock !
203. 127. 96. 235 |9 ngapor e 147.237.77.216|dover.i df . i Dstributed Lhauthori zed URL Access on vwwvidf.il/error. htm B ock
2.53. 149. 50 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1517-he/ at al . aspx |B ock
. . Uhaut hori zed URL Access to
66.249.69. 127  |Israel 147.237.76.42 |refuah.idf.il 147. 237. 76, 42/ 1217- he/ r ef uah. aspx Bl ock 1
46.116.81.189 |[Israel 147.237.72. 156 [aman. i df . i | Suspi ci ous Response Code B ock
109. 253. 209. 139]I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1135-he/ at al . aspx |B ock
2.53.16.59 I srael 147.237.0.19 |madimatal .idf.il SSL Untraceabl e Connection - Gpen Mde None 1
. . Unaut hori zed URL Access to
66.249.76.115 [Israel 147.237.77. 216 |dover.i df . il 147.237.77. 216/ 1133- 19352- he/ i df gdover . aspx Bl ock 1
waww. chamat z. aka. i df |unaut hori zed URL Access to
66.249.64.47 I srael 147.237.77.226) 147.237.77. 226/ si p_st orage/ fi | es/ 7/ 1917. doc Bl ock !
Russi an . . Unaut hori zed Met hod PCST for
5.228. 253. 248 eration 147.237.72. 166 |aka. i df . i | v aka. i df i 1/ mai n/ hoe/ def aul t . aspx Bl ock 1
204.79.180.32 |Wited Sates  |147.237.72.166|aka. i df .i | Wnautt hor | zed Method PCBT for B ock 1
v aka. i df . i |/ mai n/ kapat z/ def aul t . aspx
77.127.32.7 I srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
66.249. 69. 138 |l srael 147.237.72. 156 |anan. i df . i | Uhaut hori zed URL Access to v anan.idf.il/robots. txt B ock 1
157.55.39. 71 Lhited Sates 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ Bl ock 1
. . Unaut hori zed URL Access to
66.249.76.117  |Israel 147.237.77. 216 |dover . i df . i | 147, 237. 77. 216/ 1133- 14906- he/ dover . aspx Bl ock 1
ww. chamat z. aka. i df )
66. 249. 64. 49 I srael 147.237.77. 226 i Unaut hori zed URL Access to 147.237.77.226/ robot s. t xt B ock 1
] . . D stributed Uaut hori zed Method for Known URL on
204.79.180.196 [lWnited Sates |147.237.72.166|aka.idf.il v aka. i df . i 1/ mai n/ hore/ def aul t . aspx Bl ock 1
77.138.128. 247 |France 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: pen Mbde None 1
. . Unaut hori zed URL Access to
66. 249. 76. 75 I srael 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ gi yus/ f or und asp/ showf or um asp Bl ock 1
. . DO stributed Unaut hori zed URL Access on
66. 249. 64. 9 | srael 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ gi yus/ f or und asp/ showf or um asp B ock 1
66.249.81.212 |[Israel 147.237.77.216|dover.i df . il D stributed Unaut hori zed URL Access on wanidf.il/error. htm B ock 1
. . . Unaut hori zed URL Access to
66. 249. 64. 245 |l srael 147.237.0.34 |tikshuv.idf.il v ti kshuv. i o . 1/t enpl at es/ nevs/ news. i n. aspx Bl ock 1
46.19. 85. 119 I srael 147.237.77.243|nobi l e. i df . i | Lhaut hori zed URL Access to nobil e.idf.il/nekudot/index B ock 1
. . Unaut hori zed URL Access to
212.179.21.194 [Israel 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
. . Uhaut hori zed Met hod PCBT for
77.138.185.32 |France 147.237.72. 166 [aka. i df . i | ww aka i o i 1/ rai v sachar /Kl al i . aspx Bl ock 1
. . Unaut hori zed URL Access to
66. 249. 76. 77 I srael 147.237.72. 166 |aka. i df . i | 147. 237.72. 166/ ei tan/ prati v pi rt eyer ua/ Bl ock 1
. . Uhaut hori zed URL Access to
66. 249. 64. 41 I srael 147.237.72. 166 [aka. i df . i | 147.237. 72. 166/ si p_st or agel {1 | es/ 9/ 62039, pf Bl ock 1
192.5.215.225 |uited Sates  |147.237.72.166|aka. i df . i | Uhaut hori zed Met hod POST for ww aka. i df.il/yohal an B ock
2.53.52. 205 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1501- he/ at al . aspx |B ock
. . Unaut hori zed URL Access to
66.249. 66. 197 |l srael 147.237.77. 216 |dover . i df . i | 147. 237.77. 216/ 1133- 9269- he/ dover . aspx Bl ock 1
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