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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address

| site

|Signature |Device Action  |Count |
8. 37.225.230 Lhited Sates 147.237.77. 216 dover.idf.il |JLM Under Attack _Con Htp drop 3
193. 111. 60. 251 Lkr ai ne 147.237.77. 216 dover.idf.il |Invalid TGP H ags drop 3
203. 166. 137. 12 S ngapor e 147.237.77. 216 dover.idf.il |Invalid TP Hags drop 2
203. 166. 137. 11 S ngapor e 147.237.77. 216 dover.idf.il |Invalid TGP H ags drop 2
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

193. 201. 225. 138|147. 237. 77. 178 |Wkrai ne ematpash.idf.il [ET SCAN NVAP -sS w ndow 1024 1
193. 201. 225. 138(147. 237. 76. 197 |Wkr ai ne e hinush.idf.il [ET SCAN NVAP -sS w ndow 1024 1
o ET DO5 Large amount of TCP Zer oWndow - Possible Nkiller2 DDos

176. 13. 235. 136 |147.237.76.86 |[Israel navy.idf.il 1
attack

104. 197. 206. 193|147. 237. 77. 170 |Uhited Sates |naarachot.idf.il |ET SCAN NVAP -sS wi ndow 2048 1

103.207.37.81 |147.237.77.74 |Metnam lawidf.il ET SCAN NVAP -sS wi ndow 1024 1

46.227.67.172 |147.237.77. 234 |Sweden hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1

46.227.67.172 |147.237.77. 179 |Sweden e.mazi.idf.il ET SCAN NVAP -sS w ndow 1024 1

198. 52. 97. 94 147.237.77.74 |Wited Sates [lawidf.il ET WEB SERVER Fake Googl ebot UA 1 | nbound 1

193. 201. 225. 138|147. 237. 77. 216 |kr ai ne dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1

193. 201. 225. 138(147. 237. 77. 176 |kr ai ne matpash.idf.il |ET SCAN Potential SSH Scan 1

_ L ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons,

179. 104. 210. 96 |147.237.76.31 |Razil nakchal .idf.il . 1
Potential Scan or Brute Force

104. 197. 206. 193|147. 237. 77. 170 |Uhited Sates |naarachot.idf.il |ET SCAN NVAP -sS wi ndow 3072 1

104. 197. 206. 193|147. 237. 77. 170 |Whited Sates |mmarachot.idf.il |ET SCAN NVAP -f -sS 1

, o SERVER APACHE Apache nmod_ssl non- SSL connection to SSL port

66.249.76.119 |147.237.72.166|hited Sates |aka.idf.il . ) = 1
deni al of service attenpt

46.227.67.172 |147.237.77. 233 |Sweden atal.idf.il ET SCAN NVAP -sS w ndow 1024 1

208. 100. 26. 228 |147.237.72.167 |Lnited Sates [ishurimaka.idf.i|[ET SCAN NVAP -sS wi ndow 1024 1

5. 255. 90. 133 147. 237. 72. 156 |Net her | ands anan.idf.il ET SCAN NVAP -sS wi ndow 1024 1

193. 201. 225. 138|147. 237. 77. 227 |kr ai ne e.hamaz.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Sig nature Message Devi ce Action |Count
67.217.174. 4 Lhited Sates 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 10
176. 13. 239. 249 | srael 147.237.72. 166 aka.idf.il dr op Frst packet isn't drop 5
46. 19. 86. 13 I srael 147.237.72. 166 aka idf.il drop First packet isn't drop 5
46.19. 85. 173 I srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 4
66. 249. 81. 230 Eur ope 147.237.77. 176 nat pash. i df .i | drop Frst packet isn't drop 3
62. 16. 76. 40 Russi an Federation 147.237.77. 176 nat pash. i df . i | drop First packet isn't drop 3
212. 143.142.56 I srael 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 2
91.121. 116. 113 France 147.237.77.74 lawidf.il dr op SAMrul e drop 2
77.138.52. 97 France 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
109. 253. 201. 139 I srael 147.237.72. 166 aka idf.il dr op Frst packet isn't drop 1
66. 249. 76. 115 | srael 147.237.77. 216 dover.idf.il dr op Frst packet isn't drop 1
79.177.163.79 | srael 147.237.72. 166 aka idf.il drop First packet isn't drop 1
216.243.31.2 Lhited Sates 147.237.76. 34 yohal an.idf.il dr op drop 1
109. 253. 219. 126 | srael 147.237.77. 243 nobi | e.idf.il dr op First packet isn't drop 1
66. 249. 81. 227 | srael 147.237.77. 176 nat pash. i df . i | drop First packet isn't drop 1
183. 129. 160. 229 Chi na 147.237. 76. 198 e.yohal an.idf.il drop SAMrul e drop 1
216.243.31. 2 Lhited Sates 147.237.76. 148 gacenter.aka. i df.il dr op drop 1
141.212. 122. 16 Lhited Sates 147.237.76. 34 yohal an. i df .il drop drop 1
183. 129. 160. 229 Chi na 147.237. 76. 199 e.nakchal .idf.il drop SAMrul e drop 1
109. 253. 139. 102 | srael 147.237.72. 166 aka idf.il dr op First packet isn't drop 1
141.212.122. 31 Lhited Sates 147.237.76. 34 yohal an. i df .il drop drop 1
207. 46. 13. 90 Lhited Sates 147.237.77. 216 dover.idf.il drop Frst packet isn't drop 1
109. 253. 157. 224 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
64. 95. 102. 36 Lhited Sates 147.237.0. 35 akavs. i df.il drop drop 1
176. 13. 236. 224 I srael 147.237.72. 166 aka idf.il drop Frst packet isn't drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Acti on ‘Count
109. 253. 147. 163 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 139
109. 253. 194. 181/l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 48
87. 68. 40. 43 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 29
77.127.82.114 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
207. 46. 13. 90 Uhited Sates [147.237.77. 216 |dover. i df.i | Ostributed Whaut hori zed URL Access on waw i df.il/error.htm B ock 3
37.26.149.132 [Israel 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 2
54.240.196. 171 |lnited Sates |147.237.77. 216 |dover.idf.il D stributed Uhaut hori zed URL Access on waidf.il/error.htm Bl ock 2
66.249.81.212 |[Israel 147.237.77. 216 |dover . i df . i | Ostributed Whaut hori zed URL Access on waw i df.il/error.htm B ock 2
77.139.241.56 |France 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod PCST for waw aka. i df . il /mai n/rabanut/general . aspx  |B ock 1
66.249. 76. 75 | srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 66.249. 76. 75 B ock 1
24.64.110. 244 |canada 147.237.77. 216 |dover. i df . i | mult (?fo.rillzlfin;qz;t Q(S:/Csesasretdc/)usercontrol o nevmenud i i df i | B ock 1
109. 253.132. 72 |l srael 147.237.77.233|atal .idf.il Paraneter Type Mol ation search in atal.idf.il/1440-he/atal . aspx B ock
66.249.81.215 |[Israel 147.237.77.216|dover. i df .i | Dstributed Waut hori zed URL Access on waw i df.il/error. htm Bl ock
54.240.196.186 |lLhited Sates |147.237.77. 216 |dover.idf.il D stributed Unaut hori zed URL Access on waidf.il/error.htm B ock
136.179.21.76 |Whited Sates [147. 237. 72. 166 [aka. i df . i | m“;::rii dié?l?,en;ihr?/dsaﬁr-r/i/io;vpaysl . aspx B ock 1
80.11.241.108 |France 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
66. 249. 76. 77 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to 147.237.72. 166/ ei tan/ prati ni pi rt eychayal / B ock 1
66.249.81.218 |[Israel 147.237.77. 216 |dover. i df . i | Distributed Lhaut horized UR. Access on waw idf.il/error.htm Bl ock 1
66. 249. 64. 9 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ ml ui mitenpl ates/inner.asp |8 ock 1
207.46.13.77  |United Sates |147. 237. 77. 216 |dover. i df . i | ?ﬁég’gfffgﬁgﬁi}&“ Fdf.11/1133- 18630- he dover . aspX £ fa Bock |1
80. 14. 201. 115  |France 147.237.72. 156 |anan. i df . i | Unaut hori zed URL Access to waw anan. idf.il/favicon.ico Bl ock 1
66. 249. 76. 83 I srael 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to wwwvidf.il/daily_ B ock 1
109. 253. 147. 163|I srael 147.237.77. 243 |nobi | e. i df . i | Lhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex B ock 1
66. 249. 69. 72 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1394- he/ r ef uah. aspx B ock 1
84.109.72.253 | srael 147.237.72.166 |aka. i df . i | m”;gri';éﬂ?ﬁ;hﬁ/dsaﬁ/:g;i ot rat i omi zar d st epd. aspx Bl ock 1
66.249.76.119 |[lsrael 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Qonnection - Protocol violation (SSL_CONN CLIENT_HALLO [None 1
54, 240.196. 185 |[lhited Sates |147.237.77.216|dover.idf.i | Ostributed Whaut hori zed URL Access on waw i df.il/error. htm B ock 1
109. 253. 158. 99 |l srael 147.237.77. 216 |dover.idf . il Paraneter Type Mol ation SearchText in wwidf.il /1065 he/ dover. aspx B ock 1
77.138.133.62 |France 147.237.72. 166 |aka. i df . i | Unhaut hori zed Met hod PCST for www aka. i df . il/main/ gi yus/ news. aspx B ock 1
66. 249. 76. 71 I srael 147.237.0.19 |nadi matal .idf.i|Wauthorized URL Access to nadi matal .idf.il/robots. txt B ock 1
54.240.196. 185 |Wnited Sates |147.237.77. 216 (dover.idf.il Unaut hori zed URL Access to wawnidf.il/error. htm B ock 1
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