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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
134. 147. 203. 115 Ger many 147.237.76. 198 e.yohal an.i df.il|B ack List drop 2
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack f orward 2
134.147. 203. 115 CGer many 147.237. 76. 200 eitan. aka.idf.il|B ack List drop 2
94.156. 128. 101 Bul gari a 147.237. 76. 44 e.refuah.idf.il |Back List drop 1
97.82.197.5 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

At acker

Attacker Address |Target Address ount ry Signature
Russi an . . .
178.129.36.26 |147.237.76.201 . eatal .idf.il ET SCAN Potential SSH Scan 2
Feder at i on
46.120.122. 219 |147.237.77. 216 |l srael dover.idf.il Xenu Link Seuth User Agent 1
178.129.36.26 |147.237.77.178 gj;:tnim emtpash.idf.il |ET SCAN Potential SSH Scan 1
178.129.36.26  |147.237.77.19 |RSSIan lawforumidf.il |ET SCAN Potential SSH Scan 1
Federati on
178.129.36.26 |147.237.76. 199 gj;:tnim e.nakchal .idf.il |ET SCAN Potential SSH Scan 1
178.129.36.26 |147.237.76.176 ?ég:;;m test.ncore.idf.il |ET SCAN Potential SSH Scan 1
Russi an . . .
178.129.36.26 |147.237.72.217 . eidf.il ET SCAN Potential SSH Scan 1
Feder at i on
208. 100. 26. 228 |[147.237.77.61 |Uited Sates e.cogat.idf.il ET SCAN NMAP -sS wi ndow 1024 1
104. 128. 144. 131|147. 237. 76. 198 [Canada eyohalan.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
193. 201. 225. 138(147. 237. 77. 212 | kr ai ne e dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
91.224.160. 106 |147.237.76.42 [Netherlands refuah.idf.il ET SCAN Potential SSH Scan 1
178.129.36.26 |147.237.77.235 23::;'}0'1 svivaidf.il ET SCAN Potential SSH Scan 1
54.166.76.158 |147.237.77.216|Wited Sates  |dover.idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 1
178.129.36.26 |147.237.77. 227 ?éj::;’}m e. hanaz. i df .i | ET SCAN Potential SSH Scan 1
178.129.36.26 |147.237.77. 170 gj::;”ion nearachot.idf.il |ET SCAN Potential SSH Scan 1
178.129.36.26 |147. 237.76. 197 ?éj::;’}m ehimshidi.il |ET SCAN Potential SSH Scan 1
178.129.36.26  |147.237.76.30 |SSIan hi nush. i df . | ET SCAN Potential SSH Scan 1
Feder at i on
221. 204. 249. 157|147. 237. 76. 38 |Chi na eemtav.id.il |ET SCAN NVAP -sS wi ndow 1024 1
178.129.36.26  |147. 237. 72. 156 |SSI &N aan. i df i ET SCAN Potential SSH Scan 1
Feder at i on
193. 201. 225. 138(147. 237. 77. 233 |Wkrai ne atal.idf.il ET SCAN NVAP -sS w ndow 1024 1
91.224.160. 106 |147.237. 76. 148 [Net her | ands gacenter. aka. i df .i [ET SCAN Potential SSH Scan 1
101109 95.67 1147 237 0.33 |00l onbi & . ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
. . . . .U, onbi | N .
Potential Scan or Brute Force
91. 224. 160. 106 |147.237.76.31 |Netherlands nakchal .idf.il ET SCAN Potential SSH Scan
178.129.36.26  |147. 237, 77. 233 |VSSI N atal.idf.il ET SCAN Potential SSH Scan 1

Federati on
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Signature Message Devi ce Action ‘Count
77.127.5.55 | srael 147.237. 72. 156 anan.idf.il drop First packet isn't drop 11
109. 253. 139. 102 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 7
41. 240. 142. 242 Sudan 147.237.77. 216 dover.idf.il drop First packet isn't drop 5
46. 19. 86. 13 | srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 5
212. 143. 142. 56 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 4
109. 253. 135. 44 | srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 3
77.138.52.97 France 147.237.77. 216 dover.idf.il drop First packet isn't drop 3
87.115. 137. 146 Uni ted Ki ngdom 147.237.77.176 nat pash. i df . il dr op SAMrul e drop 2
93. 80.51. 106 Russi an Federation 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
95. 28. 59. 25 Russi an Federation 147.237.77. 216 dover.idf.il drop First packet isn't drop 2
77.139.93. 40 France 147.237.72. 166 aka.idf.il dr op Frst packet isn't drop 1
216.243.31.2 Lhited Sates 147.237.0. 35 akaws. i df .il drop drop 1
125.77. 28. 26 Chi na 147.237.0. 35 akaws. i df .il dr op drop 1
125.77. 28. 26 Chi na 147.237.76. 34 yohal an.idf.il dr op drop 1
141.8.132.78 Russi an Federation 147.237.77. 216 dover.idf.il drop First packet isn't drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
109. 226.28.96 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 74
109. 67. 194. 202 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 19
84.111.5.70 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 10
109. 253. 194. 181 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 3
37.26.149.175 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
37.26.148.161 |[Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
37.26.149.187 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
87. 68. 40. 43 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
37.26.148.176 |[Israel 147.237.77.243|nobi [ e.i df . i | Distributed Suspici ous Response Code Bl ock 2
46. 19. 85. 116 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
185.32.179.99 |[lIsrael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock 2
46.120.50.165 |Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
37.26.149.151 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
148.251.2.180 [Ger many 147.237.72. 166 |aka. i df . i | Unaut hori zed Method HEAD for waw aka. i df.il/mlui nitenpl ates/inner. asp|B ock 1
85. 64. 148. 245 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1136- he/ atal . aspx B ock 1
Unhaut hori zed URL Access to
66. 249. 69. 215  |Israel 147.237.77. 176 |mat pash. i df . i | |ww cogat . idf.il/useful i nformation/ i dkoni i pages/ 19102010hi | ul atrachel . [B ock 1
aspx
68.180.230.47 |lLited Sates |[147.237.77.216|dover.idf.il Paranet er Type M ol ati on PageNumin v i df . il/1380- he/ dover . aspx B ock 1
157.55.39.173 |Wited Sates |147.237.72.166|aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ B ock
66.249.76.2 [Israel 147.237.77. 243|obi | e i off .1 [FAuthorized U f_clfrfjv\swta‘;pl o abp-i t - associ at i on B ock 1
79.178.194. 232 |Israel 147.237.72. 156 |anan. i df . i | Unaut hori zed URL Access to waw aman. idf.il/https:/ww anan.idf.il/ B ock 1
109. 65. 110. 240 |l srael 147.237.77.216|dover.idf .i | Ostributed PHP At tenpt Bl ock 1
66. 249. 76. 75 I srael 147.237.72. 166 [aka.i df . i | Unhaut hori zed URL Access to 147. 237. 72. 166/ yohal an/ mai n/ mai n. asp B ock 1
37.26.148.176 |[Israel 147.237.77.243|nobi | e. i df . i | Suspi ci ous Response Code B ock 1
109. 253. 194. 181 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1134- he/ atal . aspx B ock 1
80.246.137.20 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
204.79.180.19 |Lhited Sates |147.237.72.166|aka.idf.il Unaut hori zed Met hod POST for waw aka. i df .il/ishurin main/ B ock 1
109. 65. 110. 240 |l srael 147.237.77.216|dover.idf .i | Unaut hori zed URL Access to waw i df . i|/wp-1ogin. php Bl ock 1
66.249.76.79  |[Israel 147. 237.72. 166 |aka. i df . i | ﬂ;“”zg;)r ;Z?iegﬁoﬁ;c;/sc;gt act/ cont act . asp B ock 1
136.243.11.18  |Ger nany 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method HEAD for ww aka.idf.il/rights/aspl/info.asp Bl ock 1
66.102.9.24  |United Sates |147.237.72.166|aka. i df . il b sty buted tau ot zed d':;:f’fggxmo"‘“ R on Bl ock 1
66.249.76.117 I srael 147.237.77. 216 |dover . i df . i | D R e s hel dover aspx B ock 1
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