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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
64. 95. 102. 37 Lhited Sates 147.237. 76. 44 e.refuah.idf.il JLM Under _Attack_Con H 't ps drop 2
213. 202. 233. 56 Ger many 147.237.76. 38 e.eneitav.idf.il B ack List drop 1
213. 202. 233. 56 Ger nany 147.237. 76. 39 nobi l e.neitav.idf.il |Back List drop 1
115. 230. 125. 146 Chi na 147. 237. 76. 201 eatal.idf.il JLM Under Attack_Con Tcp drop 1
213. 202. 233. 56 Ger nany 147. 237. 76. 42 refuah.idf.il B ack Li st drop 1
185.94. 111. 1 Russi an Federation 147.237.76. 177 ncore.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

202.112.38.190 |147.237.76.198|Chi na e.yohal an.idf.il GPL SCAN nmap TCP 2
85. 250. 182. 240 |147.237.77. 170l srael nearachot.idf.il  |Xenu Link S euth User Agent 1
991,139 176. 31 |147. 237 76. 34 |KO'€a Repudlic yohal an, i df i | ET SCN\I Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
of Potential Scan or Brute Force
208.100. 26. 228 |147.237.76.38 |Uhited Sates |e.ereitav.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
198. 211. 122. 147|147.237.0.19  |Netherl ands nadi matal .idf.il [ET SCAN NMAP -sS wi ndow 1024 1
116. 12. 175. 233 |147.237.0.34 |S ngapore tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
104.232.98.38 [147.237.76. 148 |lhited Sates |gocenter.aka idf.il |[ET SCAN NVAP -sS wi ndow 2048 1
87.236.194. 161 |147.237.8.27 |Czech Republic |e nadimatal.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
208. 100. 26. 228 [147.237.76.39 |lnited Sates [nohile neitav.idf.i|ET SCAN NVAP -sS wi ndow 1024 1
155 9416319 |147 237 0.35 |Uited Sates  |akavs.idt il ET SCAN Behavi praJ Lhusual |y fast Ternminal Server Traffic, Potenti 1
Scan or Infection
104.232.98.38 |147.237.76. 148 |lhited Sates |[gocenter.aka.idf.il|ET SCAN NVAP -sS wi ndow 4096 1
104.232.98.38 |147.237.76.148|lhited Sates |gocenter.aka idf.il|ET SCAN NVAP -f -sS 1
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|Top Attackers In FW |

Attacker Address |Attacker Gountry Target Address |Sig nature Message Devi ce Action |Count
109. 64. 87. 127 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 6
46. 19. 86. 250 | srael 147.237.76. 31 nakchal .idf.il dr op Frst packet isn't drop 5
89. 139. 181. 76 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 4
100. 92. 101. 162 147.237.77.216 dover.idf.il dr op First packet isn't drop 2
212. 143. 142. 56 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
176. 13. 17. 201 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
183. 129. 160. 229 Chi na 147.237.72. 217 eidf.il dr op SAMrul e drop 1
176. 13. 243. 85 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
2.55. 140. 69 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
202. 112. 38. 190 Chi na 147.237.76. 198 e.yohal an.idf.il dr op First packet isn't drop 1
183. 129. 160. 229 hi na 147.237.0. 35 akaws. i df .il dr op SAMrul e drop 1
46. 19. 86. 13 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
109. 253. 216. 157 | srael 147.237. 72. 166 aka.idf.il dr op First packet isn't drop 1
183. 129. 160. 229 hi na 147.237. 72. 156 anan.idf.il dr op SAMrul e drop 1
117. 200. 70. 252 I'ndi a 147.237.77.216 dover.idf.il dr op First packet isn't drop 1
183. 129. 160. 229 Chi na 147.237. 72. 167 ishurimaka.idf.il dr op SAMrul e drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
2.53.129. 228 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 69
77.138.207.62 |France 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 42
80. 246. 137. 117 [Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 15
176.228.57. 238 |Israel 147.237.72. 156 |anan. i df . i | D stributed Suspici ous Response Code B ock 8
109. 253. 194. 215|1 srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 7
79.178.178.149 |[Israel 147.237.72. 156 [anan. i df . i | D stributed Suspici ous Response Code Bl ock 7
41.105.132.122 |Ageria 147.237.77.216|dover. i df . i | PHP Attenpt B ock 3
188. 243. 58. 63 RJSf;;”i o 147.237.77. 176 |nat pash. i df . i |  |Paraneter Type Violation Iang in vew cogat . idf.il/901-en/ cogat. aspx  |B ock 3
41.105.132.122 |Ageria 147.237.77.216|dover . i df .i | Ml tipl e Unhaut hori zed URL Access from 41. 105. 132, 122 Bl ock
109. 253. 205. 122|I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock
46.19. 86. 186 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode Bl ock
. . . Unaut hori zed URL Access to
84.108. 146. 58 | srael 147.237.77. 243|mobi | e. i df . i | nobi | e.i df .il/categorytenpl ates/|istchil ddocunent s/ 1678 Bl ock 2
216. 244.66.231 |Lhited Sates 147.237.72. 156 |anan. i df . i | Uhaut hori zed LRL Access to list.ips.gov.il/robots. txt B ock
37.26.149.181 |[Israel 147.237.72. 156 [anan. i df . i | D stributed Suspici ous Response Code Bl ock
77.138.123.117 |France 147.237.72. 166 |aka. i df . i | Distributed thauthorized Mthod for Known LRL on B ock 2
wwy aka. i df . i | / sachar
79.178.183.190 [Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to www aka. i df . i |/ mai n/ sachar/ undef i ned Bl ock 1
207. 46. 13. 90 Lhited Sates 147.237.77.216|dover . i df . i | Abnormal |y Long Request URL Bl ock 1
66. 249. 76. 30 | srael 147.237.77.243|nobi | e. i df . i | Lhaut hori zed LRL Access to nobil e.idf.il/appl e-app-site-association B ock 1
. . - Unhaut hori zed URL Access to
180. 76. 15. 18 Chi na 147.237.76.42 |refuah.idf.il 147, 237. 76, 42/ styl e/ 1. hel scrol | er/ ki n. css B ock 1
46. 19. 85. 238 I srael 147.237.77. 176 |mat pash. i df .i|  [Unknown HTTP Request Met hod 2i boet | vb42cczn®f 545 in URL B ock 1
84.108.146.58 |Israel 147.237.77.243|nobi | e.i df . i | Mil tipl e Unhaut hori zed URL Access from 84.108. 146. 58 B ock 1
77.138.126.162 |France 147.237.72. 166 [aka. i df . i | Unaut hori zed Method POST for waw aka.idf.il/giyus/ kadat z/ Bl ock 1
. . D stributed Unaut hori zed URL Access on
66. 249. 64. 41 I srael 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ gi yus/ f or und asp/ showf or um asp B ock 1
192.5.215.225 |Uited Sates 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod POST for www aka. i df.il/yohal an Bl ock 1
79.179. 115. 181 |Israel 147.237.77.216|dover . i df .i | Mil tiple Untraceabl e SSL Sessions from79.179. 115. 181 (Cpen Mbde) None 1
213.57.59. 50 | srael 147.237.72. 156 |anan. i df . i | D stributed Suspici ous Response Gode B ock 1
. . Unaut hori zed URL Access to
66. 249. 76. 77 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ si p st oragel {1 es/ 6/ 70286. pf B ock 1
180. 76. 15. 21 Chi na 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
- . Unhaut hori zed URL Access to
2.53.139.131 I srael 147.237.77.234|hal ag. i df . il 147. 237. 77. 2341 i nages/ shar ed/ bul | et 1. gi f B ock 1
. . Unaut hori zed URL Access to
66.249. 69. 127 |l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p storagel fi | es/ 5/ 3395. | pg B ock 1
192.5.215.225 |uited Sates 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/nain/ B ock 1
. . Unaut hori zed URL Access to
133.130. 115. 86 |Japan 147.237.77.74 [lawidf.il 147.237.77. 74/ si p storagel 1 es/ 8/ 888. pf Bl ock 1
41.105.132. 122 |Ageria 147.237.77.216|dover.i df .i | Unaut hori zed URL Access to ww idf.il/ar/wp-1ogin. php B ock 1
79.179.115.181 [israel 147.237.77. 216 |dover.i df .i | SSL Untraceabl e Connection - Qpen Mde None 1
66. 249. 76. 83 I srael 147.237.77.216|dover . i df .i | Uhaut hori zed URL Access to www i df.il/navy/htni/tool fs. asp Bl ock 1
180.76.15.160  |china 147. 237.76. 200 |ei t an. aka. i df . i | :;‘;t’(t Tgr']éed WRL Access to wiw eitan. aka. idf.i1/1093-7963-he/ M0 15 o\ 1
. . Uhknown Par anet er ctl 00$ct | 00$cphMai n$cphSachar $ct 113 in
46.121.43.166 |Israel 147.237.72. 166 |aka. i df . i | aka. i df .11/ nai v sachar/ pays! i ps. aspx None 1
31.154.49.113 |lIsrael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1135- he/ at al . aspx B ock 1
90.191.102.80 |Estonia 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to waw idf.il/sip storagel/files/2/4912.png [B ock 1
77.139.7.73 France 147.237.72. 166 |aka. i df . i | Unaut hori zed Method POST for wwwy aka. i df . i |/ mai n/ sachar B ock 1
. . Unhaut hori zed URL Access to
66. 249. 69. 196 I srael 147.237.77. 176 [nat pash. i df . i | wa cogat . i df . i | / about / pages/ hazonveyeud. aspx Bl ock !
194. 242. 168. 227|France 147.237.72. 166 [aka. i df . i | Unaut hori zed Method PCST for ww aka. i df . il/nai n/ giyus/sitenap. aspx B ock 1
157. 55. 39. 150 Lhited Sates 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ robot s. t xt B ock 1
46. 19. 85. 238 I srael 147.237.77. 176 |mat pash. i df . il |DOstributed Abnormal Iy Long Request B ock 1
] . . Unaut hori zed URL Access to
68.180.230.47 |Lhited Sates  [147.237.77.216|dover.idf.i | vawe i dff i |/t enpl at es/ shar ed/ user cont r ol s/ header upper / B ock 1
] . . D stributed Unaut horized Method for Known URL on
66.102. 9. 13 Lhited Sates 147.237.72. 166 |aka. i df . i | v aka. i df . i 1/ i v hore/ def aul t . aspx B ock 1
188. 243. 58. 63 RJF Sﬁ::ﬂ on 147.237.77.176 |mat pash. i df . i|  [Paraneter Type Miolation SortOir in waw cogat.idf.il/901-en/ cogat. aspx |Bl ock 1
. . Unaut hori zed Met hod HEAD for
109. 64. 122. 250 |l srael 147.237.72. 166 |aka. i df . i | v aka. i df i |/ rai v/ gi yus/ ki osk/ ki osk. aspx B ock 1
. . Unaut hori zed URL Access to
66. 249.75. 108 I srael 147.237.76.31 [nakchal . i df . il ww nakhal . i df . i | /tenpl at es/ shar ed/ user cont r ol s/ navnenu/ Bl ock !
204.79.180.55 |lhited Sates 147.237.72. 166 [aka. i df . i | Lhaut hori zed Method PCST for aka.idf.il/miluindtenpl ates/inner.asp B ock 1
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