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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count |
85. 64. 62. 123 | srael 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 8
109. 65. 87. 244 | srael 147.237.77.216 dover.idf.il|SYN Hood out of context dr op 4
207. 46. 13. 90 Lhited Sates 147.237.77. 216 dover.idf.il|SYN Hood out of context drop 3
8. 37.225.117 Lhited Sates 147.237.77. 216 dover.idf.il|JLM Under Attack Con Htp drop 3
66. 249. 69. 14 | srael 147.237.77. 216 dover.idf.il|SYN Hood out of context drop 3
115. 230. 125. 146 Chi na 147.237.77. 216 dover.idf.il|bl ock-sp-trafl forward 1
115. 230. 125. 146 Chi na 147.237. 76. 201 e.atal.idf.i|JLM Under Attack_Con_Tcp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

85. 250. 182. 240 |147.237.77. 170l srael mear achot . i of .il|Xenu Link S euth User Agent 3
216.81.230. 167 |[147.237.77.212|Wited Sates [e.dover.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
_ . |ET SCAN Behavioral Unusually fast Terminal Server Traffic, Potential
185. 56. 82. 22 147.237.0.34 [Net herl ands tikshuv.idf.il . 1
Scan or Infection
54.221. 47. 62 147.237.77.216|Wited Sates  |dover.idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 1
208. 100. 26. 228 [147.237.8.50 |lnited Sates [e.tikshuv.idf.il|ET SCAN NVAP -sS wi ndow 1024 1
163. 172. 169. 150(147. 237. 8. 14 E?Ir:;gom e.orchot.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
85. 65. 199. 38 147.237. 72. 166 |I srael aka.idf.il portscan: TCQP D stributed Portscan 1
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|Top Attackers In FW |

Attacker Address |Attacker Gountry Target Address |Sig nature Message Devi ce Action ‘Count
8.37.225. 117 Lhited Sates 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 387
89. 167. 129. 50 Spain 147.237.77. 216 dover.idf.il dr op SAMrul e drop 16
84.109. 125. 173 | srael 147.237.77. 216 dover.idf.il drop First packet isn't SYN drop 15
89. 167. 129. 50 Spai n 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 11
109. 67. 211. 89 | srael 147.237.72. 166 aka.idf.il dr op Frst packet isn't SN drop 8
176. 13. 21. 146 | srael 147.237. 72. 156 anan. i df.il drop First packet isn't SYN drop 5
89. 167. 129. 50 Spai n 147.237.77. 216 dover.idf.il dr op drop 5
41.227.134. 113 Tuni si a 147.237.77. 216 dover.idf.il dr op Frst packet isn't SN drop 3
212. 143.142.56 | srael 147.237.77. 216 dover.idf.il drop First packet isn't SYN drop 3
79.179. 49. 139 | srael 147.237.72. 156 anan. i df il drop First packet isn't SN drop 2
109. 253. 139. 220 | srael 147.237.72. 166 aka.idf.il dr op Frst packet isn't SN drop 1
46. 19. 86. 58 | srael 147.237.77. 216 dover.idf.il drop First packet isn't SYN drop 1
156. 205. 199. 204 Egypt 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 1
77.138.52. 97 France 147.237.77. 216 dover.idf.il dr op Frst packet isn't SN drop 1
176. 13. 247. 218 | srael 147.237.72. 166 aka.idf.il drop First packet isn't SYN drop 1
109. 226. 40. 40 | srael 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
79.177.117.170 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 189
80. 246. 136.66 |l srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 75
2.53.129. 228 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 69
46. 19. 85. 138 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 36
77.138.207.62 |France 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Code B ock 33
. . . Dstributed Paraneter Type Mol ation on
212.235.62.194 I srael 147.237.77. 243 |nobi | €. i df . i ] nobi | e.i df . i | /sachar/changepassword paranet er Qurrent Passwor d Bl ock 15
. ] . DOstributed Paraneter Type Mol ation on
46.116.172. 133 I srael 147.237.77. 243 [nobi | e. i df . i nobi | e.i df . i | / sachar/changepasswor d par anet er Qur r ent Passwor d Bl ock 13
. . . Paraneter Type Mol ati on Qurrent Password in
46.116.172. 133 [Israel 147.237.77. 243 |nobi l e. i df . i | nobi | e.i df i |/ sachar/ changepassvor d B ock 9
89.167.129.50 |Spain 147.237.77. 216 |dover. i df . i | Uhaut hori zed Request Content Type from 89. 167. 129. 50 B ock 5
46.19. 85. 116 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response CQode B ock 3
85.250. 159. 51 |l srael 147.237.0.19 |nadi matal .idf.i|DOstributed Suspicious Response Code B ock 3
46. 19. 85. 222 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
. . . {Uhaut hori zed URL Access to
77.124.9. 195 I srael 147.237.0.19 |nadimatal .idf.i nadi matal i of i1/ shar ed aj ax/ updat enakat qaunt i ty. aspx B ock 2
62. 0. 102. 190 I srael 147.237.77. 170 |n@ar achot . i df . i | |Unaut hori zed HTTP Met hod B ock 2
46. 19. 86. 23 I srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Code B ock 2
109. 253. 198. 220]I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 2
77.138.26.134 |France 147.237.72. 156 |anan. i df . i | D stributed Suspicious Response Code Bl ock 2
213.57.59. 50 I srael 147.237.72. 156 |anman. i df . i | DO stributed Suspicious Response Qode B ock 1
. . Unaut hori zed URL Access to
66.249. 64. 9 I srael 147.237.72.166 |aka. i df . i | 147. 237. 72. 166/ gi yus/ f or und asp/ showf or um asp B ock 1
93.172.213.100 [lIsrael 147.237.77. 216 |dover. i df . i | Uhaut hori zed LR Access to wanidf.il/ https:/twtter.cont B ock 1
79.178. 33. 80 I srael 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: Cpen Mde None 1
68.180.230.47 |Wited Sates |147.237.77.216|dover.idf.il Paraneter Type M ol ati on PageNumin waw i df . i1/1815- he/ dover. aspx B ock 1
62. 0. 102. 190 I srael 147.237.77. 170 |maar achot . i df . i | [Mil ti pl e Waut hori zed URL Access from 62. 0. 102. 190 B ock 1
- . D stributed Unaut hori zed Method for Known URL on
141. 0. 14. 219 Eur ope 147.237.72. 166 |aka. i df . i | wevaka. i df il/ishurim Bl ock 1
87. 68. 49. 245 I srael 147.237.77.216|dover. i df .i | Dstributed Whaut hori zed URL Access on wawidf.il/error.htm B ock
5. 102. 253. 33 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method CPTIONS for wwwy aka. i df . i |/ mai n/ sachar/ B ock
77.138.143.26 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Method PCST for waw aka. i df.il/sachar B ock
213.151. 35. 216 |Israel 147.237.72. 166 |aka. i df . i | thauit hor | zed Mt hod PCST for Bl ock 1
wn aka. i df . i |/ mai n/ gi yus/ pni ot answer . aspx
- . Unaut hori zed URL Access to
66.249. 76. 75 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ si p st oragel f1 1 es/ 5/ 18205. pdf B ock 1
109.64.97.84  |israel 147.237.72. 166 |aka. i df . i | Unknown Parameter __V1 EWETATEENCRYPTED i n None 1
www aka. i df . i |/ mai n/ sachar/ nas. aspx
79.183.58.221 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx B ock 1
148. 251. 179. 145|Ger many 147.237.72. 166 |aka. i df . i | Lhaut hori zed Met hod HEAD for wa aka. i df . i |/ brot hers/ skira/ defaul t. asp |B ock 1
. . Unknown Paraneter _ MV EWSTATEENCRYPTED i n
87.70.243.55 I srael 147.237.72. 166 |aka. i df .i | wa aka. i df . i | / i v sachar/ mai | box. aspx None 1
40.77.167. 29 Lhited Sates [147.237.77.216|dover.idf.il Lhaut hori zed URL Access to waw idf.il/atal 1/izkor/vi ew i ngtop. asp B ock 1
. . Unaut hori zed URL Access to
66. 249. 76. 77 I srael 147.237.72. 166 |aka. i df . i | 147.237.72. 166/ si p_st or age/ fi | es/ 1/ 63141. doc B ock 1
109. 66. 142. 46 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1275-he/ at al . aspx B ock 1
77.125.22. 41 I srael 147.237.72. 156 [anan. i df . i | D stributed Suspicious Response Code B ock 1
194. 90. 66. 9 | srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod PCST for waw aka.idf.il/ishurim B ock 1
62. 0. 102. 190 I srael 147.237.77. 170 [maar achot . i df . i | [Uhaut hori zed LR. Access to naarachot.idf.il/sip_storage/files/ 4/ B ock 1
46. 19. 85. 26 I srael 147.237.77.243|nobi l e. i df . i | Untraceabl e SSL Sessions: (pen Mde None 1
77.237.138. 202 ggj‘;ﬂ . 147.237.77.235|sviva. i df . i | Unaut hor i zed Met hod HEAD for / B ock 1
66. 249. 76. 83 | srael 147.237.77.216|dover. i df . i | Uhaut hori zed URL Access to wawn idf.il/1294-ar/wawidf.il/ar B ock 1
109. 66. 166.22 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod PCST for waw aka. i df.il/mai n/ sachar/f ag. aspx B ock 1
84. 94. 67. 206 I srael 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to wwuidf.il/watch B ock 1
2.53.132. 71 I srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
77.127.0. 156 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ f avi con. i co B ock 1
66.102. 9. 2 Lhited Sates [147.237.72.166|aka.idf.il Unaut hori zed Method POST for ww aka. i df .il/main/home/ defaul t.aspx  |Bl ock 1
93.172.213. 100 |Israel 147.237.77.216|dover. i df . i | Mil ti pl e Unaut horized URL Access from 93. 172. 213. 100 B ock 1
66.249.79.129 |lsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ yohal an/ mai n/ mai n. asp Bl ock 1
- - D stributed Lhaut hori zed URL Access on
2.55.134. 28 | sr ael 147.237.77.234|hal ag. i df . i | 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
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