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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
2.53. 47.57 | srael 147.237.77. 216 dover.idf.il|TCQP handshake viol ation, first packet not syn drop 4
84.109. 104. 55 | srael 147.237.77.216 dover.idf.il|B ack List dr op 1
37.26. 148. 250 | srael 147.237.77. 216 dover.idf.i||TQP handshake viol ation, first packet not syn drop 1
46.116. 172. 133 | srael 147.237.77. 216 dover.idf.il|TQP handshake viol ation, first packet not syn drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry |Ste Signature

85. 250. 182. 240 147.237.77.216 |[Israel dover.idf.il Xenu Link Seuth User Agent 2
61.153. 237. 122 147.237.76. 44 Chi na e.refuah.idf.il G°PL SCAN nmap TCP 2
220.133.207.21 147.237.0. 16 Tai wan ny- kosher -kravi . i df . il ET SCAN NVAP -sS w ndow 3072 1
208. 100. 26. 228 147.237.76.202 |lhited Sates e halag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
197.211.244. 181 |147.237. 76. 44 Zi nbabwe e.refuah.idf.il ET SCAN NVAP -sS wi ndow 3072 1
113. 161. 74. 250 147.237.0. 16 M et nam ny- kosher -kravi . i df . il ET SCAN NVAP -sS w ndow 3072 1
104. 232. 98. 38 147.237.77.176 |lLhited Sates nat pash. i df i | ET SCAN NVAP -sS wi ndow 1024 1
66. 249. 64. 230 147.237.77.170 |Wnited Sates naar achot . i df . i | ET SCAN NVAP -sA (2) 1
211.141. 78.56 147.237.0. 15 Chi na kosher-kravi .idf.il ET SCAN NMAP -sS wi ndow 1024 1
197.211.244.181 (147.237.76. 44 Zi mbabwe e.refuah.idf.il ET SCAN NVAP -sS w ndow 4096 1
194. 60. 242. 6 147.237.76.202 |Wkraine e.halag.idf.il ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
104. 232. 98. 38 147.237.77.176 |lLnited Sates mat pash. i df .i | ET SCAN NVAP -sS wi ndow 3072 1
93. 168. 20. 187 147.237.77.216 |Sudi Arabia dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
85. 250. 182. 240 147.237.77.170 [Israel naar achot . i df . i | Xenu Link Seuth User Agent 1
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|Top Attackers In FW |

Attacker Address |Att acker Qountry Target Address ‘Sig nature Message Devi ce Action |Oount
46. 19. 86. 58 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 8
37.26. 148. 250 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 6
31.154.81.33 | srael 147.237. 72. 156 anan.idf.il drop First packet isn't drop 4
82.205. 25.31 Pal estinian Territory, Qccupied 147.237.77. 216 dover.idf.il drop First packet isn't drop 3
212. 143. 142. 56 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 2
79.179. 154. 148 | srael 147.237.72. 166 aka.idf.il drop First packet isn't drop 2
141. 212.122. 153 Lhited Sates 147.237.0. 33 idf.il dr op drop 1
109. 67.132. 174 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't drop 1
77.138.26. 134 France 147.237. 72. 156 anan.idf.il drop First packet isn't drop 1
109. 253. 144. 173 | srael 147.237.77. 216 dover.idf.il drop First packet isn't drop 1
31. 168. 242. 219 | srael 147.237.77. 216 dover.idf.il dr op First packet isn't drop 1
216.243.31.2 Lhited Sates 147. 237. 0. 200 mu.idf.il drop drop 1
77.138.52.97 France 147.237.77. 216 dover.idf.il drop First packet isn't drop 1
109. 253. 145. 50 | srael 147.237.77. 243 nobi | e.idf.il |drop First packet isn't drop 1
141. 212. 122. 152 Lhited Sates 147.237.0. 33 idf.il drop drop 1
37.157.215. 153 Arneni a 147.237.77. 216 dover.idf.il drop First packet isn't drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
46.31.103. 76 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 197
46.19. 86. 120 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 53
5.102. 242,155 I srael 147.237.76.200 |ei tan. aka. i df . i | mugrf;'nzzgaﬁf _Aflcf’fzn;oat s/ horepage! horepage. asp Bl ock 16
46. 19. 85. 249 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 15
77.138.26.134 |France 147.237.72. 156 [anan. i df . i | D stributed Suspici ous Response Code B ock
80. 246. 130. 141 |Israel 147.237.77.216|dover.i df .i | D stributed Lhauthori zed URL Access on v idf.il/error. htm B ock
94. 74. 211. 130 ggj‘;ﬂ . 147. 237.72. 166 |aka. i df . i | EI;J ;Ii(atfuitd?iw?;it m;czﬁsr Method for Known LRL on Bl ock 3
77.138.207.62 |France 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Code B ock 3
66. 102. 9. 13 lhited Sates |147.237.72.166 |aka.idf.il m;gﬂt? ilf}a:;r:\‘;uoﬁ(/’ d';f;ﬂ??.;‘s):)xmom R on Bl ock 2
80.246.130.32 |[Israel 147.237.77.216|dover.idf .i | D stributed Unaut hori zed URL Access on waidf.il/error.htm B ock 2
213.151.45.141 |israel 147.237.72. 166 |aka. i df . i | mﬁ;ﬁff‘?/ﬂ{v!ﬁ%v%@grationw Jardlrogi ster. asp None 1
66. 8. 122. 86 South Africa |147.237.77.216|dover.idf .il Unaut hori zed URL Access to v i df.il/894-en/i df gdover . aspx B ock 1
2.36.17.94 Italy 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod POST for wwy aka. i df.il/main/snalin B ock 1
77.139. 184. 242 |France 147.237.72. 166 |aka. i df . i | Unhaut hori zed Met hod POST for wwy aka. i df . i/ mai n/ hone/ def aul t. aspx Bl ock 1
66.249.76.115 |Israel 147.237.77. 216 |dover . i df .i | Unhaut hori zed URL Access to 147.237.77. 216/ robots. t xt B ock 1
188. 165. 233. 34 |France 147.237.77. 176 [mat pash. i df . i|  |UWhauthorized URL Access to 147.237.77. 176/ robot s. t xt Bl ock 1
79.181.53. 61 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: Qpen Mde None 1
77.138.26.134 |France 147.237.72. 156 |anan. i df . i | Mil tiple Untraceabl e SSL Sessions from77.138. 26. 134 (Qpen Mde) None 1
109. 253. 215. 210)I srael 147.237.77. 234 |hal ag. i df . i | i;t r2'3t7’“t7‘;dZﬁﬁfgzzsfiiaglﬁﬁi 1‘_’% . Bl ock 1
2.53.47.57 | srael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237. 77. 233/ 1501- he/ at al . aspx B ock 1
77.139.208. 106 |France 147.237.72. 166 |aka. i df . i | mu;f: riidzfe_)ﬁ ;\ﬁ;jh,?,dsaﬁ/i,?;npayg i p. aspx B ock 1
66.249.81.218 |[Israel 147.237.77. 216 |dover.i df . i | Distributed Lhaut horized UR. Access on www idf.il/error.htm B ock 1
196.0.57.234  |uganda 147.237.77. 216 |dover . i df . i | m['dfb“f ffggz_a;;/hioyf ;gg\/?aﬁgiess on B ock 1
77.138.26.134 |France 147.237.72. 156 [anan. i df . i | SSL Untraceabl e Gonnection - Cpen Mde None 1
66. 249. 64. 41 I 'srael 147.237.76.200|ei tan. aka. i df . i | [Uhaut hori zed URL Access to www ei tan. aka. i df . i|/header upper/ Bl ock 1
5.22.135. 174 I srael 147.237.76.42 |refuah.idf.il Ml tipl e Unaut horized URL Access fromb5. 22, 135. 174 B ock 1
112. 209. 170. 144 |Fhi i ppi nes 147.237.77. 216 |dover.idf . il Unt raceabl e SSL Sessi ons: (pen Mbde None 1
77.139.254. 42  |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Method PCST for waw aka.idf.il/nai n/sachar B ock 1
66.249. 88. 151 |l srael 147.237.77.216|dover.i df . il D stributed Lhaut hori zed URL Access on waww i df.il/error. htm B ock 1
Paraneter Type Mol ation
197.239.5.109 |Uganda 147.237.77. 216 |dover.i df .i | ct| 00$Cont ent Pl acetbl der 1$ucAr ti ¢l eLobbyCont r ol $dat epi cker in Bl ock 1
v i df . i |/ 1283- en/ dover . aspx
66.249. 64. 122 |lsrael 147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to tikshuv.idf.il/main/drushinimsrot.aspx Bl ock 1
157. 55. 39. 34 Wited Sates [147.237.77.216dover.idf.il Unaut hori zed URL Access to 147.237.77. 216/ B ock
79.177.221.212 |Israel 147.237.72. 166 |aka. i df . i | VL\;’I\’II(Vn;)kV: |F§r?r|“/atn:: n/C;;:r?:ﬁtpla?gf(i:E:.N:,isgfcphsachar $ct109 in None 1
66.249. 88. 154 |l srael 147.237.77.216|dover.i df .i | D stributed Unaut hori zed URL Access on wawidf.il/error.htm B ock 1
207. 46. 13. 90 Uhited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wawwidf.il/atal 1/izkor/print_bottomasp B ock 1
62.110.65.165 [Italy 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
81.218. 143. 187 |Israel 147.237.76.42 |refuah.idf.il Unhaut hori zed LRL Access to 147.237. 76. 42/ styl e/ shared/ r eset . css B ock 1
77.139.51.154 |France 147.237.72. 156 [anan. i df . i | Lhaut hori zed URL Access to ww anan. idf.il/favicon.ico B ock 1
66. 249. 76. 75 I srael 147.237.72. 166 |aka. i df .i | D stributed Unhaut horized URL Access on 147.237. 72. 166/ B ock 1
46. 19. 85. 107 | srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1136- he/ at al . aspx B ock 1
164. 160. 172. 206 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod PCST for waw aka. i df .il/mai n/rabanut/general . aspx [B ock 1
79.180. 202. 180 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to waw aka.idf.il/sip storagelfiles/ 1/ B ock 1
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