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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country
82. 221. 105. 6

|Target Address  |Site

|Signature  |Device Action  |Count |
| cel and 147.237. 76. 147 chi nuch. aka.idf.il B ack Li st drop 1
158. 69. 244. 42 Lhited Sates 147.237.76. 86 navy.idf.il B ack List drop 1
179. 99. 200. 39 Brazil 147.237. 76. 39 nobi | e. nei tav.idf.il bl ock-sp-traf 1 forvard 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

91.121.106. 226 |147.237.77.74 |Fance lawidf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 2

162.213.1.246 |147.237.77.216|lhited Sates |[dover.idf.il |Tehila - Perl LWP with fake user agent 1

110, 55.107. 68 |147. 237.76.86 |Fhi i ppines ey, i i1 ET SI)AN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force

66.249.93.185 |147.237.76.86 |Europe navy.idf.il ET SCAN NVAP -sA (2) 1

_ , .. |ET SCAN Behavi oral UWusual 'y fast inbound Tel net Gonnecti ons,

191. 109. 210. 200|147. 237.0. 34  |Col onbi a tikshuv.idf il _ 1
Potential Scan or Brute Force

113, 190. 3. 30 147 237 77176 |\t et nam nat pash o 1 ET SOAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force

93.174.93. 99 147.237. 77. 227 [Net her | ands e hanaz.idf.il [ET SCAN NVAP -sS wi ndow 1024 1

80,117, 21 75 147.237.8.46 |1taly o chinuch.idf i ET SGAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force

46.227.67.172 |147. 237.76. 202 [Sweden ehaag.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Qount ry Target Address |Sig nature Message Devi ce Action |Count
185. 120. 125. 176 | srael 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 18
2.54.192. 215 | srael 147.237.76. 42 refuah.idf.il dr op First packet isn't SN drop 7
2.54.192. 215 | srael 147.237.77. 216 dover.idf.il drop First packet isn't SYN drop 3
212. 143.142.56 | srael 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 3
79.176. 30. 13 | srael 147.237.72. 166 aka.idf.il dr op Frst packet isn't SN drop 2
109.64.9.11 | srael 147.237.72. 156 anan.idf.il drop First packet isn't SYN drop 2
178. 240. 166. 180 Tur key 147.237.77. 216 dover.idf.il drop First packet isn't SN drop 1
109. 66. 197. 210 | srael 147.237.72. 166 aka.idf.il dr op First packet isn't SN drop 1
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address |Site Sgnature Acti on ‘Count
87.71.29.74 | srael 147.237.72. 156 |aman. i df . i | D stributed Suspici ous Response Code B ock 37
. . . Parameter Type Mol ati on NewPassword in
176. 13. 243. 125 |l srael 147.237.77.243|nobi l e.idf . il nobi | e, i df .1 | / sachar / changepassvor d B ock 14
77.126.62.121  |Israel 147.237.76.31 |nakchal .idf. il |Unauthorized HTTP Met hod B ock
77.125.7.174 I srael 147.237.72. 156 |aman. i df . i | O stributed Suspicious Response Gode Bl ock
- . |Uhaut hori zed URL Access to
185. 3. 146. 190 |l srael 147.237.77. 176 |nat pash. i df . i | v cogat i dff i 1/ resour cel userf ol | ow esour ce/ creat ef Bl ock 5
66.249.81.215 |Israel 147.237.77.216|dover. i df . il D stributed Lhaut hori zed URL Access on www i df.il/error. htm B ock 4
77.126.62.121  |Israel 147.237.76.31 |nakchal .idf. il |Uauthorized LR. Access to nakhal .idf.il/sip storage/files/2/ B ock 4
66.249.81.212 |[Israel 147.237.77.216|dover.i df .il D stributed Unaut hori zed LRL Access on waidf.il/error. htm B ock 4
89.138.172. 125 |Israel 147.237.72. 156 |aman. i df . i | D stributed Suspici ous Response Code B ock 3
77.126.62.121  |Israel 147.237.76.31 |nakchal .idf.il [Miltiple Wauthorized URL Access from 77.126.62. 121 B ock 2
. . . Unhaut hori zed URL Access to
213.57.158. 186 I srael 147.237.77. 243 nobi | e. i df . i | nobi | e.i df.il/categorytenpl ates/|istchil ddocunent s/ 1071 Bl ock 2
37.142.184.29 |Israel 147.237.72.166|aka. i df . i | Unaut hori zed URL Access to waw aka. i df .il/mai n/ guyus B ock 2
. - Unaut hori zed Met hod HEAD f or
109. 65. 95. 49 I srael 147.237.72. 166 |aka. i df . i | v aka. i df i |/ rai v/ gi yus/ ki osk/ ki osk. aspx Bl ock 2
66. 249. 69. 67 | srael 147.237.76.42 |refuah.idf.il |[Dstributed Unauthorized URL Access on 147.237.76.42/robots. txt |B ock 1
207.46.13.191 [lhited Sates 147.237.77.233|atal .idf .il Unaut hori zed URL Access to 147.237.77.233/ B ock 1
. - Unaut hori zed Met hod HEAD f or
148.251.2.180 |Ger many 147.237.72. 166 [aka. i df . i | wiww aka. i df i |/ nai v gi yus/ general . aspx B ock 1
79.177.41.220 |Israel 147.237.77.216|dover. i df . il Untraceabl e SSL Sessi ons: (pen Mvde None 1
. - Unaut hori zed Method GPTIONS for
31.154.81.57 | srael 147.237.72.166 [aka. i df . i | ww aka. i df . i1/ nai n/ gi yus/ aut henti cati onser vi ce. asnx/ get aut huser Bl ock !
109. 64. 109. 7 | srael 147.237.72. 166 |aka. i df . i | Mil tipl e Uhaut horized URL Access from 109. 64. 109. 7 B ock 1
. . Unhaut hori zed URL Access to
66. 249. 69. 72 I srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p. st oragel {1 | es/ 8/ 3058. | pg B ock 1
157.55.39. 8 Lhited Sates 147.237.77.243|nobi l e.idf .i| |Dstributed Suspicious Response Code B ock 1
85.250. 159. 51 [l srael 147.237.77.233|atal .idf.il Paraneter Type Mol ation search in atal.idf.il/1437-he/atal . aspx Bl ock 1
66.249.81.218 [Israel 147.237.77.216|dover.idf.il D stributed Unaut hori zed LRL Access on wawidf.il/error.htm B ock 1
203.127.58. 234 |9 ngapore 147.237.77. 216 |dover.idf.il Dstributed Whaut hori zed URL Access on waw i df.il/error.htm B ock 1
109. 64. 109. 7 | srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed LR Access to v aka.idf.il/sip storagel/files/ 9/ B ock 1
219.75.81.197 |9 ngapore 147.237.77.216|dover.idf.il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 1
. . Unaut hori zed URL Access to
66.249. 69. 127 |l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p storagel {1 | es/ 6/ 3296. | pg B ock 1
176. 13. 240. 127 |l srael 147.237.77.243|nobi l e.idf.i| |Dstributed Suspicious Response Code B ock
68.180.228.99 |[wnited Sates 147.237.76.42 |refuah.idf.il [Wauthorized URL Access to 147.237.76. 42/ robots. t xt B ock 1
. . Parameter Read Qnly Molation in
46.117.14.189 |Israel 147.237.72. 166 |aka. i df . i | vy aka i cf i 1/ nai 1V sachar /T egi strati onvi zar i regj st er. aspx None 1
203.127. 96. 244 |9 ngapore 147.237.77.216|dover.idf .il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 1
. . Unaut hori zed URL Access to
109. 65. 35. 186 |Israel 147.237.77. 234 hal ag. idf . il | o0 o nages/ shar ed/ bul | et 1. gi f B ock 1
77.139.218.35 |Fance 147.237.72. 156 |anan. i df . i | Uhaut hori zed URL Access to waw anan. i df.il/favicon.ico Bl ock 1
220. 255. 183. 170|9 ngapor e 147.237.77.216|dover.idf .il Dstributed Wnaut hori zed URL Access on waw i df.il/error.htm B ock 1
66. 249. 76. 77 I srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ B ock 1
46.117.124.97 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (Qpen Mvde None 1
203.127.96. 252 |9 ngapore 147.237.77.216|dover.idf.il Dstributed Whaut hori zed URL Access on waw i df.il/error.htm B ock 1
78. 46. 23. 198 Ger many 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod HEAD for v aka. i df . il /yohal an/ Bl ock 1
. . JUnaut hori zed URL Access to
5.102.242.155 |[Israel 147.237.76.200|ei t an. aka. i df . o ei tan. aka i df i1/ t enpl at es/ honepage/ honepage. aspx B ock 1
176. 106. 47. 211 g";'cis;i'géa” Territory. 1,47, 237.77. 216 |dover. i df.il  |Untraceabl e SSL Sessions: Gpen Mode None 1
89.138.184. 111 |[lIsrael 147.237.77.243|nobi l e.idf .i| |Dstributed Suspicious Response Code B ock 1
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